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For Laura—thanks for the encouragement.

For Nyla—keep learning.
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Introduction

Who this Book Is For

This book is intended for the system administrators and IT staff who are in charge of
keeping the lights on. It may also assist grandma with an afternoon nap, but that is purely
coincidental. We intend for readers to take this book and use it to help solve everyday
problems in real environments. The fact remains that PowerShell is here to stay and
should be something that is easily accessible, learnable, and shareable, and that is the
overall goal of Troubleshooting Windows Server with PowerShell.

From college graduates in their first job to seasoned enterprise administrators, the
content in this book is designed to help you learn how to use PowerShell. Maybe that is
something as simple as get-command or update-help, and if so, that’s ok. Each chapter is
built to dig into different components of Windows Server and to help you develop skills to
improve your Windows environment. Welcome to PowerShell. Let’s go learn something new.

What You’ll Learn

Each chapter is designed to take an aspect of Windows and delve into the components
that you need to know. This book is about finding information quickly and determining
what changed from the last time you documented your servers.

In Chapter 2, you learn how to read the event log and information that can be
gleaned from each log. You'll learn how to create an HTML report to share what you
discover in the event logs.

In Chapter 3, you'll start building documentation for computers, such as disk
space, shares, NTFS permissions, and the hardware that is in use. We'll look at
gathering information from Windows Management Instrumentation using both WMI
and CIM queries.

Now that you understand the basics for your computers, in Chapter 4, we’ll show you
how to get a list of installed applications from your computers. Also in this chapter, we
talk about comparing an old report to a new report to find which programs were added,
deleted, or changed from the last report. This is very useful information for environments
using change management.

In Chapter 5, we look at gathering information about Windows patches that were
installed on your computers. You'll gather information using WMI and CIM. Along those
lines, we look at learning if the computer is waiting for a reboot, or at the last reboot for
your computers.

xxiii
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INTRODUCTION

In Chapter 6, we look at current processes, starting and stopping processes, and
emailing a report of processes to recipients. This information is great for determining
what is running and starting processes required for management.

Like processes, in Chapter 7, we look at services on a computer, both local and
remote. We start by listing the current status, then at starting and stopping services, and
services that have dependencies. Again, reports to others are important, so we show you
how to create a CSV file and share that information with email recipients.

In Chapter 8, we talk about how you can improve the examples shown in the
book. We cover building PowerShell modules, Desired State Configuration, PowerShell
remoting, and PowerShell scheduled jobs. This is the chapter in which you take what you
learned in the book, and make it better and make it your own.
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CHAPTER 1

Getting Started

It’s early Friday morning, and you are still waking up from a cozy sleep when your phone
rings. It’s the company that you work for, informing you that a primary server is having
problems and not functioning as expected. So, time to wake up and figure out what
happened to the server.

Did it get rebooted? Was a patch installed last night? And, ultimately, what changed?
That is always the big question: “What changed?”

With tools like Windows PowerShell—and the release of PowerShell Web Access—
you can now start troubleshooting and, hopefully, start resolving Windows problems
from outside your network.

This book is dedicated to essential first steps to help the IT administrator start
troubleshooting Windows Server and figure out what changed. The first tool used should
not be the built-in GUI tools; it should be PowerShell, especially as more things happen
with Windows that don’t involve the graphical user interface. PowerShell allows the IT
administrator the ability to remotely troubleshoot a server and figure out what happened.

Note All of the source code used in this text is separated by chapter and made available
online by visiting http://www.apress.com/971484218501.

This chapter kicks things off the book and gives you, the reader, a chance to see
the authors’ style and how we use PowerShell. Since PowerShell is a product that helps
manage other products that make life easier for Windows system administrators, it does
not have just one use. While working on this project, several alternate methods of doing
things with Active Directory came suddenly to mind. Some of them sped up things that
we were used to doing another way.

This book is meant to be a reference tool; this chapter is just a warm up for the things
to come. Enjoy the ride.

Electronic supplementary material The online version of this chapter
(doi:10.1007/978-1-4842-1851-8_1) contains supplementary material, which is available
to authorized users.

© Derek Schauland, Donald Jacobs 2016 1
D. Schauland and D. Jacobs, Troubleshooting Windows Server with PowerShell,
DOI 10.1007/978-1-4842-1851-8_1


http://www.apress.com/971484218501
http://dx.doi.org/10.1007/978-1-4842-1851-8_1

CHAPTER 1 * GETTING STARTED

Getting to Know PowerShell

Having a set of PowerShell commands at the ready will help when you get that phone call.
So the first thing to look at is how long the computer has been running. So, you type the
following command:

Get-WmiObject Win32 OperatingSystem -ComputerName Serveri | Select-Object @
{Name = 'LastStartTime' ; Expression = {[Management.ManagementDateTime
Converter]::ToDateTime($_.LastBootUpTime)}}

But realistically, that command isn’t one that you can quickly remember and
understand at 3:00 AM. You were ready for this, though, and you created a function that
allows the same command with shorter syntax, something like this:

Function Get-TSUptime {

param ($ComputerName = $env:COMPUTERNAME)

$WmiOS = Get-WmiObject Win32_OperatingSystem -ComputerName $ComputerName
[Management .ManagementDateTimeConverter]: :ToDateTime ($Wmi0S.LastBootUpTime)

}

It is much easier to type Get-TSUptime rather than the first example.

In this book, we will talk about how to get the basic information and how to convert
some of the commands into functions. Once you have a lot of functions, you can build
modules of common functions.

This book is designed to help you write your own PowerShell commands and use
them to troubleshoot your environment. Because each environment is unique, this book
helps you figure out what your organization needs.

What works for one company, may not necessarily work elsewhere. This book lets
you know what to monitor and how to set up some of your troubleshooting tools.

Much of PowerShell is backward compatible to allow scripts written on a Windows 10
computer to operate in previous versions of Windows. We have tested the examples in this
book with Windows 10, Server 2016, Server 2012 R2, and Windows 8.1. It is possible that
many of these scripts will work in other versions of the operating system, but we have
not tested them there. In addition, the examples provided here are “as is” with no
warranty provided. Use them at your own risk—preferably in a lab to help you build tools
that you can then use in production. We have done testing, but your mileage may vary
depending on your environment. Some PowerShell cmdlets will only be available in later
versions and we will make sure to mention which cmdlets work with what versions of
operating systems.

This book is not the definitive answer to troubleshoot all Windows problems, but
rather a guide to help you build your own tools.



CHAPTER 1 * GETTING STARTED

GUI Tools vs. PowerShell

Microsoft has shipped GUI tools to administer Windows and other applications for as long
as Windows has been around. Active Directory Users and Computers (ADUC) is a great
example of one of these tools. How does it stack up against PowerShell? Let’s find out.

Let’s open ADUC and PowerShell to examine the differences. We need to make a
couple of assumptions to get started. To follow along completely, you should run Active
Directory Domain 2012 and your client computer should be Windows 8.

Note Windows Server 2012 and Windows 8 are no longer the current release. We
will try to stay with the currently released version of both the server and client OS where
possible. When we deviate from that, we will point it out, but in general, you should assume
our examples are Windows 10 and Windows Server 2012 R2.

You should also have Remote Server Admin Tools installed because, let’s face it,
ADUC isn’t part of the default tools on a client operating system. You can find the tools at
http://www.microsoft.com/en-us/download/details.aspx?id=39296.

So, quickly modify a user’s description ... and ... go!

Using ADUC: (1) Right-click your Active Directory domain. (2) Click Find. (3) Enter
the user’s login name. (4) Right-click the user name. (5) Click Properties. (6) Click in the
Description field and enter a description. (7) Click OK. (8) Close the Find window.

Note By the way, using Active Directory Administrative Center (ADAC), introduced in
Windows Server 2008, is faster than ADUC. Most people running a 2008 domain do not use
this new and improved GUI. In some cases, the older tools work just as well; in other cases,
people have simply not heard of the new tools. Search for “ADAC” or “Active Directory
Administrative Center” to check it out.

See how easy that was? Now let’s try the same thing in PowerShell.

Using PowerShell, type Set-ADUser djacobs -Description 'Sales at
BigCompany' and hit Enter. Done!

So, which way is faster?

In many cases, PowerShell will be faster once you get the hang of it, but there is a bit
of alearning curve to the new method. We will do our best to help you get moving with the
command syntax for troubleshooting Windows. After reading this book, we hope that you
will be inclined to first try things with PowerShell and only use the GUI to check your work.

For those of you who have touched PowerShell before and are curious why we didn’t
import any modules to run the previous code, PowerShell versions 3 and higher do not
require the modules to be imported first; you can load them on the fly when cmdlets are
used. For those of you who don’t know what a cmdlet or a module are, keep reading.


http://www.microsoft.com/en-us/download/details.aspx?id=39296

CHAPTER 1 * GETTING STARTED

Another example is when someone in your organization’s HR department gives you
an Excel file and they want you to update several fields for all users: telephone numbers,
offices, descriptions, titles, and managers. Using ADUC, you can spend days updating
those fields for all of your users, depending on the size of the environment. And, for those
of you with many users, we hope that it doesn’t take you days to complete.

Using PowerShell, data can be gathered directly from Excel or it can be saved as a
CSYV file within Excel into an array. You can loop through and modify the data for all users
on the list within seconds.

OK, now the critics out there will be saying, yeah, but it took you 30 minutes to write
the code, add error checking, and create an HTML report of any errors and successes to
send back to HR in an email. Yes, it did, but next month when HR sends another Excel file
with more users to be updated, just rerun the script and go get a cup of coffee, or tea, or
your beverage of choice. The good news is that you can spend a minute deciding what to
drink and still be done before you start those clickety-click changes using ADUC.

And for those of you thinking, “by the hour, not by the job,” that is a true statement.
However, those people are also still writing batch files to map drives for their users during
login (don’t get us started on that one). Those are the people who are telling their bosses
how long it takes to do this stuff and expecting sympathy because they are so overworked.

Work smarter, not harder. Use PowerShell.

The Basics of PowerShell

There are many articles, classes, and videos on the basics of PowerShell. Hopefully, by
now, you have taken advantage of these resources because this book assumes that you are
familiar with the basics and want to expand your current knowledge.

PowerShell has cmdlets that are in “verb-noun” form. This book discusses some of
the commands for finding information on computers—either workstations or servers.
We build on the verb-noun cmdlets and use simple functions to give more power to the
cmdlet.

Note The nouns in PowerShell are singular nouns—get-process, for example. You
can use plural nouns in functions, but you see a warning about unapproved verbs. They still
work, but you will be warned.

Working with Variables

PowerShell comes with some built-in variables and allows others to be specified as
needed like any other language. The biggest difference is that the variables do not need
to be declared before they are used. Using a variable in PowerShell simply requires
$myvariable = "hello reader" to be called. This populates $myvariable with the string
value "hello reader".
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The built-in variables (of which there are many) and any variables created during use
are stored in a special drive called variable. Accessing this drive, which is only available to
PowerShell, called a PSDrive, can be done by running "cd variable" from the command
line. The context of the console changes. You can list all the variables currently stored in
the PSDrive using a cmdlet such as Get-ChildItem, or aliases such as dir or 1s.

CMD Is Dead—Long Live PowerShell

PowerShell is very much a replacement for cmd. exe and as such has commands and
aliases for its commands that mirror those found in the command shell. In addition to
aliases for cmd. exe commands, PowerShell also supports aliases for commands found in
other shells. PowerShell can also run executables directly from the PowerShell console or
Integrated Scripting Environment (ISE), just like the regular command line.

For example, the PowerShell way to list the contents of a folder is

Get-ChildItem -Path 'c:\users\username'

This displays all the folders and files stored inside the profile directory for the
specified user. Running Get-ChildItem without a path lists the items in the current folder.
In the Windows command shell, running dir lists the contents of the current folder. dir
was created as an alias for Get-ChildItem, which makes it a shortcut, or alias, for the full
function.

Another alias for Get-ChildItemis 1s, which is also used on the *nix operating
systems. PowerShell incorporates these things to maintain both backward compatibility
and platform commonality, allowing users of other platforms to work with PowerShell.
Aliases can be created for functions or cmdlets written by PowerShell users or third
parties. Like variables, aliases are stored in a PSDrive and can be listed as needed. Simply
use cd alias: to access the alias drive within PowerShell.

Why All the Drives?

We have seen two PowerShell drives (also known as PSDrives) so far in this section: alias
and variable. These built-in drives help PowerShell behave like a file system style explorer.
This way, these things can be accessed just like the C: drive and have contents listed,
written, modified, or deleted as such. There are a number of PSDrives in PowerShell;
some just might surprise you, like the PSDrives registry. A detailed discussion of these
items is beyond the scope of this book, but a brief introduction might prove very useful
for troubleshooting.

Listing the PSDrives is as easy as executing Get-PSDrive. Figure 1-1 displays the
output of the command.
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%} Administrator: Windows PowerShell [= = 5|

PS C:\> Get-PSDrive [ A

Name Used (GB) Free (GB) Provider Root CurrentlLoc
ation

A FileSystem Azl

Alias Alias

i 11.67 115.33 FileSystem C:\

Cert Certificate \

D .41 69.59 FileSystem DY,

E .04 9.96 FileSystem E:\

Env Environment

F : .04 9.96 FileSystem F:\

Function Function

HKCU Registry HKEY_CURRENT_USER

HKLM Registry HKEY_LOCAL_MACHINE

Variable Variable

W5Man W5Man

PS C:\> _

Figure 1-1. Get-PSDrive

Note Other items may be added to PSDrives just like variables, aliases, and other
objects. Providers that can be added are of type registry, alias, Environment, File System,
Function, and Variable.

The Natural Progression of Tool Building

Tool building starts with something simple: a problem that needs to be fixed and
resolved. Once you identify a problem, you need to find PowerShell cmdlets to solve that
problem. Use the built-in PowerShell help feature to find cmdlets that will help you solve
problems. Once you find these cmdlets, test them to determine the best way for them to
fix the problem.

Bigger problems take several cmdlets used together to solve problems. They can be
saved in a script or function to repeatedly solve a problem. Adding parameters to your
scripts or functions allow these scripts to be used in other environments.

As more scripts and functions are created, adding them into modules keeps them
organized. Typically, a module is a set of related Windows PowerShell tools that can be
loaded into memory for the current PowerShell session.

Typically, each module contains common scripts that help solve your bigger goals;
in our example, we could have a module for troubleshooting Windows with PowerShell.
Earlier, we used a single PowerShell command to find the last start time of a computer.
Then, we decided we wanted to be able to run that against other computers, so we built
a function called Get-TSUptime. For a quick check, let’s create another simple function
called Get-TSFreeSpace (this example is explained later in the book).
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Function Get-TSFreeSpace {
[CmdletBinding()]
param ($ComputerName = $env:COMPUTERNAME)
$allDisks = Get-WmiObject -ComputerName $ComputerName -Class Win32_
LogicalDisk -Filter "DriveType='3""
foreach ($disk in $allDisks) {
$results += [PSCustomObject]@{
'ComputerName' = $disk.DeviceID
"FreeSpace(GB)'= $([int]($disk.FreeSpace / 1GB))
'Size(GB)'= $([int]($disk.size / 1GB))
}
}

$results

}

Now that we have two common functions, we can save them into a module. In this
book, we are creating and testing modules inside the Documents folder of the current
user. The way that you create a module is to simply create a folder called TSTools at
C:\Users\<YourUserID>\Documents\WindowsPowerShell\Modules and then save both
functions inside another script called TSTools.PSM1 inside the TSTools folder that you
just created.

Once you are done with that, if you are starting PowerShell v4 or later, the TSTools
module automatically loads inside your PowerShell current session. If you want to load
this module manually, you can simply call the command Import-Module TSTools and it
then loads all of the functions within the TSTools.PSM1 module into the current session.

Tip You can view the current module path within a PowerShell environment by running
$env:psmodulepath. This environment variable displays the current paths where modules
can be stored. When stored here, the modules can be loaded by using import-module
ModuleName. Adding folders to the module path is also possible and it is discussed later in
this book.

As you create and complete more functions, you can add them to existing modules
that share a common purpose.

PowerShell Is Not Going Away

Microsoft has made large commitments with PowerShell, which will keep it in the
forefront for quite some time. Previous scripting and command shell environments were
focused on accomplishing tasks and automating things, but they lacked security in many
areas. PowerShell takes security seriously, so seriously, in fact, that scripts will not run by
default.
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Microsoft has also added several extra security features, including module logging,
script block logging, and transcription. These features are available in PowerShell version 5
and they can be configured in PowerShell version 4, with some other upgrades.

Microsoft has also done a lot of security using constrained endpoints for PowerShell
sessions. Constrained endpoints allow you to declare which cmdlets are available
for specific users and groups. As an example, you can set up a PowerShell endpoint
configuration that only allows cmdlets that start with Get to be executed for users of the
help desk group.

Another new feature for securing PowerShell is a relatively new concept called
Just Enough Administration (JEA), which provides role-based access control (RBAC).
Microsoft has actually used features of JEA when managing Exchange for a while, but JEA
is a great way to start implementing fine-grained controls on your computers.

What Does this Do for PowerShell?

The ability to manage the growing majority of applications and services that run an
environment from PowerShell make working at scale much faster and easier. The built-in
scalability of this technology is amazing. The third-party adoption of the technology is
also a statement that PowerShell is a great technology. Although third-party solutions are
outside the scope of this book, many environments may benefit from some of them. Here
are a few resources that you can check out to see what types of third-party products are
out there:

e  vSphere PowerCLIL: http://www.vmware.com/support/
developer/PowerCLI/index.html

e Amazon AWS Tools for Windows PowerShell:
https://aws.amazon.com/powershell/

e  PowerShell for Veeam Backup & Replication: http://www.veeam.com/
blog/powershell-for-veeam-backup-replication.html

As you can see, adoption of PowerShell is not just for administrators anymore;
third-party companies and other tools can leverage PowerShell to improve manageability.

Chapters in this Book

Throughout this book, we talk about several key areas of Windows computers. In the early
chapters, we discuss Windows event logs, gathering information about your servers, and
finding installed applications on your servers.

While looking at the event logs, we'll talk about listing all the event logs and
searching for a specific event id or keyword. We'll also talk about how to export data from
event logs into reports for viewing as a web page and emailing the reports to others.


http://www.vmware.com/support/developer/PowerCLI/index.html
http://www.vmware.com/support/developer/PowerCLI/index.html
https://aws.amazon.com/powershell/
http://www.veeam.com/blog/powershell-for-veeam-backup-replication.html
http://www.veeam.com/blog/powershell-for-veeam-backup-replication.html
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As we gather information about servers, we'll examine the disks on the servers and
the free space on those disks. We'll also get a list of file shares on the server. We'll examine
NTES permissions on folders and files, getting current values on setting new NTFS
permissions. We'll show you how to find hardware information about your devices, both
locally and remotely. As a bonus section, we'll talk about the difference between using
WMI and CIM to query remote servers.

We'll cover how to find information, and compare a report of installed applications
from today with a report saved a while ago to find out which applications have been
added, removed, or changed.

Along with applications, we’ll talk about Windows updates, gather information about
hotfixes on your computer, and discuss whether you should use WMI or CIM to get the
information. You'll also learn how to uninstall a hotfix should you ever find the need to do
so. We'll also talk about pending restarts of your computer.

Toward the end of the book, we’'ll look at processes and services. We also talk about
creating modules, Desired State Configuration, PowerShell remoting, and PowerShell
scheduled jobs.

Processes are programs running on your computer. We’ll look at finding information
about processes, again, on the local computer and remote devices. We'll also show you
how to start and stop processes. After that, we’ll look at how PowerShell interacts with
services, including stopping, starting, and the aspects of working with them.

Assumptions Used in this Book

Benny Hill said it best about when people assume things. So, we are going to try to clarify
several aspects of this book that may be confusing to some. It’s best if we can simply
clarify some of our idiosyncrasies right away, instead of readers trying to guess what we
meant.

All the functions have a TS prefix on the cmdlet noun.

Many times, we see too many people creating a function called “Get-FreeSpace’,
which is not wrong. It follows the verb-noun standard that Microsoft has created for
function names. This works great and nothing is wrong with calling your function
Get-FreeSpace, except that it is a very small way to look at solutions.

Scenario: Two users create a function called Get-FreeSpace and you have them both
on your computer. How do you know whose function you are using? They are similar
but not the same, and the name does not tell whose function it belongs to. One way to
distinguish which function is what is to add a prefix to the noun. We have seen things
like initials of the author (Get-DJFreeSpace), or a company abbreviation if used within
a company (Get-TSTools). Now, if you share your function with the world, you have just
distinguished your function from others!
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All PowerShell cmdlets that we use will be run “as Administrator”.

In the real world, running an elevated session of PowerShell (or one “as
Administrator”) in normal day-to-day operations is not recommended, but for simplicity
and to ensure that you get the same results as shown in the book, please elevate your
PowerShell session by making sure that you run “as Administrator”. To do this, right-click
the PowerShell icon and select Run as Administrator.

Once you have tested your script and you know that things are working as expected,
try running your script without elevated permissions to see if things still work. You will
find that most items work fine without elevated permissions, but for testing, we are going
to be running elevated commands.

Write-Host is not a puppy killer.

Sometimes, we want to display a simple message on the screen. We don’t need to do
anything more yet since we are just testing or just displaying output to the screen. In
day-to-day scripts, we do not use Write-Host unless testing, and we remove them during
the final revision of the script.

It is nice to create a simple test like this:

if ($test -eq $true) {

Write-Host "Good test" -ForegroundColor Green
} else {

Write-Host "Failed test" -ForegroundColor Red
}

With this example, you can simply read the output or check the color of the text on
the screen. It is very easy to see a success (green) or a failure (red) simply by glancing and
seeing the output. Again, most of our day-to-day scripts do not use Write-Host, but for
testing, definitely use it, and if the script is only to display data to the screen, please use
this to help in testing.

PowerShell version 5 has added a new cmdlet called Write-Information,
which improves Write-Host. Along with Write-Information, PowerShell has added
-InformationVariable to Write-Host, which allows you to save information from the
Write-Host to a variable to recall later, or to save your output, instead of just sending the
information to the PowerShell session that called it (see Figure 1-2).

X Administrator. Windaws PowerShell = =] X

PS C:\Reports> Write-Host "Found a Process called "$(Get-Process pow" | Select-Object -ExpandProperty Name)'"
-Informationvariable ProcsThatstartwithPow

Found a Process called 'powershell’

PS C:\Reports>

PS C:\Reports> $ProcsThatstartwithPow

Found a Process called 'powershell’

PS C:\Reports>

PS C:\Reports> _

Figure 1-2. Adding Write-Information to Write-Host
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Tip To write output to the screen in a production script, consider using write-verbose,
which displays the items to the screen if the verbose switch is supplied. If the -verbose
switch is not specified, no screen output displays.

How to Let PowerShell Help You Learn More

PowerShell supports comment-based help that can be extremely useful in teaching users
more about how to work with PowerShell. This is good for the built-in cmdlets that ship
with the environment, because you can ask PowerShell for more information about how
things work and how to use certain cmdlets. As an example, Get-Help Get-Command
explains how the Get-Command cmdlet works, including the parameters required and
available, as well as examples for usage of the cmdlet. Figure 1-3 shows the help for
Get-Command.

a Administrator: Windows PowerShell [= oS

PS5 C:\> Get-Help Get-Command ¥

NAME ]
Get-Command

SYNTAX

Get-Command E[ ArgumentList] <Obj ect[])-] [-Verb <string[]>] [-Noun <string[]>] [-Module
<string[]>] [-TotalCount ¢1nt=-] -Syntax] [-Al1] [-ListInported] [-ParameterName <string[]>]
[-ParameterType <PSTyp ]

Parameters>

Get-Command [[-Name] ¢str1ng[% 4 [[-ArgumentList] <Object[]>] [-Module <string[]>]
[-CommandType <CommandTypes> ias | Function | Filter | Cmdlet | ExternalScript |
Application | Script | Workflow | Configuration | A11}] [-TotalCount <1nt>] [- Sy'rltax] [-A11]
E ListImported] [-ParameterName <string[]>] [-ParameterType <PSTypeName[]
<CommonParameters>]

ALIASES
gem

REMARKS
Get-Help cannot find the Help files for this cmdlet on this computer. It is displaying only
partial help. .
-- To_download and install Help files for the module that includes this cmdlet, use
Update-Help.
-- To view the Help topic for this cmdlet online, type: "Get-Help Get-Command -Online” or
go to http://go.microsoft. com/fwlink/?LinkID=113309.

PS Ci\> _

Figure 1-3. Help for the Get-Command cmdlet

Note Your output may be a little different based on your operating system and if you
have updated your help files. Figure 1-3 has not updated the help files yet.
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With PowerShell, Microsoft has made a point of improving usability and learnability.
In other Windows applications, the F1 button generally brings up something similar to a
manual containing a bunch of documentation. Get-Help does this for PowerShell, but it
goes further because the help is comment based. This allows anyone writing PowerShell
scripts, functions, or modules (all of which are covered in the coming pages) to include
help for their PowerShell code.

For many help items, when PowerShell is first installed—on a new Windows 10
machine, for example—the help does not contain much, if any information. Microsoft
does not include the full help contents in current releases of the operating systems, but
allows you to use the Update-Help cmdlet to ensure that your cmdlets are always current.

Update-Help must be run in an elevated shell, but goes out to the Internet and
collects the help for cmdlets and functions with the ability to accept updateable help.
Using a help system in this way allows updates to happen at any time, rather than just
when an update to PowerShell ships.

If something needs to change, the author can modify the online help file to add an
example or change the wording of the content. The next time that Update-Help is run, the
new information is collected.

Tip Itis a good idea to update help regularly, because things do change from time to
time. This can be done by simply running update-help in an elevated shell.

In an environment in which computers cannot (or should not) reach the Internet,
the updateable help content can be downloaded and saved to a location within the
environment by using a cmdlet called Save-Help. Here the Update-Help cmdlet can
be pointed at the offline help location, allowing these computers to get help updates.
Once you have updated your local help files, you can run a command such as Get-Help
Get-Command, which displays the help contents for the Get-Command cmdlet, as seen in
Figure 1-4.

12
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%} Administrator: Windows PowerShell [ == s

PS C:\» Get-Help Get-Command

~

]

E
Get-Command

SYNOPSIS
Gets all commands.

SYNTAX

Get-Command %[ ArgumentList] <Object[]»] [-A11] [-ListImported] [-Module -:strmg{]:-] [-Noun
«<5String[]>] [-ParameterName <String[]>] [-ParameterType <PSTypeName[]>] [-Syntax] [-TotalCount
<Int32>] [-verb <String[]>] [<CommonParameters>]

Get-Command [[-Name] <String[]>] [[- Arqumenthst <Object[]>] [-A11] [-CommandType
<CommandTypes>] [-ListI mportedi [ e 4Str1ng i ParameterName <String[]l>
[-ParameterType <PSTypeName[]>] [-Syntax] [-Tota Count <Int32>] [<CommonParameters:]

DESCRIPTION
The Get-Command cmdlet gets all commands that are installed on the computer, including
cmdlets, aliases, functions, workflows, filters, scripts, and applications. Get-Command
the coulnuds from Windows PowerShell modules and snap-ins and commands that were import fr'w
other sessions. To get only commands that have been imported into the current session, use the
ListImported parameter.

Without parameters, a “Get-Command” command gets all of the cmdlets, functions, workflows and
aliases installed on the computer. A "Get-Command *" command gets all types of comm
including all of the non-Windows-PowerShell files in the Path environment variable
(Senv:path), which it Tists in the “Application” command type.

A Get-Command command that uses the exact name of the command (without wildcard characters)
automatically imports the module that contains the command so you can use the command
immediately. To enable, disable, and configure automatic importing of modules, use the
SPSHodu‘IeAutoLoadmgPre’Ference preference variable. For more information, see
about_Preference_Variables (http://go.microsoft.com/fwlink/?LinkID=113248).

Get-Command gets its data directly from the command code, unlike Get-Help, which gets its
information from help topics.

In Windows PowerShell 2.0, Get-ComantiESets only commands in current session. It does not get
commands from modules that are install but not imported. To limit Get-Command in Windows
PowerShell 3.0 and later to commands in the current session, use the ListImported parameter.

RELATED LINKS
Online Version: http://go.microsoft. com/fwlink/p/?1inkid=289583
Export-P5Session
Get-Help
Get-Member
Get-PSDrive
Import-P55ession
about_Command_Precedence

REMARKS
To see the examples, type: "get-help Get-Command -examples”.
For more information, type: “get-help Get-Command -detailed”.
For technical information, type: "get-help Get-Command -full™.
For online help, type: get help Get-Command -online”

PS C:\»

Figure 1-4. Help for Get-Command after updating help commands
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Using a specially defined set of comments at the top of a script, file or function, the
Get-Help cmdlet can read the comments and display them on the screen. The following
is an example of the structure of comments for help:

<#
.SYNOPSIS
Description of the function.
.DESCRIPTION
A detailed description of the function.
.PARAMETER ParameterA
The description of the ParameterA parameter.
.PARAMETER ParameterB
The description of the ParameterB parameter.
.EXAMPLE
Get-Something -ParameterA 'One value' -ParameterB 32
.EXAMPLE
Get-Something 'One value' 32
.INPUTS
System.String,System.Int32
.OUTPUTS
System.String
.NOTES
Additional information about the function go here.
.LINK
about_functions_advanced
.LINK
about_comment_based_help
#>

This comment structure works by filling in the sections for each item. The heading
for each area describes what is contained below it. The headers—including the period
at the beginning and the blank line between sections—are required for the comment-
based help to work. The help is built to make adding instructions easy so that more
PowerShell users will make use of the feature to learn more about the language (scripting
environment or application) and to improve the readability of their code. Remember,
automation and reusability are a focus of PowerShell; the comment-based help is one
way to ensure its adoption within an environment.

The following completes the comment block to build help into your PowerShell code:

<H
.SYNOPSIS
This function updates titles in Active Directory
.DESCRIPTION
Using this function will update the title of a user in Active Directory
.PARAMETER  UserName
The username parameter identifies the record in Active Directory to
be updated

14
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.PARAMETER Title
The title parameter corresponds to the title attribute in Active Directory.

.EXAMPLE
Update-TSADUserTitle -UserName 'user' -Title "PowerShell Wizard"
.EXAMPLE
Update-TSADUserTitle 'user' "PowerShell User"
.INPUTS
System.String
.OUTPUTS
System.String
.NOTES
Use this function to update the title of an Active Directory user
.LINK
about_functions_advanced
.LINK

about_comment_based_help
#>

This shows the completed help for PowerShell code; it updates the title for a
specified user within Active Directory. Some of the portions of help block have not been
modified; they are not necessarily required, but can be completed if your PowerShell
code requires it.

As you work through the examples and build PowerShell scripts, be sure to consider
using help. It ensures that the script is extremely usable and allows others to pick up the
code and dive right in, extending the usability even further.

PowerShell also provides help in line with the code that it assists. Although this
works, it does not make for readable code. Consider placing help at the top of the script or
function.

Remember, PowerShell has an enormous amount of data and information
available to anyone willing to look for it. Using Get-Help in the PowerShell console gets
information about any cmdlet or properly formed function that the console is aware of.
Along with that, the about_Functions web page (https://technet.microsoft.com/
en-us/library/hh847829.aspx) is the online version of a PowerShell help file; you can
view about_Functions in the console by passing them to Get-Help. Get-Help about
Functions returns information in the console, whereas the web page shows similar
information at TechNet. In some cases, using the -online switch opens help in a browser,
as long as the URI is filled in within comment-based help.

Summary

In the introductory chapter, we introduced Microsoft PowerShell and discussed how the
authors of this book use it. We looked at some of things that we consider important in

the use of PowerShell in day-to-day work. A few of these things fly in the face of the way
others might use or the guidance they provide. Having many different ways to accomplish
tasks with PowerShell is part of its strength and we hope you are ready to get into
PowerShell.
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In Chapter 2, we dive into events management using Windows PowerShell.
Throughout the book, examples will build upon previous chapters, where possible; this
way, a complete picture and module of what has been covered is created for those who
choose to follow along.

More Reading

PowerShell about_Functions:
https://technet.microsoft.com/en-us/
library/hh847829.aspx

Approved Verbs for Windows PowerShell Commands:
https://technet.microsoft.com/en-us/library/
ms714428.aspx

Windows PowerShell Scripting: https://technet.
microsoft.com/en-us/scriptcenter/dd742419.aspx
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CHAPTER 2

Managing the Windows
Event Log

Windows is a complex application, to say the least. Things happen that the user is aware
of—for example, starting Microsoft Word—and things happen that the user may not be
aware of, such as a privilege audit of a security access to a file on the C drive. In the latter
case, the person sitting at the computer sees the folder open or an error about access
being denied. The event log contains a record of these events to keep administrators
informed about what actions are being taken on a computer.

In many cases, the logs will not be used to review the starting or stopping of
Microsoft Word because this is fairly benign, but sometimes the timestamp captured
to the log might be useful in figuring out why Word does not start. In this chapter, we
examine how to get ahold of the events generated by Windows and other applications
using PowerShell.

What Can Windows Capture?

Microsoft Windows captures more information about what is going on within a system
than is likely to fit (nicely) within the pages of this book. Not only does it record things
that are in error, but also things that might be a problem (warnings) and even service
stops and starts (informational messages). There is a plethora of information captured to
the event log.

As the Windows operating system evolves and new iterations are released, the items
captured and the number of logs used to store this information continues to grow. In
one of the later builds of Windows 10 (10240), there are five standard Windows logs, but
there are countless more under the Applications and Services Logs folder. Most of these
pertain to Windows internal applications and services and they are not used in general
troubleshooting for the operating system, but it’s nice to know they exist.

In addition to these logs and the entries they contain, you can create logs and log
entries for specific things you need to keep track of. We will look into that at the end of
this chapter.
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Accessing the Event Log Information

We know that PowerShell is the scope of this book—and there will be a fair amount of

it coming up, first though, you should know where to look to find an event using the
Event Viewer (eventvwr.msc) built-in tool. The reason for this is to show you what an
event contains so that you can tailor PowerShell to access it and return just what you
are expecting. This saves the hassle of combing through piles of output in the console to
chase down the things that you need.

Note PowerShell is a great tool, but it can be even greater when used to manipulate
data that you already understand. Starting in the Event Viewer helps with that.

Figure 2-1 lists the details of an event, showing the time when the computer was
shutdown. As you can see, there is the text description about the shutdown, but there is
also the event id, log name, event source, and other useful information.

System  Number of even

Level Date and Time Source EventiD TaskC... G
6] Information  9/29/2015 6:33:50 PM Userd2 1074 None

@Inlormalian Q2972015 6:28:59 PM Kemnel-... 16 None

@Inlormalian 92972015 6:28:59 PM Kernel-... 15 MNone

(Dinformation  9/28/2015 6:28:59 PM Kemnel-... 16 Mone

(Dinformation  $/29/2015 6:28:59 PM Kemnel-... 16 MNone

(Dinformation  9/28/2015 6:28:53 PM Kemnel-... 16 MNone

(Dinformation  9/29/2015 6:28:55 PM Kemel-... 16 None

(Dinformation  9/28/2015 6:28:59 PM Kemnel-... 16 None v
Event 1074, User32 x

General Details

The process CAWINDOWS\system32\svehest.exe (LAPTOP1D) has initiated the restart of computer LAPTOP10 on behalf of user NT AUTHORITYASYSTEM for
the following reason: Operating System: Senvice pack (Planned)

Reason Code: (xB0020010

Shutdown Type: restart

Comment:

Log Name: System

Source: User32 Logged: 9/25/2015 £:33:50 PM
Event ID: 1074 Task Category: None

Level: Information Keywords: Classic

User: SYSTEM Computer: laptop10

OpCode: Infe

More Information:  Event Log Online Help

Figure 2-1. A system shutdown event in the Event Viewer
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Finding this information in the event log with PowerShell might look something like this:
Get-EventLog -LogName System | Where-Object {$_.Eventid -eq 1074}

You will notice that there are several events appearing and that they are all the
same event—a shutdown. But which is the event found in Figure 2-1? From the bit of
PowerShell used here, there is nothing that tells which is the precise event.

To get to the specific event shown, we need to give PowerShell a bit more
information; but getting there is certainly possible.

Get-EventLog

When working in PowerShell, it is often times useful to start with broad results and work
your way toward the specific, unless you know exactly what you are after right up front.
For example, you might chase down information about an Active Directory computer
object by specific name because you know you want to work with Engineering-PC, but
in the case of an event log, working your way toward the specific result might be more
useful. In addition to getting more familiar with PowerShell and the event log, you might
come across additional information that serves your purpose and you can make a note to
collect for later use.

We find PowerShell to be the land of opportunity when it comes to learning the tools
and syntax; getting in there and doing it or using the shell is very helpful.

Now that you have seen the event log in the Event Viewer and in PowerShell, we
can consider the information that we are going to collect using PowerShell. To do this, a
scenario might work best because we have useful information to collect and for which to
produce a report.

Scenario

As a systems administrator, Geoff gets a fair amount of questions about applications
and servers within his environment. His boss generally asks him about the performance
statistics of the E-mail server every day. Geoff is used to the questions from his boss, but
he still finds himself chasing down the data.

He is looking for a way to produce a summary list of information regarding the E-mail
server and wants to see information about this server from the event log. He has been
reading a lot about PowerShell online and wonders if it will get him the information that
his boss regularly requests.

That is the goal of this chapter: to find an easier method of getting the information
requested of Geoff. The data can be reviewed as is, but it should also be placed in a report
that can be quickly reviewed when Geoff’s boss inquires. Creating a report file allows you
to email the information to anyone who might find it useful, such as Geoft’s boss and
fellow team members.
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Finding Information with PowerShell

Two cmdlets come to mind when considering ways to get things out of the Windows
event log:

e (Get-EventlLog
e Get-WinEvent

The Get-EventLog cmdlet provides a list of information from the specified log that
meets the specified criteria. As shown in Figure 2-2, the output is a list of the events
requested by the following command:

Get-EventLog -LogName System -Newest 10

E¥ Windows PowerShell - ] x
PS C:\reports> get-eventlog -logname system -Newest 10

Index Time EntryType Source InstancelD Message

‘;;;; 6;_;‘31 09:21 ;;\;;;;;;;an ﬁ:;;;;o\"t Windows. .. """"1-.; i;;;;;iahon Successful: Windows successfully i.

5396 Oct 31 09:21 Information Microsoft-Windows... 43 Installation Started: Windows has started 1nsta
09+

5395 Oct Information Microsoft-wWindows... 93 The description for Event ID "98' in Source "Mi.
5394 Oct Information Microsoft-wWindows... 3 Installation Started: Windows has started insta..
5393 Oct Information Service Control M... 1073"48564 The start type of the Windows Modules Inna'l‘ler
5392 Oct Information Microsoft-wWindows... 1 The system has returned from a Tow power

5391 Oct Information Microsoft-windows... 23 NIC /DEVICE/{1FB9AS3F-FF34-45C5-A80F- 1130505590
5380 Oct Information Microsoft-Windows... 21 Media connected on NIC /DEVICE/{1FE9AS3F-FF34-4.
5389 Oct Information Microsoft-windows... 24 NIC /DEVICE/ lFEQdSBFAFFB&-JSCS-&aﬂf—:LlBOSDSEQD.,,
5388 Oct Information Microsoft-windows... 24 NIC ;"DE\-'ICE!'glFBs&MF-FFBd-dSCEA&SD‘-u}OSDSEQD., .

PS C:\reports>

Figure 2-2. Capturing the newest 10 system logs

We chose -newest 10 here to keep the returned output as short as possible. If you
leave it out and run Get-EventlLog -LogName System, you should see quite a bit of data
scroll past.

Get-Eventlog | Get-Member returns the properties for Get-EventLog as output:

e  (Category
e CategoryNumber

e Container

° Data
e  Entrytype
e Index

e InstancelD
e  MachineName
e  Message

e  ReplacementStrings
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e Site

e  Source

e TimeGenerated
e  Timewritten

e UserName

e  EventID

When the command is executed with no formatting parameters, PowerShell displays
the output as a table if there are fewer than five parameter values returned for an item. If
there are five or more values returned, the default output is a list. In this case, there are 11
items, so a table of results is shown.

The items shown are what were deemed most useful by the creators of the cmdlet,
but you can pull out any information available, either in addition to or instead of what is
listed by default.

By default, when running Get-EventLog -LogName System -Newest 10, we gota
table showing Index, Time, EventType, Source, InstancelD, and Message. These are pretty
good to start with, but what if the event occurred but it was not written immediately, or if
you wanted to know the categoryNumber instead of the InstanceID?

To do that, you pipe the results of your original cmdlet to the Select-Object cmdlet
and change the values returned.

Get-EventlLog -LogName System -Newest 10 | Select-Object -Property Index,
TimeGenerated, TimeWritten, EventType, Source, CategoryNumber, Message

This builds a table showing the properties you asked for in the select portion of the
statement shown in Figure 2-3.

EF Windows PowerShell - ] X
PS C:\reports> get-eventlog -logname system -Newest 10 | select index, source, message A
Index Source Message

5397 Microsoft-Windows-WindowsUpdateClient Installation Successful: Windows successfully installed the following u...
5396 Microsoft ows-WindowsUpdateClient Installation Started: Windows has started installing the following upda...
5395 Microsoft ows-Ntfs The description for Event ID 98" in Source 'Microsoft-wWindows-Ntfs' ca...
5394 Microsoft-windows-WindowsUpdateClient Installation Started: Windows has started installing the following upda...
5393 Service Control Manager The start type of the Windows Modules Installer service was changed fro...
5392 Microsoft-windows-Power-Troubleshooter The system has returned from a low power state....

5391 Microsoft-iindows-Hyper-V-VmSwitch NIC /DEVICE/{1FB9AS3F-FF34-45C5-A80F-11305056902C} (Friendly Name: Micr...
5390 Microsoft ndows -Hyper-V-VmSwitch Media connected on NIC /DEVICE/{1FB9AB3F-FF34-45C5-A80F-11305056902C} (...
5389 Microsoft ndows -Hyper-V-VmSwitch NIC /DEVICE/{1FB9AS3F-FF34-45C5-A80F-11305056902C Friendly Name: Micr...
5388 Microsoft ndows -Hyper-V-VYmSwitch NIC /DEVICE/{1FB9AS3F-FF34-45C5-A80F-11305056902C} (Friendly Name: Micr...

PS C:l\reports>

Figure 2-3. Selecting different properties for event log entries
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Get-WinEvent

Get-WinEvent is similar to Get-EventLog, but supports different properties (or names the
properties differently with the same information). In addition, Get-WinEvent does seem
to perform significantly faster when hitting remote systems.

Note The -FilterHashTable parameter filters the cmdlet results by value pairs in a
hash table. Supplying the names and their associated values speeds up the filtering process. In
addition to the filtering being improved, some of the typing needed is reduced (or at least moved).
This parameter only works on Windows 7 and Server 2008R2 and later versions of Windows
operating systems. You have to use the -FilterXml parameter on older Windows versions.

In addition, Get-WinEvent manages the XML formatting of the event logs of
Windows Vista and newer releases of Windows. Get-EventLog is great for simple and
quick local queries, but Get-WinEvent seems much more responsive when used on
remote computers.

The simple act of telling PowerShell that you would like specific properties returned
is just one of the ways that PowerShell can help you find and analyze information.

Being able to get to the event log and pull back information helps you with creating
reports that can show at a glance what is going on in the machines’ event logs.

Why Choose One cmdlet over Another?

Sometimes the choice of which cmdlet to use depends on what properties you are going
to retrieve. Other times, the parameters accepted by the cmdlet might influence your
choice; for example, many cmdlets in PowerShell support the -ComputerName parameter,
which allows them to be executed against remote computers. Some cmdlets do not
support this parameter and so other methods need to be employed to use them on other
systems. Performance might be another reason to choose one cmdlet over another.
Another thing to consider is backward compatibility.

Remember, there is often more than one way to accomplish a particular task in
PowerShell. The method that works best for you and is easiest to understand is the best
place to start. Building on what you learn is part of the fun of working with PowerShell.

You can see which parameters a cmdlet supports by reviewing the cmdlet’s help.
Entering Get-Help Get-Eventlog returns one of two things:

e  The stub help for the cmmdlet, which is very sparse and may appear
to be missing information. This means that your help needs to
be updated. Running Update-Help cmdlet in an elevated shell
downloads the latest help from Microsoft.

e  The basic help for the cmdlet; it contains an overview of what
the cmdlet can do and the syntax that might be used. Adding the
-Detailed, -Full, or -Example parameters to the Get-Help line
shows more information about the cmdlet.

22



CHAPTER 2 © MANAGING THE WINDOWS EVENT LOG

Getting Logs from Remote Computers

As mentioned earlier, sometimes you need to gather log information from remote
computers. Since it is unlikely that you are using a server to do your job (and you
shouldn’t be), you want to connect to one or more servers to retrieve information and
produce some kind of output that others in the organization can understand. If people
have trouble gleaning anything from the report, they will not use it and will continue to
ask for assistance. Until now, the focus has been generally about the event log and how
a systems administrator accesses a log for information, which is great if all the managed
systems are local and there is no need to work with computers in far-flung locations. This
section gets you started on access to event information on remote computers.

To execute a cndlet against a remote computer, you do not need to remote desktop
into the system or physically connect to it; typically, you can use the -ComputerName
parameter of the cmdlet you want to run. This passes the cmdlet to the specified
computer and retrieves the information from that system, rather than your local
computer. For example, if we needed to get the system log information from a system
named Server01, the following PowerShell command gets us what we need:

Get-EventLog -ComputerName ServerO1 -LogName System

When executed, that command connects to Server01 and retrieves the system event
log, similarly to the previous command run against the local system.

You could also use Get-WinEvent -ComputerName Server01 -LogName Systemto
access the remote computer’s log information. Comparing the performance of each using
Measure-Command shows quite a performance improvement by Get-WinEvent on remote
computers, but your mileage may vary with regard to performance testing.

The following uses Get-WinEvent and Get-EventLog while measuring performance:

Measure-Command {Get-WinEvent -LogName Application}:
1 second 510 milliseconds
Measure-Command {Get-EventLog -LogName Application}:
0 seconds 310 milliseconds

Both of these results were taken from the local event log. On a remote machine, the
results were as follows:

Measure-Command {Get-WinEvent -ComputerName remote -LogName Application}:
22 seconds 118 milliseconds
Measure-Command {Get-EventLog -ComputerName remote -LogName Application}:
44 seconds 718 milliseconds

Now that the information has been collected, let’s do something useful with the data.
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Shaping the Gathered Information

Raw event log data pulled back to PowerShell is not terribly useful, since it just scrolls past
as fast as it is returned. With modifications, like selecting certain events or a set number
of items, this may change somewhat because only the information specifically asked

for is returned. Looking at five records in the PowerShell console is not so bad, but five
thousand might be more work than its worth.

Now that we know how to get the information out of the event log, we can sculpt the
results to display them in a friendlier format. PowerShell has cmdlets for formatting that
can help with this, aside from just Format-List or Format-Table.

Returning to our previous example, we can build a formatted file that Geoff can
use to review information found in the event logs of various machines within his
organization. Because there was no formatting guideline specified, the data can (and
should) be as flexible as possible. Providing output options for the data allows the
individuals using it to work with it in a variety of ways.

Comma-Separated Values

Many applications can pull information from comma-separated values (CSV) files to
improve processing and allow further data analysis to happen. If a database application
needs to have information quickly imported for new products, a CSV file can list all of
these products and then get imported to avoid lengthy inserts or updates to the system.

PowerShell is good at CSV. It can both generate and accept input from a CSV file,
making this a great place to start.

In the case of event log reporting, a CSV can provide an input file for a database or
other applications that can work with event log data. It is also fairly simple to create.

You start out by gathering the information that you need from the event log:

$systemlog = Get-EventlLog -LogName System -Oldest 10

Notice that the values were put into the systemlog variable. This was done only to
park the data for the time being; it is not required for a CSV file to be created.

With the data in a variable, it can be piped to the select-object cmdlet to choose
the properties desired; from there, it can be turned into a CSV by piping the results to
another cmdlet: Export-csv.

To step through the process, take the contents of the systemlog variable and pipe it
to Select-Object.

$systemlog | Select-Object -Property Instanceld, Message, Source,
TimeGenerated

Figure 2-4 shows the output of this command.
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EF Windows PowerShell - [m] *

PS5 C:\Users\Derek> Ssystemlog = Get-eventlog -logname system -newest 10 3 ~
PS C:\Users\Derek> Ssystemlog | select-object instanceid, message, source, timegenerated

Instanceld Message

43 Installation Started: Windows has started installing the fonwmg update: Security Update for Internet E...
98 The description for Event ID 98" in Source 'Microsoft-Windows-Ntfs' cannot be found. The local computer...
44 Windows Update started downloading an update.

19 Installation Successful: Windows successfully installed the following update: Definition Update for Windo...
43 Installation Started: Windows has started 1nstaT‘Im¥ the following update: Definition Update for Windows ...
19 Installation Successful: Windows successfully installed the following update: Mail and Calendar

16 The description for Event ID '16' in Source M\:rosoFt wWindows-Kerne]|-General' cannot be found. The loca...
escription for Event ID "16" in Source 'Microsoft-windows-Kernel-General' cannot be found. The loca...
43 Installation Started: Windows has started 1n5ta'|'l|n* the following update: Mail and Calendar

19 Installation Successful: Windows successfully installed the following update: OneNote

PS C:\Users\Derek>
Figure 2-4. Specifically selected properties from the event log
From here, the CSV can be generated using this selection, as you can see in Figure 2-5.

$systemlog | Select-Object -Property Instanceld, Message, Source,
TimeGenerated | Export-Csv -Path "c:\reports\systemlog.csv"

B EH % 2-3- = systemlog - Excel
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
= I 1 - _— I
Ex’c“‘ Calibri ‘n KN === ¥ BwepTe General .
“B) Copy ~ ; ' -
p"‘“ of Fomnat Painter BIU- - D-A- === E# EMegelCenter - | $-% » B %
Clipboard m Font M Alignment 7 Number
£2 X v
A | B c | D EE - G H [ J K

1. [#TYPE Selected.Systém.oiagnonics.ive ntLogEnt
_2__Ilnstanoelc Message Source TimeGenerated | l
3 19 Installatio Microsoft- 10/10/2015 9:03
4 | 43 Installatio Microsoft- 10/10/2015 9:03
5 | 16 The descriMicrosoft- 10/10/2015 9:03
6 16 The descriMicrosoft- 10/10/2015 9:03
7 19 Installatio Microsoft- 10/10/2015 9:02
8 43 Installatio Microsoft- 10/10/2015 9:02
9 16 The descriMicrosoft- 10/10/2015 9:02

10 16 The descri Microsoft: 10/10/2015 9:02
1| 19 Installatio Microsoft- 10/10/2015 9:02
12 43 Installatio Microsoft- 10/10/2015 9:02
13| 16 The descri Microsoft- 10/10/2015 9:02
14| 16 The descriMicrosoft- 10/10/2015 9:02
15| 44 Windows Microsoft- 10/10/2015 9:02
16 | 44 Windows Microsoft: 10/10/2015 9:02
17| 19 Installatio Microsoft- 10/10/2015 9:02
12

Figure 2-5. A CSV file created from event log data
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shown in the first line of the file. This is object information about the CSV; it really
doesn’t affect the data in the CSV at all. It is not something that has to be placed to help

others determine the type of data that was exported. If you import the CSV file back into
PowerShell, that tells PowerShell how to interpret that data. To remove that line of extra
information, you can use the -NoTypeInformation switch on the Export-Csv cmdlet:

$systemlog | Select-Object -Property Instanceld, Message, Source,
TimeGenerated | Export-Csv -Path "c:\reports\systemlog.csv"
-NoTypeInformation

You may notice something odd at the top of the CSV file: a message about TYPE

This suppresses that line from being added. If you re-execute the command with the

new switch added, you may see an error in the PowerShell console. If the file is open, it
cannot be rewritten by Export-Csv; closing the existing file and executing the command
solves the problem.

The new, cleaner CSV file is shown in Figure 2-6.

B HS- -8~ = systemlog - Excel
HOME | INSERT  PAGELAVOUT  FORMULAS  DATA  REVIEW  VIEW
“ﬁ gé:mr ) Calibri -'in AN E== ®-  BWapTet Genenl |};|
Pa'ste e ru- EH- &H-A-|= E = ElMergeaCenter - | $ - % W% 08 Fi‘:::i:?n";
Clipboard [} Font [F] Alignment ) Number [}
Al * i | X & fx| instanceid
B C D E F G
1 [Instancerdm [Source _ TimeGenerated |
2 | 19 Installation Successful: Windows successfully installed the follov Microsoft- 10/10/2015 9:03
3| 43 Installation Started: Windows has started installing the following Microsoft: 10/10/2015 9:03
4 16 The description for Event ID '16' in Source "Microsoft-Windows-Ki Microsoft: 10/10/2015 9:03
5| 16 The description for Event ID '16' in Source "Microsoft-Windows-Ki Microsoft- 10/10/2015 9:03
6 | 19 Installation Successful: Windows successfully installed the follov Microsoft: 10/10/2015 9:02
7| 43 Installation Started: Wind has started installing the following Microsoft- 10/10/2015 9:02
8 | 16 The description for Event ID '16° in Source 'Microsoft-Windows-K: Microsoft- 10/10/2015 9:02
] 16 The description for Event ID '16° in Source 'Microsoft-Windows-K: Microsoft: 10/10/2015 9:02
10| 19 Installation Successful: Windows successfully installed the follov Microsoft: 10/10/2015 9:02
1 43 Ir ion Started: Windows has started installing the following Microsoft- 10/10/2015 9:02
12 16 The description for Event ID '16' in Source 'Microsoft-Windows-K: Microsoft: 10/10/2015 9:02
13 16 The description for Event ID '16' in Source 'Microsoft-Windows-Ki Microsoft: 10/10/2015 9:02
14 44 Windows Update started downloading an update. Microsoft- 10/10/2015 9:02
15| 44 Windows Update started downloading an update. Microsoft- 10/10/2015 9:02
16| 19 Installation Successful: Windows successfully installed the follov Microsoft: 10/10/2015 9:02

17

Figure 2-6. A CSV file without type information

Now we have generated a CSV file with the newest 10 entries in the system log. It

can be opened in Notepad or in Microsoft Excel for viewing, or it can be imported into
something else for processing.
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Creating an HTML Report

Comma Separated Values files are nice and certainly have their usefulness, but when
providing a report to management, they aren’t very appealing. With HTML output and
formatting for things like SQL Reporting Services gaining popularity, people are well used
to seeing data in a web-based format. They generally also find navigating this type of
information simple and straightforward.

PowerShell can do this too, almost as easily as creating a CSV file.

Note Creating HTML output is as simple as creating CSV files; however, with a bit of
tweaking, the style and presentation of HTML data generated by PowerShell can be quite
improved.

Remember, the systemlog variable still has the raw objects returned from the system
log in the event log. This simplifies the process, or at least takes the redundancy out. This
variable is stored in memory until the current PowerShell console closes. Once you close
the current PowerShell console, all the variables used in that session are removed from
memory. In addition, a variable can be overwritten with a new value, or simply removed
by using Remove-Variable <variablename> to clear the contents.

Note You can store variables, functions, and other frequently used things in your
PowerShell profile, but configuring profiles is beyond the scope of this book.

What Else Can Be Done with this Information?

Once the output formatting is done (in our case as a CSV file or an HTML file), the next
step is to either use the data in another application or script in PowerShell (in the case
of the CSV) or dress up the data and push it out to HTML to be shared with others. This
section goes through other types of formatting for information gathered from the event
log, keeping in mind that much of the information gathered will need to be shared with
colleagues.

Formatting HTML for Readability

Sending objects to an HTML file puts a basic formatting together that is very usable, but
adding some formatting to alternate the row colors or put a more appropriate header and
title on the document can bring some level of professional appearance to the document.
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To put some formatting together for the file, we can define the header data as a Here-
String variable. Then fill it full of all kinds of HTML header information, as shown here:

$htmlformat = @"

<style>

Table {border-width: 1px; border-style: solid; border-color: black;}
TH {border-width: 1px; padding: 3px; border-style: solid;}
TR:nth-child(even) {background: #CCC}

TR:nth-child(odd) {background: #FFF}

</style>

'@

Note The Here-String in PowerShell is a way to include multiple lines of text “as is”
within a single variable, without the need for line breaks, carriage returns, or other weird
formatting. Using Here Strings allows you to pass this block of text as a variable to other
code—plain and simple. Just include @" "@ as a wrapper around the text to include.

This way, the HTML file can be formatted using the stylesheet elements specified by
PowerShell; the resulting output just includesS the styles.

Next up, since the event log data is already contained in a variable called systemlog,
we can work on passing this data around a bit and converting it to HTML.

$HTMLformatted = $systemlog | ConvertTo-Html -fragment | Out-String

This set of code passes the event log information captured to the ConvertTo-Html cmdlet
and produces a fragment of HTML, which is then converted to a formatted string and passed
to a function (coming next) that prepares the formatting and other things to be displayed.
Essentially, it applies CSS styling to the table and alternates the row color for display.

HTML Formatting with a Function

The function below can be used (and reused) to process the information collected across
systems and output the data in a very useful HTML format for use at a later time or
inclusion in an email.

Function Get-TSHtmlReport

[Cmd1letBinding()]

param (
[Parameter(Mandatory = $true)]
[ValidateSet("System", "Application", "Security")]
[string]$LogName,
[Parameter(Mandatory
[string]$SaveFile

$true)]
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Begin
{
$htmlformat = @"

<style>
Table {border-width: 1px; border-style: solid; border-color: black;}
TH {border-width: 1px; padding: 3px; border-style: solid;}
TR:nth-child(even) {background: #CCC}
TR:nth-child(odd) {background: #FFF}

</style>
"o
$HTMLhead += "<H1>Event log information from
$($env: COMPUTERNAME )</H1>"
$HTMLhead += "<H2>Log name: $($LogName)</H2>"
}
Process
{
$events = Get-EventLog -LogName $LogName -Newest 50 |
Select-Object -Property Index, EventID, Message
}
End
{
$events | ConvertTo-Html -head $HTMLhead -body $htmlformat |
Out-File -FilePath $SaveFile
}
}
}

The information passed to the formatting function is manipulated as a string, HTML,
or XML data that is presented in a well-formatted HTML table.

We are not quite done yet; the body of the document, the titles, and other things still
need some preparation. Remember, the preceding function just handles the table rows.

With the formatting completed, the data is ready to be pushed out to an actual file.
Simply passing the entire bit of information out to the file will do nicely.

Please note that this is a bit more than is minimally needed to get things out to an
HTML file; you can simply run the data out to a file:

$systemlog | Select-Object Eventid, Message | Convertto-Html | Out-File "c:\
reports\unformatted-system-log.html"

Both of these open in a browser and display the contents of the system log; however,

the function includes formatting to draw the attention of the reader to the table.
Figures 2-7 and 2-8 show the unformatted and formatted HTML files, respectively.
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& O | powerst el
Instanceld Message
19 Install S I: Windows fully installed the ing update: M; ft Solitaire Collection
43 Installation Started: Windows has started installing the following update: Microsoft Solstaire Collection
The description for Event ID 16" in Source "Microsoft-Windows-Kemel-General' cannot be found. The local computer may not have the necessary registry inform
16 of You may no:h\gpermunumacoesam Thgﬁo]]mmgnl’omlmnpmol’huem 199,77
\C:\Users\Derek\ AppData Local Packages M; M ditaireCollection_Swekyb3dSbh £t Mi fiSclitaireCollection_3.4.9241.0_x64__8w
LA

The description for Event ID “16 in Source ‘Microsoft-Windows-Kernel-General' cannot be found. The local computer may not have the necessary registry inform
ol')wmyunlh\zpsmmmacmﬂhm T‘h:hl]mungml‘nrm.nmupnnofhe\m I99‘ T
\Derek\AppDatall

\C:AUsers) ollection_| £t M SolitaireCollection_3.3.9211.0_x64_ Ew
4T,E
19 Installation Successful: Windows successfully installed the following update: MSN Sports
43 Installation Started: Windows has started mnstalling the following update: MSN Sports
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Figure 2-7. An unformatted HTML file

Message

Windows Update started downboading an update.
Installation Successfil: Windows successfully mstalled the following update: Definition Update for Windows Defender - KB2267602 (Definition 1. 207.3758.0)
WMWMMMM&&MW Defination Update for Windows Defender - RB2267602 (Definition 1207 3759.0)

Svecessfisl: Windows fully mszalled the following update: Mail and Calendar
The descriptica for Event [D'16 i Scarce M ft- Windows-Kermel Gr I' cansot be found. The local may pot have the necessary regastry information or message DLL
mmmmmmmmﬁmmumduanmr hied

icrosoft wind icati 17.6310.42251.0_x4_ SwekybidShbw

LA

Thie description for Event [D '16' in Source Microsoft-Windows-EKermel General cansot be found. The local computer may not have the necessary registry information or message DLL
may sot have permission 10 scoess them. The following mformation is pant of the evens'158, 77

IC:\Whery Derek AppDan' Local Packages'microsoft. wi microsoft icati _17.6306.42250.0_x64__Swekyb3dSbbw
604, 76

Figure 2-8. A formatted HTML file

Note A quick note about formatting and other general PowerShell tricks. This book
focuses on troubleshooting with PowerShell, and although some other functions that help
with formatting are shown, these are not the focus of the book. The authors may use these
in examples and code samples to help call attention to certain information. These things
may also help when using these reports to present information to others.

With the HTML file (formatted or unformatted) created, we can do all kinds of
interesting things with it. If Geoff’s boss wants to see the report first thing every morning,
that can be arranged as well. By using another cmdlet and an internal email server (or
even a Gmail account, if needed), a report can be attached to an email and delivered to
the boss every morning.

Note You could use scheduled tasks to automate some of the things that we are doing
here. We touch on scheduling tasks later in this book.
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Recall that we were going to get the newest 10 items from the system log on the
specified computer and return it for analysis. Once returned to a variable in PowerShell,
we formatted it as a CSV and a formatted HTML file. Then we emailed the file to the
boss at 5:15 every morning (working overnight may or may not make Geoff appear
industrious).

If we put the whole thing together in a script, it might look like the following sample:

Function Get-TSHtmlReport

{
[CmdletBinding()]
param (
[Parameter(Mandatory = $true)]
[ValidateSet("System", "Application", "Security")]
[string]$LogName,
[Parameter(Mandatory = $true)]
[string]$SaveFile
)
Begin
{
$htmlformat = @"
<style>

Table {border-width: 1px; border-style: solid; border-color: black;}
TH {border-width: 1px; padding: 3px; border-style: solid;}
TR:nth-child(even) {background: #CCC}

TR:nth-child(odd) {background: #FFF}

</style>
"o
$HTMLhead += "<H1>Event log information from
$($env: COMPUTERNAME )</H1>"
$HTMLhead += "<H2>Log name: $($LogName)</H2>"
}
Process
{
$events = Get-EventlLog -LogName $LogName -Newest 50 |
Select-Object -Property Index, EventID, Message
}
End
{
$events | ConvertTo-Html -head $HTMLhead -body $htmlformat |
Out-File -FilePath $SaveFile
}
}

Get-TSHtmlReport -LogName System -SaveFile C:\Reports\test2.html

Send-mailmessage -to geoff@company.com, boss@company.com —from reports
@company.com -smtpserver smtp.company.com -subject "Events Report" -body
"Attached is the most recent events report" -attachment "c:\reports\test2.html"
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The function outputs a file on the desktop following that the Send-MailMessage
cmdlet sends the generated file to Geoff and his boss. This is fairly straightforward and
extremely useful.

Can PowerShell Use the Event Log to Store
Information?

So far, this chapter has mainly covered getting information for analysis out of the event
log on Windows systems, but we should also look at putting data into the event log.
PowerShell can certainly do that, and in some cases, this might be the best place to park
information related to an application or process until you need it for later analysis.

To put information into an event log, you can use the following cmdlet:

Write-Eventlog -LogName Application -Source "My Application" -EventID 1000
-Message "This is the message being logged"

As you will notice, there is an error when running this cmdlet. This happens because
"My Application" is nota valid source that exists in the Application event log. This is
fairly easy to fix: simply adding it as a valid source in the chosen log solves the problem.

New-EventLog -LogName Application -Source "My Application”

Adding the "My Application" source to the Application log allows events to be
added to the log.

Putting data into the event log carries as much difficulty as getting it out. Sure, you
need to pay attention to tags, sources, and log names, but that is true on the way out as
well. It helps to ensure that you can find the data later when it is needed again.

Another advantage to logging information to the event log is that other
administrators may use that as a starting point for their troubleshooting. If information
from your PowerShell adventures is tracked there as well (with details and contact
information), then the issues that may arise with scripts will be easy to locate and correct.

Even though PowerShell is capable of writing to the event log, like everything else,
there is a place for doing so. If we write log information about a Windows process or
application, we put it in the log; many times, this is a separate sublog of the application
or item that we’re dealing with. If logging the action(s) of a PowerShell script, however, a
simple folder of text files works. This does a few things:

e  Keeps the PowerShell script logs out of the way

e  Allows them to be cleaned up more frequently than flushing an
event log

e  Keeps things simple

Could you put it in the event log? Sure, but if scripting against a dozen computers,
there should be a central location for the logs that is easily remembered and shared with
other staff members. It also ensures a central location for things related to scripting.
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Note Centralized event log storage is possible and it can be configured fairly quickly.
See http://blogs.technet.com/b/wincat/archive/2008/08/11/quick-and-dirty-
large-scale-eventing-for-windows.aspx for more information on this topic.

Keeping script logs out of the event logs feels cleaner, especially since script logs are
only occasionally used for troubleshooting, and scripts are generally not always logged.

If your organization has a good grasp on centrally managed event logs (or they
require such tracking), by all means, use the event log for script data storage.

With the use of Get-WinEvent, Get-Eventlog, and Write-EventLog, the
administrator has a decent arsenal of tools to help troubleshoot Windows Server or
workstation issues that may come up. PowerShell’s strengths include its remoting
capabilities and its willingness to manipulate information for use by other PowerShell
scripts, functions, or modules, and by other applications or employees within the
organization.

Summary

In this chapter, our focus was the event log. We looked at some of the ways that
PowerShell helps access information in the logs. In addition, we touched on certain
constructs like filter hash tables, which provide another way of using PowerShell’s
features.

In the next chapter, we will look at gathering and reporting system information from
a Windows system.
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CHAPTER 3

Gathering and Reporting
Detailed Information
from a Computer

Another day, another chapter. Wait, strike that. Another day, another server. Sometimes
itis nice to know how a server is doing today so that later, when the same server is having
problems, you can compare data to historical data.

Consider this scenario: You get a phone call saying that Server01 is having problems.
You jump on the server and document the basics of the computer, disk space, shares,
NTFS permissions, and computer settings. Great! But now the question is: What changed?

Without anything to compare to, you have no idea what changed since the last time
that you documented. Clearly, it’s important to have good documentation of what a
server is doing today, so that when a problem arises in the future, you have something to
compare your results to.

Gathering Disk Space

There are a few ways to gather disk space, such as using Windows Management
Instrumentation (WMI) and native cmdlets on later versions of PowerShell. The native
cmdlets, Get-Disk and Get-PhysicalDisk, return information about the whole disk, but
do not return information about logical disks.

In this next part, we will check disks visible to the operating system and we will only
return basic information about the disks.
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Disks First

Let’s look at the disk commands Get-Disk and Get-PhysicalDisk, shown in Figure 3-1.

(%] Administrator: Windows PowerShell [= [ =
PS C:'\Reports> Get-Disk )
Nurber Friendly Name OperationalStatus Total Size Partition Style

1 Virtual HD ATA Device Onlire 70 GB MBR

2 Microsoft Virtual Disk Online 1023 GB GPT

0 Virtual KD ATA Device Onlire 127 GB MBR

PS5 C:"Reports> Get-PhysicalDisk

FriendlyNave CarPool OperationalStatu HealthStatus Usage Size
B

PhysicalDisk0 False OK Healthy Auto-Select 127 &

PhysicalDiskl False OK Healthy Auto-Select 70 &8

PhysicalDisk2 True OK Healthy Auto-Select 1023 &

PS C:\Reports> _

Figure 3-1. Get-Disk and Get-Physical Disk

Both commands show simple output and the disks that the server can currently see
and access. This data should be stagnant. Export this to CSV or HTML and record this
data. Save it and use it when needed. We can add this data into a module to gather other
information about the server, but for the moment, let’s save it to CSV and HTML just to
record the data.

Get-PhysicalDisk |
ConvertTo-Html -Title 'Get-PhysicalDisk Information' |
Set-Content C:\Reports\GetPhysicalDisk.htm

Get-PhysicalDisk |
Export-Csv -NoTypeInformation -Path C:\Reports\GetPhysicalDisk.csv

Get-Disk |
ConvertTo-Html -Title 'Get-Disk Information' |
Set-Content C:\Reports\GetDisk.htm

Get-Disk |
Export-Csv -NoTypeInformation -Path C:\Reports\GetDisk.csv

This saves the data to both CSV and HTML files.
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Logical Disks

PowerShell does not yet have a cmdlet to capture logical disk information, so we will use
WMI calls to find the logical disk information. Windows Management Instrumentation
is a core Windows management technology that can be used to manage both local and
remote computers. WMI provides a consistent approach to carrying out day-to-day
management tasks. (We're using WMI rather than CIM (Common Information Model in
this example, but the difference is explained later in this chapter.)

The commands we need to know about are Get-WmiObject and Get-CimInstance.
Once we have looked at those commands, we need to examine a WMI object.

The WMI objects that we will use are located within the Root\CIMV2 namespace.
There are many classes under this namespace. To list all the classes, use the following
command:

Get-WmiObject -List -Namespace ROOT\CIMV2 | Sort-Object Name

To find classes related to disk, filter down your choices by using the WHERE command,
filtering for any WMI name that matches disk, like this:

Get-WmiObject -List -Namespace ROOT\CIMV2 | Where-Object Name -Match 'disk'
| Sort-Object Name.

There are a few classes that contain the name disk, and we’re sure that you have
tested a few of the returned values to figure out which class we want to work with, but
we'll give you the answer to hurry this up: Win32_LogicalDisk.

Running the following command lists all types of disks that the computer knows
about, as shown in Figure 3-2:

Get-WmiObject -Class Win32_LogicalDisk

Microsoft has limited built-in PowerShell documentation around the WMI classes,
so the best place to find information about WMI is by using the MSDN website. The
MSDN page for Win32_LogicalDisk is at https://msdn.microsoft.com/en-us/library/
aa394173.aspx.

(%] Administrator: Windows PowerShell |L|£-

PS5 C:\Reports> Get-WmiObject -Class Win32_LogicalDisk | ft -AutoSize )
DeviceID DriveType ProviderName FreeSpace Size VolumeName

At 2

Ct 3 123839111168 136363110400

D: 3 74718466048 75159826432 Temporary Storage

E: 3 10691964928 10737414144 New Volume

F1 3 10691964928 10737414144 New Volume

PS5 C:'Reports>

Figure 3-2. Get-WMIObject -Class Win32_LogicalDisk
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But wow, who really wants to convert bytes to gigabytes in their head? Well, with
PowerShell, you don’t have to. As seen in Figure 3-3, PowerShell can convert bytes to
gigabytes with minimal work.

[Get-wmiobject -Class win32_LogicalDisk
Format-Table DevicelD,

DriveType . .
@{Name 'Freespace(GB) ' ; Expression = {5_.FreeSpace / 1GB}; Formatstring = "N2"},
@{Name 'size(GB)"' ; Expression {i_.size 1GB}; Formatstring "N2"}

Figure 3-3. Get-WMIObject -Class Win32_LogicalDisk with advanced formatting

We'll get a nice little table with related information. But again, who can remember
this command each time? If you create a function around it, as shown in Figure 3-4, it'll
be even easier to remember when you need it.

l"Function Get-TsDisksizes {
param (3ComputerName "Senv:COMPUTERNAME")
Get-wmiocbject -Class win32_LogicalDpisk
Format-Table DeviceID

DriveType
@{Name 'Freespace(GB)' ; Expression = {%_.FreeSpace / 1GB}; Formatstring = "N2"}
@{Name 'size(GB)' ; Expression = {$_.Size / 1GB}; Formatstring = "N2"}

volumeName

Figure 3-4. Function Get-TSDiskSizes

Now, checking our server that is having problems, we can quickly determine if the
server is out of disk space.

Listing Shares

We don’t have a good reason why shares disappear, but too often, it'’s human error. Most
of the support calls around missing shares all start the same way: “I don’t know what
happened, but today, the share that all my users connect to is missing.” Usually, it’s
caused by human error when an admin accidently deletes a share. So, let’s just document
the shares and save the data to a file.
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Again, we need to use our new friends, WMI and CIV, to find the information. To
find classes related to shares, filter down your choices by using the Where-Object cmdlet,
filtering for any WMI name that matches share:

Get-WmiObject -List -Namespace ROOT\CIMV2 | Where-Object Name -Match 'share'
| Sort-Object Name

However, after looking at all the answers, you are going to want to use Win32_Share
to get all of your information.

Let’s look at the documentation on Win32_Share at MSDN (https://msdn.
microsoft.com/en-us/library/aa394435.aspx). The important thing to notice is
the TYPE of share. From the documentation, you can see the different types of shares
returned, as shown in Table 3-1.

Table 3-1. WMI Share Drive Types

Disk Drive 0
Print Queue 1
Device 2
IPC 3
Disk Drive Admin 2147483648
Print Queue Admin 2147483649
Device Admin 2147483650
IPC Admin 2147483651

So, by listing all drives of the Disk Drive type, you can run this command:
Get-WmiObject -Class win32_share | Select-Object Name, Path, Description, Type

Save that information as part of a report, and if needed, you can come back later to
verify that things are the same. Part of the reason we document servers is because you
never know what information you will need later.

But wait, there’s more! For people running newer versions of Windows operating
systems, Microsoft has created some new cmdlets to simplify the management of servers.
These new cmdlets are part of a module called SMBSHARE. As seen in Figure 3-5,
running a cmdlet like Get-Command -Module SmbShare lists all the cmdlets within the
module.
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PS C:\Reports> Get-Command -Module SmbShare |
Sort-Object -Property Name |
Select-Object -Property Name, Source

Name Source

Block-SmbShareAccess SmbShare
Close-SmbOpenFile SmbShare
Close-SmbSession SmbShare
Disable-SmbDelegation SmbShare
Enable-SmbDelegation SmbShare
Get-SmbBandwidthLimit SmbShare
Get-SmbClientConfiguration SmbShare
Get-SmbC1ientNetworkInterface SmbShare
Get-SmbConnection SmbShare
Get-SmbDelegation SmbShare
Get-SmbMapping SmbShare

Get-SmbMultichannelConnection SmbShare
Get-SmbMultichannelConstraint SmbShare

Get-SmbOpenFile SmbShare
Get-SmbServerConfiguration SmbShare
Get-SmbServerNetworkInterface SmbShare
Get-SmbSession SmbShare
Get-SmbShare SmbShare
Get-SmbShareAccess SmbShare
Grant-SmbShareAccess SmbShare
New-SmbMapping SmbShare
New-SmbMultichannelConstraint SmbShare
New-SmbShare SmbShare
Remove-SmbBandwidthLimit SmbShare
Remove-SmbMapping SmbShare
Remove-SmbMultichannelConstraint SmbShare
Remove-SmbShare SmbShare
Revoke-SmbShareAccess SmbShare
Set-SmbBandwidthLimit SmbShare
Set-SmbClientConfiguration SmbShare
Set-SmbPathAc] SmbShare
Set-SmbServerConfiguration SmbShare
Set-SmbShare SmbShare
Unblock-SmbShareAccess SmbShare

Update-SmbMultichannelConnection SmbShare

Figure 3-5. Get-Command -Module SmbShare

So, for those of you running newer versions of Windows Servers, we’ll explain how
we would start getting information about servers. The preferred method is to use the
newest cmdlets; but not all servers understand what these cmdlets are, so learning the
new and the old ways of gathering information is critical in mastering troubleshooting
Windows with PowerShell. A quick way to work with SMB share access is also included in
this module. The noun for these access cmdlets is (drum roll) SmbShareAccess.
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Figure 3-6 shows an example of listing local SMB share access permissions on the
print$ share; it is simple enough to run and view the permissions.

PS C:\Reports> Get-SmbShareAccess -Name print$ | Format-Table -AutoSize
Name  ScopeName AccountName AccessControlType AccessRight
print$ * Everyone Allow Read
print$ * BUILTIN\Administrators Allow Full
print$ * BUILTIN\Print Operators Allow Full
print$ * BUILTIN\Server Operators Allow Full

Figure 3-6. Get-SmbShareAccess output

Trying to get share permissions on older servers is not easy, but it can be
done using WMI and security descriptors. An example of this involves the Win32_
LogicalShareAccess WMI class (https://msdn.microsoft.com/en-us/library/
aa394186.aspx). So, running a quick query, as shown in Figure 3-7, against the local
computer like this:

Get-WmiObject -Class Win32_ LogicalShareAccess | Select-Object
SecuritySetting, Trustee, AccessMask

It returns results that are very similar.

PS5 C:\Reports> Get-wmiobject -Class wind2_Logicalshareaccess |
where SecuritySetting -match ‘princ®
select-Object” -Property SecuritySetting, Trustee, AccessMask
Format-Table -Autosize

Trustee AccessMask

GOOMCONL\rooT\c1mv2 TwindZ_SI0. STD="5-1-1-0" 7
GOOMCONL \FooT ', c1myv2 :wind2_s10. SID: 5-32-5447 2032127
GROMCONL \root\ cimv2 iwin32_SID. SID- 5-32-550" 203127
MIGOOMCONL Y rooth cim2 :win32_SI0. SID="5-1-5-32-549" 2032127

wt\cim? win32_Logicalsharesecur itySerting. name="prints"
oot cim2 :win32_LogicalshareSecur itySetting. Name="print}’
\ oot \cim2:wind2_LogicalsharesecuritySetting. Name="prints§"

\IGOOMCONL oot cimv2 :wind2_Logicalsharesecuri (yseumg Name="print§"

Figure 3-7. Win32_LogicalShareAccess output

OK, that is not as clean as the output from Get-SmbShareAccess. You have to
massage the data to convert the SID to a friendly name. You need to convert the
AccessMask to a friendly name of the rights using a BITWISE operation, which we are
not going to cover in this book. So basically, this is a good reason to make sure all of your
operating systems are updated to the most current version; then you can just use the
current cmdlets.

NTFS Permissions

The good news is that there are good cmdlets that let us examine and modify the Access
Control Lists for files or folders: the Get-Acl and the Set-Acl cmdlets.
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Getting the ACLs

Getting the actual data for a file or folder is pretty straightforward; by now, you can
probably guess the pattern: Get-Acl -Path C:\Reports, as seen in Figure 3-8. Well, it’s
not so simple because we need to “autosize” the table and then wrap the columns to fit
the data nicely to the screen.

5] Administrator: Windows PowerShell B |

PS C:\Reports> Get-acl -Path C:\Reports | Format-Table -Wrap -AutoSize ]
Directory: C:\

Path owner Access

Reports BUILTIN\Administrators NT AUTHORITY\SYSTEM Allow_ FullControl
BUILTIN\Administrators Allow FullControl
BUILTIN\Users Allow ReadandExecute, Synchronize
BUILTIN\Users Allow AppendData
BUILTIM\Users Allow CreateFiles
CREATOR OWNER Allow 268435456

PS5 C:\Reports> _

Figure 3-8. Get-Acl

But then to really look at the data, we need to parse out the Access property, and
then this is as simple as grabbing the Access data and putting it into a table. The output of
returning the Access property is shown in Figure 3-9.

(7] Administrator: Windows PowerShell [;Ii-

PS C:\Reports> Get-acl -Path C:‘Reports | Select-Object -ExpandProperty Access | Format-Table -AutoSize | §
FileSystemRights AccessControlType IdentityReference IsInherited InheritanceFlags PropagationFlags
Fullcontrol Allow NT AUTHORITY\SYSTEM True ContainerInherit, ObjectInherit None
Fullcontrol Allow BUILTIN\Administrators True ContainerInherit, ObjectInherit None
ReadAndExecute, Synchronize Allow BUILTIN\USers True ContainerInherit, ObjectInherit None
AppendData Allow BUILTIN\Users True Container Inherit None
CreateFiles Allow BUILTIN‘\Users True ContainerInherit None
268435456 Allow CREATOR OWNER True containerInherit, ObjectInherit Inheritonly

PS5 Ci\Reports> .

< - »

Figure 3-9. Get-Acl Access expanded

Another way to do that is to run the following command:
Get-Acl -Path C:\Reports |
Select-Object -ExpandProperty Access |

Format-Table -AutoSize

We can save that data in different formats, but it is nice to have this data on file and
ready to see what changed.
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Now that you have learned the built-in method for listing the permissions of a file or
folder, here is a secret: you can do an Internet search for something like, “Microsoft script
center PowerShell file system security” and maximize your time by using the tools that
someone else has already put together.

Setting the ACLs

This is where you want to start strapping on the thinking cap, because setting an ACL on a
file is not as easy as reading it.

Let’s start by discussing the FileSystemAccessRule class, which “Represents
an abstraction of an access control entry (ACE) that defines an access rule for a file
or directory.” (https://msdn.microsoft.com/en-us/library/system.security.
accesscontrol.filesystemaccessrule.aspx).

Within the FileSystemAccessRule, we find the constructor that consists of
IdentityReference, FileSystemRights, InheritanceFlags, PropagationFlags, and
AccessControlType. A constructor is an access control rule that defines the user account
rights that determine which actions are allowed or disallowed on computers running
Microsoft Windows.

Hang on, this will make sense in a moment. We'll show you the commands that
we use to create an ACE and apply it to a file using PowerShell. Then once you see the
example, each section is explained to tell you what each line is doing.

$IdentityReference = New-Object System.Security.Principal.

NTAccount ("MyDomain\Bob")

$FileSystemRights = [System.Security.AccessControl.FileSystemRights]::Read
$InheritanceFlags = [System.Security.AccessControl.InheritanceFlags]::None
$PropagationFlags = [System.Security.AccessControl.PropagationFlags]: :None
$AccessControlType =[System.Security.AccessControl.AccessControlType]::Allow

$ACE = New-Object System.Security.AccessControl.FileSystemAccessRule (
$IdentityReference,
$FileSystemRights,
$InheritanceFlags,
$PropagationFlags,
$AccessControlType

)

$CurrentACL = Get-ACL "C:\Reports\Test.ps1"
$CurrentACL.AddAccessRule($ACE)

Set-ACL -Path "C:\Scripts\Test.ps1i" -AclObject $CurrentACL

Note The order in which you create the first five variables is not important, but we're
showing you the order as referenced by the FileSystemAccessRule constructor.
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We start by creating the IdentityReference. In the example, we use the NetBIOS
domain name and a SamAccountName for a user or group. This can also use SID, which
is helpful when working in domain environments where the file server may be in a
different Active Directory (AD) site than the Domain Controller (DC) that created user
or group. In order for this to assign permissions, the SamAccountName needs to be
converted to a SID by the file server. However, if you pass the SID to the file server, the
ACL can be updated with the SID.

Then, we work on the FileSystemRights. This can be a comma-separated value
such as “read, write” Information on enumerating the FileSystemRights is found at
https://msdn.microsoft.com/en-us/library/system.security.accesscontrol.
filesystemrights.aspx). The listis shown here.

o AppendData ¢ ReadAttributes

o ChangePermissions o ReadData

¢ CreateDirectories « ReadExtendedAttributes
¢ CreateFiles ¢ ReadPermissions

e Delete o Synchronize

o DeleteSubdirectoriesAndFiles o TakeOwnership

o ExecuteFile o Traverse

¢ FullControl o Write

o ListDirectory o WriteAttributes

o Modify o WriteData

¢ Read o WriteExtendedAttributes

¢ ReadAndExecute

The InheritanceFlags determines the semantics of inheritance for access
control entries (https://msdn.microsoft.com/en-us/library/system.security.
accesscontrol.inheritanceflags.aspx). The following are possible values for it:

e  ContainerInherit: The ACE is inherited by child containers, such
as subfolders

e  ObjectInherit: The ACE is inherited by child objects, such as files

° None

The PropagationFlags specifies how Access Control Entries are propagated to
child objects. (https://msdn.microsoft.com/en-us/library/system.security.
accesscontrol.propagationflags.aspx) The possible values for this are:

e InheritOnly: Specifies that the ACE is propagated only to child
objects. This includes both container and leaf child objects.

e None: Specifies that no inheritance flags are set.

e  NoPropagatelnherit: Specifies that the ACE is not propagated to
child objects.
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The last option is to set the AccessControlType, which specifies whether an
AccessRule object is used to allow or deny access (https://msdn.microsoft.com/en-us/
library/w4ds5h86.aspx). There are only two options for this:

e  Allow: The AccessRule object is used to allow access to a secured
object.

e Deny: The AccessRule object is used to deny access to a secured
object.

See how easy that is? Too easy. We still haven’t created the ACE from the
FileSystemAccessRule but building things one piece at a time helps keep things straight.
Putting it all together to build the rule comes next.

Once you do that, we need to get the current security descriptor for the file or folder
and that is done with the Get-Acl cmdlet. Then we add the new ACE rule we created
to the security descriptor and finally, just reapply the ACL to the file using the Set-Acl
cmdlet.

Now, this was not that bad, but only when working with a single file and each time
you want to modify an attribute or value, you need to modity the script and then run the
whole thing again. What you can do to make this usable against more than one file or
folder is to build a function around the script.

And what kinds of things can you use as a parameter within your function? How
about the Identity, rights, inheritance, propagation, control type, and file name? Yep, you
guessed correctly. You can even get fancier within your function by using ValidateSet for
some of your parameters.

Note You can learn more about parameters within functions by using the help file
Get-Help about_functions_advanced_parameters

[Déja vu moment] Now that you have learned the built-in way to set permissions
of a file or folder, understand that many might do an Internet search for something like,
“Microsoft script center PowerShell file system security” and maximize their time by
using the tools that someone else has already put together. The PowerShell community is
a great source for information.

Hardware

This section is pretty straightforward (with a twist). So all of the hardware information can
be pulled using WMI or CIM information. The version of the operating system that you
are querying and the communication method to other computers determine if you use
WMI or CIM. For the examples in this next session, we’ll use CIM.

Now, here is the twist. Let’s start by looking at Win32_BIOS.

Get-CimInstance -ClassName Win32_BIOS | Export-Csv -NoTypeInformation -Path
C:\Reports\Win32_Bios.csv.
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Here is a sample of the CSV fields that were in the CSV output:

BiosCharacteristics : System.UInt16][]
BIOSVersion : System.String[]
ListOfLanguages : System.String[]

So... why is that statement producing those values in the CSV file instead of what is
shown to the screen using the Get-CimInstance -ClassName Win32_ BIOS cmdlet?

Let’s look at the members of Win32_BIOS by piping the request to Get-Member:
Get-CimInstance -ClassName Win32_BIOS | Get-Member

Asyou can see in Figure 3-10, when looking at the Get-Member output, we see those
same values listed in the definition of the property members. This means that those
values are made up of other multiple parts, or an array of data.

ocroTToTToaT oo OO T U T T DO T Y S T RO T T ST O T T OO T
GetType Method Type GetType()

Tostring Method STrIng 1oscringe)
BiosCharacteristics Property uintl6[] Bioscharacteristics {get;}
BIOSVersion Property string[] BIOSVersion {get;}
ListofLanguages Property string[] ListofLanguages {get;}
manufacturer Property 2 -

Name Property string Name {get;}

otherTargetos Property string otherTargetos {get;}
PrimaryBIOS Property bool PrimarysIos {get;

D = = 3 e AL L

Figure 3-10. Sample output of Get-CimInstance -ClassName Win32_BIOS | Get-Member

Looking at the properties returned from Win32_BIOS, you can see how some of
those can have more than one value returned within a single property. However, when
outputting that to a flat CSV file, the output does not know how to go from a multi-valued
array into a single field. So it is our job to try and massage the data to fitting into a single
string value.

Let’s just focus on the value of BIOSVersion from the Win32_BIOS class, as shown in
Figure 3-11.

PS C:\Reports> Get-CimInstance -ClassName Win32_BIOS |
Select-Object -ExpandProperty BIOSversion

VRTUAL - 5001223
BIOS Date: 05/23/12 17:15:53 ver: 09.00.06
BIOS Date: 05/23/12 17:15:53 ver: 09.00.06

Figure 3-11. Win32_BIOS BIOSVersion expanded
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In the example, we returned four values that make up the BIOSVersion property,
as seen in Figure 3-12, so we will use advanced formatting to make our data from a
multivalued array into a single string.

PS5 C:\Reports> Get-CimInstance -ClassnName win32_BIOS
select-object -Property @{
Name = "FormattedsIOsversion’ -
Expression = { $_.BIOSversion -join ;" }
Format-Table -wrap
FormattedsIosversion

VRTUAL - 5001223;BI0S Date: 05/23/12 17:15:53 ver: 09.00.06;BI0S Date: 05/23/12 17:15:53 Ver: 09.00.06

Figure 3-12. Win32_BIOS using advanced formatting

Let’s look at the command used to do this. First, we get the CIM instance Win32_
BIOS and pipe that output to the Select-Object cmdlet. Then we use advanced formatting
to create a new property called FormattedBIOSVersion and we use an expression to create
that value. The expression used first gets the BIOS Version that was piped to it (that’s what
the $_ tells us) and then we take that value and join the parts of it into a single string with
a delimiter of ;. The delimiter could be just about any string or value that makes sense
to you.

So if we take the same expression, but export the value to a CSV file, things now work
when exporting to a CSV file.

Now, let’s reexamine the Win32_BIOS value and make sure that we are collecting
only the values that we want to keep.

Get-CimInstance -ClassName Win32 BIOS |
Select-Object -Property Manufacturer,
SerialNumber,
ReleaseDate,
SMBIOSBIOSVersion,
SMBIOSMajorVersion,
SMBIOSMinorVersion,
of
Name = 'FormattedBIOSVersion';
Expression = {$_.BIOSVersion -join ";"}

}

Now we can pipe that information out to a CSV file and the CSV data looks like we
expected it to be. This allows us to keep a multivalued property into a flat file, like CSV.

You can also see that we used advanced formatting—a hash table that contains keys
such as Name (or Label) and Expression. The value of the expression should be in a script
block that returns a result for the current object. Advanced formatting (also known as
calculated property) allows you to do calculations on objects to produce a new outputs.
Advanced formatting can be done within Select-0Object or within Format-Table or
Format-List.
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Computer System Information

Well this section should be shorter because we don’t need to explain multivalued arrays
being piped to a CSV file. Except, we’ll take you to a secret of how we find multivalued
property values for most PowerShell cmdlets. The answer is in the Get-Member cmdlet.

For those of you who may not know the Get-Member cmdlet, you should. It is a great
PowerShell resource that makes your foo better. We say that the Get-Member cmdlet is the
second-most important cmdlet, right behind Get-Help.

So, let’s look at the output from the CIM instance for finding computer information.
We will use a new cmdlet called Get-CIMClass. As seen in Figure 3-13, this allows us to
search for classes that are close to the information that we are looking for.

PS C:\Reports> Ger-CimClass -Namespace ROOT\Cimv2 -Classname win32*comp*

NameSpace: ROOT/cimv2

cimClassname cimClassmethods cimclassProperties

win32_computerSystemEvent {} {SECURITY_DESCRIPTOR, TIME_CREATED, MachineName}
win32_computerShutdownEvent { {SECURITY_DESCRIPTOR, TIME_CREATED, Machinename, Type}
win32_ComputerSystem {setPowerstate, R... {Caption, Description, InstallDate, Name...}
win32_ComponentCategory i {Caption, pescription, Installoate, Name...}
win32_cComputerSystemProduct {} {caption, pDescription, Identifyinghumber, name...}
win32_publishComponentaction {Invoke} {actionID, caption, Description, Direction...}
Win32_ComputerSystemProcessor {1 {GroupComponent , PartComponent}
win32_NTLogEventComputer {} {computer, Record}

Figure 3-13. Listing classed from CIM

Wow. Look at all that good stuff that was returned. But because we are only
interested in finding computer system information here, let’s check the Win32_
ComputerSystem, which has information that might be useful.

Again, by using Get-Member we can find values that are returning multiple values for
a single property. But this is where a little script might help to determine which properties
are single fields and which ones have multiple values returned. Here is the script:

# Used to Easily Gather information for a command
# Get the CIM instance for Win32_ComputerSystem
Get-CimInstance -ClassName Win32 ComputerSystem |
# Now list each property and method of the object
Get-Member |
# Just get the properties
Where-Object MemberType -eq Property |
# Now loop through each object
ForEach-Object {
# Check if the defnintion matches specific strings
if (($_.Definition -match '\[\]') -or ($_.Definition -match 'collec')) {
# True - split each part of the property with a ';'
"@{Name = '$($_.Name)'; Expression = {°$ .$($_.Name) -join ';'} },"
} else {
# False - just return the property name
"$($_.Name),"
}
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The short version of this script runs a normal PowerShell command, pipes it into
Get-Member, and then for each object returned, checks to see if it has a pair of square
brackets [ ] or part of the word “collec” used in the definition. If either one of those
statements is true, then a long string is displayed; if both of those statements are false,
however, then only the Name field for that object is displayed. Now all of this information
gets displayed to the current PowerShell session. You need to copy it back into a
command to pull the information you want.

And how do you find the specific fields that are important to you? Run the command to
list all objects returned from the original command and pipe it to a formatted list, as follows:

Get-CimInstance -ClassName Win32 ComputerSystem | Format-List -Property *

Did you notice that the output of the previous command has curly brackets { } in
it? And, did you notice how the preceding script shows which fields you need to use
advanced formatting on to get the data easily saved to a CSV file?

So, examine the fields and choose the values that are good for your environment.
In this example, we chose fields important to this example:

Get-CimInstance -ClassName Win32_ ComputerSystem |
Select-Object -Property Manufacturer,
Model,
DomainRole,
Domain,
WorkGroup,
of
Name = 'FormattedRoles’;
Expression = {$_.Roles -join ";"} },
TotalPhysicalMemory,
SystemType,
NumberOfProcessors,
NumberOfLogicalProcessors,
DnsHostName,
CurrentTimeZone

Again, running the same command and piping to a CSV file preserves the
information for you to check later for changes.

Processor Information

Now things will start sounding familiar. The following explains how you can find
information about processors on a computer.

1. Start by listing all classes that match processor.

2.  Runthe command. Include the Format-List -Property *to
show an example of the output.

3. Determine which fields you want to record and examine.
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4. Determine if any of those fields have properties that need
advanced formatting.
5. Testyour command
6. Pipe thatinformation to a CSV file.

Here is a list of the commands:

1. Get-CimClass -Namespace Root\CimV2 -ClassName win32*processor*

2. Get-CimInstance -ClassName Win32 Processor | Format-List

-Property *

3. Apersonal choice, but we like the fields, DevicelD, Status,
AddressWidth, MaxClockSpeed, Caption, Description, Name,
CurrentClockSpeed

4. None of these fields requires advanced formatting.

5. Get-CimInstance -ClassName Win32_ Processor |
Select-Object -Property DevicelD,
Status,
AddressWidth,
MaxClockSpeed,
Caption,
Description,
Name,
CurrentClockSpeed

6. Get-CimInstance -ClassName Win32_Processor
Select-Object -Property DevicelD,
Status,
AddressWidth,
MaxClockSpeed,
Caption,
Description,
Name,
CurrentClockSpeed |

Export-Csv -NoTypeInformation -Path C:\Reports\Win32_Processor.csv

Now you have learned the commands and the steps to start recording information
about a computer. There are several WMI classes that are helpful to record the current
state of a server. You have to save all this information. The following is other important

information about servers that you may want to check:
e  Physical memory
e  Operating system

e  Storage/Disks
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There is a lot of information stored within a computer’s Windows Management
Instrumentation (WMI). Once you have learned how to glean this information from WMI,
you can spend days looking at all of it.

Troubleshooting

In this section, we will explain when you should use WMI versus CIM queries and why
they are different. We will also discuss different options required with remote queries
while using WMI and CIM cmdlets.

The Difference Between WMI and CIM
What is the difference between WMI and CIM as it pertains to PowerShell?

¢  WMI: Windows Management Instrumentation uses DCOM, or
Distributed COM, which is based on RPC (remote procedure calls).

e  CIM: Common Information Model uses WS-MAN, or web
services for management, an HTTP-based protocol.

Some older computers do not know how to work with CIM, so you still should know
how to use WMI calls.

Firewalls also play a part in which protocol you can or should use. Most larger companies
have well-defined protocols that are acceptable for use on the network. You should check with
your company if there is a method that may not work in your environment.

Testing in your environment is necessary to determine whether you use WMI or CIM
to retrieve information about your computers.

Remote Queries

WMI and CIM sessions can be called against remote computers (they do not need to be
run locally on each server, as the examples in this chapter show). This allows you to run
a script on a single device to connect to other computers in your environment to glean
information from each system.

But wait—what about credentials? You may or may not have different credentials for
different systems. You need to pass credentials to remote computers in order to query.
A simple Get-WMIObject allows you to specify credentials.

Well, let’s be glad that is solved ... and yet it isn’t. There is no credential option used
for Get-CIMInstance.

What?

So what was Microsoft thinking?

The answer is really great. On the newer operating systems that support CIM,
Microsoft wants you to create a CIMSession before you connect to a remote computer.

Why would you want to do that?

You probably have to do multiple calls to a remote computer. You don’t normally just
ask a single question and you're done; you ask more than one question.

In WMJ, you have to open a connection to the remote server, pass it credentials, ask
your single question, and then tear down the connection to the remote server. The same
things are needed for each remote query being used by WMI.
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Using CIM, you first create a New-CIMSession and assign that session to the variable.
You can pass credentials in that cmdlet; pass-thru credentials are also OK. Once you have
created the session, ask as many questions as you need to the remote computer using
the session variable. Each query is faster than its WMI counterpart because it has already
established a remote session. Once you are done with the remote computer, you can use
Remove-CIMSession to tear down the connection to it.

Here is a short example of a CIM session:

$computerName = 'Serverol’

$cred = Get-Credential

$remoteSession = New-CimSession -ComputerName $computerName -Credential
$cred

Get-CimInstance -CimSession $remoteSession -ClassName Win32_LogicalDisk
Get-CimInstance -CimSession $remoteSession -ClassName Win32_BIOS
Get-CimInstance -CimSession $remoteSession -ClassName Win32_ ComputerSystem
Get-CimInstance -CimSession $remoteSession -ClassName Win32_ Processor
Get-CimInstance -CimSession $remoteSession -ClassName Win32_Memory
Get-CimInstance -CimSession $remoteSession -ClassName Win32_OperatingSystem
Remove-CimSession -CimSession $remoteSession

That is a lot faster than having to re-establish a connection to the remote server for
each call using WML

Next Steps

In this chapter, we discussed how to get information but there is a lot we can do to improve
on the examples shown. Start by building a function around one of the cmdlets. The function
should include parameters like optional credentials, computer names, and output types.
The function should assume pass-thru credentials, unless you specify to connect to
remote computers as another user. The default computer name should be itself, but the
option should be to allow it to connect to a remote computer, or lots of remote computers.
At times, you won't necessarily want to save all this data as a CSV file each time you run the
command; sometimes you may want to display to the console window and not save the data.
Each function should do one thing and do it well. Once you build a few of these
functions, you can combine them into a module where common functions are grouped
into the same module.

Summary

Documenting your servers is an important step in troubleshooting. It may seem like a lot
of work to document your servers, but it really is helpful when you are trying to figure out
what changed when a server is not performing as expected. Making sure that you know
what changed and how to check for those changes should be an exercise that you practice
often and efficiently. There is a lot of information to be gleaned from your servers, but
when a server is already broken, that is not the time to start figuring out what changed if
you have nothing to base it on.
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Installed Applications

This chapter covers applications installed on a system. Getting this information is helpful
for documentation and record keeping. It isn’t something that you would probably check
in the heat of battle during an immediate problem, but knowing how to document what
your server is doing is a skill you should learn.

The question is always, “What changed?” It’s nice to be able to list the applications
on a server, and then compare that list to applications that were installed on the server
six months ago. Depending on the change management process in your environment,
this should be well documented; however, we have found that most companies need to
document what is currently installed on a server. This chapter covers how to discover
what is installed on your servers.

Note There are several ways to gather information about what programs are currently
installed. And there is also a very big caveat associated with this: the record of applications
installed on your computer depends on the information published by the software
manufacturer. That means, for example, if you created a program called TheSilentProgram,
you have to register the program in the “normal” locations within the Microsoft operating
system. If you don’t register your program with the operating system, others may not know
that your program was installed. Think about it: viruses do not register themselves on your
computer, so it’s up to the manufacturer to register the program with the operating system.

Obtaining a List of Installed Applications

There are several places to get a list of applications that are installed on the computer.
We will cover two major methods to get a list of installed applications: using CIM and
checking the registry.
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Using the CIM Object

So let’s talk about the option that isn’t recommended on production systems. A simple
query can look at three random applications may look like what’s shown in Figure 4-1.

& 17:32:53 User Elevated - o iIEN

P5 C:'> Get-CimInstance -ClassName Win32_Product | Get-Random -Count 3 | Format-List A

IdentifyingNusber : {F24F87€B-7D71-4BD6-88E9-614D38884231}
Name : Alcor Micro Smart Card Reader Driver

Vendor t Alecor Micro Corp.
Version t 1.7.3.0
Caption + Alcor Micro Smart Card Reader Driver

IdentifyingNusber : {3788F9C7-03FB-3253-8781-2517C99D7C00} .

Name : Microsoft Visual C++ 2012 x64 Additional Runtime - 11.0.61030
Vendor + Microsoft Corporatien

Version + 11.0.61030 e L

Caption t Microsoft Visual C++ 2012 %64 Additional Runtime - 11.0.61030

Identifyinghusber : {FE825598-BD70-4DC1-847E-00214FBCT58F}
Nave : Microsoft Script Browser

Vendor + Microsoft Corporation
Version t1.3.2 X

Caption : Microsoft Script Browser
PS Ci'\>

Figure 4-1. Getting CIM instances

Note There is a CIM object that queries products, but there is an issue with that query.
Paraphrasing from https://support.microsoft.com/en-us/kb/974524, “Win32_product
Class is not query optimized. Queries require WMI to use the MSI provider to enumerate all
of the installed products and then parse the full list sequentially. This process also initiates a
consistency check of packages installed, verifying and repairing the install. With an account
with only user privileges, as the user account may not have access to quite a few locations,
may cause delay in application launch and an event 11708 stating an installation failure.”

What does that mean to production systems? Be careful, because it may cause some
applications to reinstall. Hopefully not, but it may reinstall some applications. For this reason,
only run this when you have a window of opportunity for downtime.

There are lots or properties associated with the results, but by default, only five are
returned, as seen in Figure 4-1. To see a list of all the properties and methods for the
Get-CimInstance cmdlet, pipe the cmdlet to the Get-Member cmdlet, as shown in
Figure 4-2.
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- o N

17:34:20 User Elevated

PS C:\> Get-CimInstance -ClassName Win32_Product | Get-Random -Count 1 | Get-Mesber .

TypeName: Microsoft.Management.Infrastructure.CimInstancefroot/cimv2/Win32_Product

GetCimSessionComputerNarne
GntCHStu'mnInstu:qld

ode
Gttobjoctoau
GetType
TeString
AssigrmentType
Caption
Description
HelpLink
u;lp*rghphom‘b
Ident: urber
In:tl'l%’@
InstallDate2
InstallLocation
InstallScurce
InstallState
Language
LecalPackage
Nave
PackageCache
PackageCode
PackageNave
ProductID
PSComputerName
RegCompany
Re r
SKiNumber
Transforms
WRLInfoAbout
LRLUpdateInfo
Vendor
Version
WordCount
PSStatus

MerberType

Property
Property
Property
Property
Property
Property
Property
Property
Property

Defimition
System,Object ICloneable. C'Iom%) :
void Dispose(), void IDisposable.Dispose()
bool Equals(System.Object obj
xtr'mg.ﬁit(nsknmr(ormtlrhl.m()
tCimSessionInstanceId()
mt GetHashCode () s o e
void Getgrbje%g.oan(s;«stcm.kunhm.s.n alization.Serializat...

type Ge

xtr‘mg trang()

uintli Asugmnﬂypﬂ {get;}

string Caption {get;}

string Description {get }

string HelpLink {get;

string HelpTelephore {get;}

string IdentifyingNurber tglt }

string InstallDate {get;}

CimInstancesDateTime Insta'l'llhtc! {get;}

string InstallLccation {2.

string InstallScurce {ge

intlé InstallState {90':.

string Language {ge

string LocalPack tnlt i}

string Name {get;

string Pacl ,lgn(l:l’! {qlt‘}
PackageCode E ;
PackageNave {get;

ProductID {get;

PSComputerhame

Il.champl {gnt

soue Tl

{get;}
LRLUpdateInfe ?' t;}
string Vendor {get;}
string Version {get;}

uint32 WordCount {gntt }

string
string
string
string
string
string
string
string
string
string

PropertySot PSStatus {Name, Version, InstallState}

Figure 4-2. CimlInstance Members

Lots of good information to glean here; however, too much to look at, so let’s save
everything to a CSV file (see Figure 4-3).

[}

17:38:33 User Elevated

PS C:'> Get-CimInstance -ClassName Win32_Product | Export-Csv -NoTypelInformation -Path C:'\Reports'Ap ,

psFromWMI_20150409.C5V
PS C:'\>

Figure 4-3. Exporting CimlInstance to CSV

Now that is fine, but the real question is what is installed today compared to what
was installed the last time you looked at the applications.

For that, we can use the Compare-Object cmdlet. We still need to create a current
list of installed applications from today and compare that to an earlier export. So for this
example, let’s use two files: AppsFromWMI_20150109.CSV and AppsFromWMI_20150409.CSV.
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Note The naming standards that we use are as follows: the file name, an underscore,
the date the file was created—YYYYMMDD, and finally, the extension.

So now, before we talk about the script, we need to discuss a few options that could
happen while comparing applications from different dates.

e  Anew application could be installed.

e Anapplication could have been removed.

e  Anapplication could have a different version.
So, let’s plan what we want the script to do...

1. Getthe old file and put it into a variable.

2. Getthe new file and put it into a variable.

3. Compare the old file data with the new file data.

4. Check for apps that are new.

5. Check for apps that are old.

6. Check for changes in the file version.

Now, let’s look at the code.
This gets the old file and brings it into memory:

$01dFile = 'C:\Reports\AppsFromWMI_20150109.CSV'

$01dFileData = Import-Csv -Path $0ldFile

$01dIdNumber = $0ldFileData | Sort-Object -Property 'IdentifyingNumber' |
Select-Object -ExpandProperty 'IdentifyingNumber'

One of the things that we are also doing here is getting a list of the
IdentifyingNumber for each application to compare against the new list of apps. We're
sorting the values to put into the Compare-Object cmdlet.

This gets the new file and brings it into memory:

$NewFile = 'C:\reports\AppsFromWMI_20150409.CSV'

$NewFileData = Import-Csv -Path $NewFile

$NewIdNumber = $NewFileData | Sort-Object -Property 'IdentifyingNumber' |
Select-Object -ExpandProperty 'IdentifyingNumber'

Again, we extract the IdentifyingNumber for a quick comparison. We only want to
compare (for the moment) what is different.

$NewOrRemovedAppIds = Compare-Object -ReferenceObject $0ldIdNumber °
-DifferenceObject $NewIdNumber -IncludeEqual

$NewAppIds = $NewOrRemovedAppIds | Where-Object SideIndicator -EQ '=>'

$RemovedAppIds = $NewOrRemovedAppIds | Where-Object SideIndicator -EQ '<='
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Notice how we are comparing the IdentifyingNumber of the old and new files. We
save those to a variable so that we can use the data for later checks. We extract things
that are in the new list by checking for the SideIndicator and then extract the removed
applications by doing a similar check.

Let’s look for new apps that were added since last we checked.

$A11NewApps = @()
foreach ($newApp in $NewAppIds) {

$A11NewApps += $NewFileData |

Where-Object 'IdentifyingNumber' -EQ $newApp.InputObject

}
Write-Host "“nRecently Installed Applications" -ForegroundColor Yellow
$A11NewApps |

Select-Object -Property Name, Version, Caption | Format-Table -AutoSize

We create an empty array to save data to, and then add all the information from
the NewFileData variable from all the NewApplds. We then only choose certain fields to
display to make a nice clean table.

Let’s check for apps that have been uninstalled.

$A11RemovedApps = @()
foreach ($oldApp in $RemovedAppIds) {
$A11RemovedApps += $0ldFileData |
Where-Object 'IdentifyingNumber' -EQ $01dApp.InputObject

}
Write-Host "“nRemoved Applications" -ForegroundColor Yellow
$A11RemovedApps |

Select-Object -Property Name, Version, Caption | Format-Table -AutoSize

Using the same logic, let’s now check for removed apps.
Check for changed file versions.

Write-Host "“nChecking for Changed File Versions" -ForegroundColor Yellow
foreach ($line in $0ldFileData) {
$SameApp = $NewFileData |
Where-Object 'IdentifyingNumber' -EQ $line.IdentifyingNumber

# Let's check if the versions match
if (($SameApp.Version -notmatch $line.Version) -and
($SameApp -ne $null)) {
Write-Host "This software, '$($line.Name)', was updated from version

'$($1line.Version)' to '$($SameApp.Version)'.
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The first thing that we do is get a list of applications that exist in both the old and the
new files. However, a side effect of this check is that we might end up with some apps that
were removed; so we added a section that can be used for other purposes in your own
scripts. We like to do that for testing purposes, so we left it in the script. The other thing
we put in there is the check against file versions; if the versions do not match, we simply
write a message to the console.

Again, this script is just a sample and starting point for you to improve upon as you
discover things in your environment.

Using the Registry Keys

If only things were standard. It would be nice if all vendors followed a standard on “how
to install software” and “how to register software.” But not all software vendors follow the
same standards and not all software vendors even register their software.

Let’s start with the major registry keys for installed programs.

e  HKLM\Software\Microsoft\Windows\CurrentVersion\Uninstall

e  HKLM\Software\Wow6432Node\Microsoft\Windows\
CurrentVersion\Uninstall

e  HKU\<User SID>\Software\Microsoft\Windows\CurrentVersion\
Uninstall

e  HKU\<User SID>\Software\Microsoft\Installer\Products
o  HKLM\Software\Classes\Installer\Products

Software can be installed in any of these keys, but there isn’t any standard for what is
included in these keys. Your best options are to get all information and examine the fields
that relate to you and your unique case. But let’s look at each part of the script before
putting all the parts together.

Note Because we are looking into different areas of the registry, it is recommended that
you back up the keys that you are examining, just in case changes are made and you run
these commands with elevated permissions.

The first thing needed is to map a drive to the HKEY_USERS within the registry. By
setting the value of Null equal to our command, we avoid getting output to the screen.
If the mapped drive fails, you will still see those messages on the screen; we are only
avoiding a success message on the screen.

New-PSDrive -Name HKU -PSProvider Registry -Root Registry::HKEY_USERS
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Next, we go back and review the registry locations of where the programs are
registered. Simply create an array to store the values populating the array with additional
information as we go along.

$softwareKeys = @('HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\
Uninstall\',
"HKLM: \SOFTWARE \Wow6432Node\Microsoft\Windows\CurrentVersion\
Uninstall\’',
"HKLM:\SOFTWARE\Classes\Installer\Products\'

Then we need to look at programs registered for individual users on the computers.
This is going to require validating the data returned to grab user SIDs. Let’s use RegEx to
return the SIDs, and then filter out other information.

$alllocalUsers = Get-ChildItem -Path HKU: |
where {$_.Name -match 'S-\d-\d+-(\d+-){1,24}\d+$" } |
Select-Object -ExpandProperty PSChildName

Next, we loop through the array, adding the keys that are unique for each user.

foreach ($LU in $alllocalUsers) {
$softwareKeys += "HKU:\$LU\SOFTWARE\Microsoft\Windows\CurrentVersion\
Uninstall\"
$softwareKeys += "HKU:\$LU\SOFTWARE\Microsoft\Installer\Products\"

Now this is a list of the most common locations to find programs in the registry.
Let’s find the programs listed in each of the software keys. We will store it in an array
called allPrograms. The first thing to do is create an empty array and then add each
program to the array.

$allPrograms = @()

foreach ($regkey in $softwareKeys) {
$allPrograms += Get-ChildItem -Path $regKey

}

Next, we examine each program and get the details that are returned with each
key. For each key, the complete list of properties needs to be examined. This is due to a
limitation of PowerShell, which we’ll discuss after you examine the code.

In the first part of this loop, we need change the relative path of each program to use
a path that in the list of mapped drives. We do that by replacing HKEY_LOCAL_MACHINE with
HKLM and HKEY_USERS with HKU. By default, PowerShell has a mapped drive to the HKLM
already, which is why we didn’t need to map that drive at the beginning of the script.
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$allDetails = @()
$itemHeaders = @()
foreach ($regItem in $allPrograms) {
# replace Full Path with Relative Path
$relPath = ($regIltem.Name -replace 'HKEY LOCAL MACHINE','HKLM:")
-replace 'HKEY USERS','HKU:'
$allDetails += Get-ItemProperty -Path $relPath
$itemHeaders += Get-ItemProperty -Path $relPath |
Get-Member -MemberType Properties -ErrorAction SilentlyContinue |
Select-Object -ExpandProperty Name

The $itemHeaders variable contains duplicates without any order; the following
code returns only those items in the array that are unique.

$FullListOfHeaders = $itemHeaders | Select-Object -Unique | Sort-Object

Now, we can save that data to CSV file using all the information that we have
gathered so far.

$allDetails |
Select-Object -Property $FulllistOfHeaders -ErrorAction SilentlyContinue |
Export-Csv -NoTypeInformation -Path C:\Reports\InstalledAppsRegistry.csv

This takes the allDetails variable, uses all possible headers for all objects in the
array, and then pipes that to a CSV file. If you open that file, you can see there are a lot of
empty fields, but that’s because the uniqueness of each key.

Arrays

According to the help file associated with about_Arrays, Microsoft defines an array as “..a
data structure that is designed to store a collection of items. The items can be the same
type or different types.”

Piping an array to Format-List shows each item in the array with the value for each
object. When formatting a list, each object is processed as an individual item, so it shows
the properties for each object. When you pipe an array to other formatting choices or output
objects, it is assumed that each object has the same properties as the first object sent.

Let’s take a look at a simple script to test this.

$A = @()

$A += Get-Process | Get-Random -Count 1 | Select-Object Name, Id,
VirtualMemorySize

$A += Get-Service | Get-Random -Count 1

60



CHAPTER 4 " INSTALLED APPLICATIONS

So, we created an empty array and added a random process to it only selecting
three properties: Name, Id, and VirtualMemorySize. We then grab a random service and
add that to the array. Again, not the best choice for an array, but it serves the purpose of
this example.

Let’s do some testing with this variable.

$A | Select-Object -Property * | Format-List
Perfect. Each object is exactly what we want to see. Even examining each object for

its members produces the data for each object individually. As seen in Figure 4-4, the
members of each object in the array are completely different.

& Administrator; Windows PowerShell |;|i-

PS C:'\Reports> SA[0] | Get-Member -MemberType Properties

[]

TypeName: Selected.System.Diagnostics.Process

Name MesberType Definmition
1d NoteProperty System.Int32 Id=0
Name NoteProperty System.String Name=Idle

VirtualMemorySize NoteProperty System.Int32 VirtualMemorySize=65536
PS C:\Reports> SA[1] | Get-Member -MesberType Properties

TypeName: System.ServiceProcess.ServiceController

Nave MerberType Definmition

Name . AliasProperty Name = ServiceName .

RequiredServices AliasProperty RequiredServices = ServicesDependedOn

CarPauseAndContirue Property bool CarPauseAndContirue {get;}

CanShu tdown Property boo]l CanShutdown {get;}

CanStop Property bool CanStop {glt;r . _

Container . Property System.ComporentMode].IContainer Container {get;} .
DependentServices Property S{si_:e!n.Sgrv':uProcqss.Serncc(orrtro'l'!cr[] DependentServices {g...
Displayhame Property string Dasmayﬂme Eget;set:

Mac hineName Property string MachineName {get;set; .

ServiceHandle Property System.Runtime.InteropServices.SafeHandle ServiceHandle {get;}
ServiceNave Property string ServiceName {getjset;} ]
ServicesDependedOn Property System.ServiceProcess.ServiceController[] ServicesDependedOn {...
ServiceType Property System.ServiceProcess.ServiceType ServiceType {get;}

Site Property System.ComponentModel.ISite Si {get;set;

Status Property System.ServiceProcess.ServiceControllerStatus Status {get;}
PS C:\Reports> . v

Figure 4-4. Comparing disparate object members in an array

However, when we try piping the variable A to a table, only the three properties are
shown; it does not display the other fields that were included in the second object.

Piping that to a CSV file produces the same results as the table. Both assume that
each object will have the same properties as the first object, so just produce the results
using the properties of the first object.

$A | Select-Object -Property * | Format-Table
$A | Select-Object -Property * | Export-Csv -Path C:\Reports\Test.csv
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In order to get around the limitations, we have to tell the next object in the pipeline
which headers it will use for the output. Using the simple example again, we’ll add some
fields to get a complete list of properties, like this:

$A = ()

$headers = @()

$A += Get-Process | Get-Random -Count 1 | Select-Object Name, Id,

VirtualMemorySize

$headers += "Name", "ID", "VirtualMemorySize"

$A += Get-Service | Get-Random -Count 1

$headers += Get-Service | Get-Random -Count 1 |
Get-Member -MemberType Properties -ErrorAction SilentlyContinue |
Select-Object -ExpandProperty Name

$FulllListOfHeaders = $headers | Select-Object -Unique | Sort-Object

This time, we added the headers to a new variable and we’ll use that later. If you
examine the headers variable, you can see that one of the values, Name, exists twice. So
we clean that up by getting unique items and sorting them.

Now we can save that to a CSV file by selecting all headers and saving that.

$A |
Select-Object -Property $FulllListOfHeaders -ErrorAction SilentlyContinue |
Export-Csv -NoTypeInformation -Path C:\Reports\ArrayTest.csv

We like the speed of how PowerShell handles arrays, but sometimes we want to see
all the headers for all the objects piped throughout the commands.

Next Steps

Putting it all together, create a script (or scripts) on creating lists of installed applications.
Using both WMI and the registry to get a list of programs is your best chance to document
applications. Improve on the examples with verbose messaging, progress meters, and
using Try-Catch blocks.

The array portion of getting headers can be done more efficiently by examining all
the data once it has been collected; for example, something like this:

$headers = @()
foreach ($item in $A) {
$headers += $item |
Get-Member -MemberType Properties -ErrorAction SilentlyContinue |
Select-Object -ExpandProperty Name

}
$FulllListOfHeaders = $headers | Select-Object -Unique | Sort-Object
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Summary

Installed applications are as unique as fingerprints. Where the data gets recorded can
differ and which values are added to property fields can vary by manufacturer. We can get
applications through a WMI or a CIM call, and we can extract installed applications from
the registry. Trying to save an array with different types of data for each object can be
tricky, but as you can see, easily done.
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Windows Update

Windows Update allows operating system files to fix known issues from Microsoft.
Originally, it focused only on the operating system, but it now supports all Microsoft
products. Windows Update can be installed automatically from the Internet, from onsite
Windows Server Update Services, or manually from an offline source.

Windows Update needs to be applied to keep systems up to date. In short, Windows
Update prevents problems. We have seen a lot of companies that have stopped applying
Windows Update because “reboots and patches break more than they fix.” While it is
true that occasionally patches do cause trouble, you should still apply patches to prevent
future problems.

There are several categories in Windows Update, including the following:

e  Critical updates

e  Definition updates
e  Drivers

e  Feature packs

e  Security updates

e  Service packs

e Tools

e  Update rollups

e  Updates

This chapter focuses on collecting information from on a computer with a currently
installed Windows Update. We will find installed updates and information about those
updates. We briefly discuss options for creating scripts that find and install Windows
Update from the command line, but only do this to demonstrate that it can be done.
Lastly, we briefly discuss removing patches from a computer if a problem should arise.
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Get-HotFix

Get-HotFix is a great command because you can run it locally or remotely. As long as you
have administrative permissions on a remote computer, you can poll remote computers
to find their history of installed hotfixes. Looking at the help for Get-HotFix, shown in
Figure 5-1, you can see that there is not much to it, but it returns powerful information.

[z} Administrator: Windows PowerShell |=[o S

PS C:'\Reports> Get-Help Get-HotFix &

NAME 5 = 1
Get-HotFix

SYNOPSIS

Gets the hotfixes that have been applied to the loecal and remote computers.

SYNTAX
Get-HotFix [[-Id] <String[l>] [-ComputerName <String[l>] [-Credential <PSCredential>]

[«CommorParameterss]

Get-HotFix [-ComputerName <String(l>] [-Credential <PSCredentials>] [-Description <String[]:]

[«CommorParameterss]

DESCRIPTION
The Get-Hotfix cmdlet gets hotfixes (also called updates) that have been installed on either
the local computer (or on specified remote computers) by Windows Update, Microsoft Update, or
Windows Server Update Services; the cmdlet also gets hotfixes or updates that have been
installed marually by users.

RELATED LINKS . . o
Online Version: http://go.microsoft.com/fwlink/p/?1inkid=290454
Get-ComputerfestorePoint

REMARKS
To see the exawples, type: "Qct-?l'lq Get-HotFix -exa=ples”.
For more information, type: "get-help Get-HotFix -detailed”.
For technical information, type: "get-help Get-HotFix -full”.
For online halp, type: "get-help Get-HotFix -onlime"

PS C:\Reports> _ i

Figure 5-1. Get-Help Get-HotFix

As you can see, updates can be listed on the local computer (default) or on other
computers, and it accepts the use of alternate credentials.

Scenario

You get a call that an application server has stopped processing requests. According to
everyone who has looked at the server before you, nothing has changed.

Resolution

One of the first things that we consider is what was installed recently. We usually start
with Windows Update to determine this by running a quick command, like this:

Get-HotFix -ComputerName serverol | Sort-Object InstalledOn
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And voila! You see that a set of hotfixes were just installed on the computer. Then it is
a matter of the following other quick checks:

e  Was the server recently rebooted?
e Isthe computer pending a reboot?

e  Are all the required services running?

Using WMI or CIM

If you prefer to use WMI or CIM to query, you can also look for hotfixes with the
Win32_QuickFixEngineering class. WMI and CIM return the same information as the
cmdlet, Get-HotFix, which uses the Win32_QuickFixEngineering WMI class. There are
situations where you may need to use one or the other, so be sure that you are aware of
this option. We won’t be covering it much more in this chapter.

Details of Get-HotFix Results

Let’s look at the detailed list of items returned from a random hotfix. As you can see, there
is alot of information returned. The following are the key fields:

e InstalledOn: Shows when the hotfix was installed.

e InstalledBy: Shows who did the patching; sometimes it is NT
Authority\System, which means that the computer itself installed
the update.

e  HotFixID: The hotfix id number. It shows which updates
were applied.

e  Caption: Usually the URL that is associated with the hotfix.

e  Description: Describes what kind of update was installed.
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The help output for Get-HotFix is displayed in Figure 5-2.

¥ Administrator: Windows PowerShell =|8] X

PS C:'\Reports> Get-HotFix | Get-Random -Count 1 | f1 =

PSCompu terNane : IGTESTDISKS
InstalledOn : 10/20/2015 12:00:00 AM
_PATH + \\IGTESTDIKS\root\cimv2:Win32_QuickFixEngineering.HotFixID="KB2978126", Servi
cePackInEffect=""
Status t
—GENUS 32 )
CLASS : Win32_QuickFixEngineering
SUPERCLASS : CIM_LogicalElement

—DYNASTY : CIM_ManagedSyste=Element

—RELPATH : M n32_QuickFixEngineering.HotFixID="KB2978126" , ServicePackInEffect=""

—PROPERTY_COUNT

_gg:\é:-r:on 3 {CIM Lo?acﬂzhmnt CIM_ManagedSystemElement}

—SERV :

__NAMESPACE : ront eimv2

Caption : http://support.microsoft.com/7kbid=2978126

CSName : IGTESTDISKS

Description : Security Update

FixComments $

HotFixID : KB2978126

InstallDate ' .

InstalledBy + IGTESTDISKS\IgAdmin

Nawe z

ServicePackInEffect :

Scoﬁu : S)fsu-r Management.ManagementScope

Patl t \\IGTESTDISKS\root\cimv2:Win32 CanclcFmEngnmcﬂng HotFixID="KB2978126" , Servi
cePackInEffect="

Ogtwm : System.Management.ObjectGetOptions

ClassPath + \AIGTESTDISKS \root\cimv2:Wind2_QuickFixEngineering

Froperties H {Cnphnn CSNave, Description, FixComments...

SystesProperties + {__GENUS, __CLASS, __SUPERCLASS, __DYNASTY...}

%u‘l-\ﬁers : {dym-ﬂc Locale, provider, LUID}

1te :

Contairer :

PS C:\Reports> i

Figure 5-2. Details of a Hotfix

Customizing this Code

We can save this as a script and then add lots of bells and whistles. We can also add a
parameter section so that we can change the computer name as needed, or even change
the parameter to accept multiple computer names. Instead of just saying to the screen
that the computer is pending a reboot, you can perform actions on the remote computer,
such as rebooting, if it is required.

Checking When a Computer Was Rebooted

Each time that the computer starts, it is recorded into the computer; it is just a matter of
reading that value and putting it into human-readable form. Let’s look at the command to
pull the start time of the computer and put into human-readable form.

[Management .ManagementDateTimeConverter]:: ToDateTime((Get-WmiObject

Win32_OperatingSystem -ComputerName $env:ComputerName -ErrorAction Stop).
LastBootUpTime)
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Now, something like that makes it hard to remember and hard for other computers
to change, so let’s make it easier to read.

$ComputerName = "$env:ComputerName"
$operatingSystem = Get-WmiObject Win32_OperatingSystem -ComputerName
$ComputerName

Asyou can see, we connected to another computer using WMI and returned the
Win32_OperatingSystem class. Once we have that, we can look at all the note properties
of that variable.

$operatingSystem | Get-Member

Examining the list of properties, you can see that there is one called LastBootUpTime.
That’s simple enough. The output of these commands is shown in Figure 5-3.

%] Administrator: Windows PowerShell =1
PS C:'Reports> SComputerName = "Senv:ComputerName" . e
PS C:'Reports> SoperatingSystem = Get-WmiObject Win32_OperatingSystem -ComputerName 5ComputerName
FS C:"Reports> iop!rltaggSystr-..LastBootL.phﬁ
20151214184353.762884+
PS5 C:'\Reports> _
v

Figure 5-3. LastBootUpTime’s not so friendly output

But wait, why does the result look like that? That’s because WMI has a few date-time
formats. Finding the correct conversion is usually trial and error. Since we have tried
and failed, the conversion will use another class, called ManagementDateTimeConverter.
Moving in and out of these formats often involves messy parsing code. Luckily, the WMI
team was nice enough to make sure that the .NET classes you use to work with WMI can
convert dates, times, and timespans.

So, we can use this class to convert that to a readable format:

[Management.ManagementDateTimeConverter]: :ToDateTime($operatingSystem.
LastBootUpTime)

Examining the data reveals when the server was last booted, and based on the

information, it is very easy to determine the uptime of the server.

Improvements to this Code

You can turn this into a function that can be dot sourced or used in your own modules for
quick use.

Function Get-TsSystemUptime {
[CmdletBinding(SupportsShouldProcess=$true,
ConfirmImpact="Medium")]
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Param (
# A name of a computer, or computers.
[string[]]$ComputerName = $env:COMPUTERNAME

Begin { }
Process {
# Sets an empty array for this variable
$results = @()
Foreach ($comp in $computerName) {
# Creates a new PowerShell Object
$intResults = New-Object PSObject
Write-Verbose -Message "Checking '$comp'"
if (Test-Connection -ComputerName $comp -Quiet -Count 2) {
Try {
$operatingSystem = Get-WmiObject Win32_OperatingSystem -
ComputerName $comp -ErrorAction Stop
$lastStartTime = [Management.ManagementDateTimeConverter]::
ToDateTime($operatingSystem.LastBootUpTime)
[double]$TotalHours = "{0:N2}" -f ((New-TimeSpan -Start
(Get-Date "$lastStartTime") -End (Get-Date)).TotalHours)
$intResults = [PSCustomObject]@{
'ComputerName' = $comp
"LastStartTime' = $lastStartTime
'TotalHours' = $TotalHours

}

$results += $intResults
}
Catch {

Write-Warning -Message "The computer '$comp' was not
reachable because $_."

}
} else {

Write-Warning -Message "The computer '$comp' was not
pingable."
}

End { $results }

Most of the examples given in this book can be used to create functions and, in turn,
create modules.
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Uninstalling a Hot Fix

Sometimes you find that you need to uninstall a hotfix. This can be done using a built-in tool
called wusa.exe. Information about tis at https://support.microsoft.com/en-us/kb/934307.
PowerShell does not have native tools to uninstall updates, so we can use the wusa.exe
inside PowerShell to remove updates.
This simple function runs against a local machine and removes the hotfix.

Function Uninstall-TSHotFix {
[CmdletBinding()]
Param (
# This is the HotFix ID, can be either KB plus number or just number.
[Parameter(Mandatory=$true)]
$HotFixID
)
$HotFixID = $HotFixID -replace 'kb',"’
$FoundHotFix = Get-HotFix | where HotfixID -match $HotFixID
if ($FoundHotFix) {
wusa /uninstall /kb:$HotFixID /quiet /norestart
} else {
Write-Warning -Message "Cannot find HotFixID '$HotFixID'"
}
}

This script simply checks if the HotFixID parameter is on the local computer and
then removes the hotfix.

Improvements to this Function

The wsua.exe tool does not work on remote computers. So, we can use PowerShell to
start a remote process on another computer. We also need to verify that the hot fix is
on a remote computer. It’s a good thing that the Get-HotFix cmdlet and the Win32_
QuickFixEngineering WMI class query remote computers.

We can also use PowerShell to start a remote process on another computer.

The following example shows how you can start a remote process.

$ComputerName = 'Servero1'

$HotFixID = '123456789"

$RemoteProcess = "wusa.exe /uninstall /KB:$HotFixID /quiet /norestart”
([WMICLASS]"\\$ComputerName\ROOT\CIMV2:win32_process").
Create($RemoteProcess)

By calling the WMICLASS and using the create method, we can start processes
remotely. The string that we are using is in the RemoteProcess variable. You can use just
about any string you need, just moditfy it to suit your individual needs.

We can also monitor the remote processes using the Get-Process cmdlet.
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Pending Restarts

The easiest way to check for an application that was installed was to look for a pending
restart key in the registry. On the local computer, you can do a quick check for a path like this:

Test-Path "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Component Based
Servicing\RebootPending"

If this key exists, the computer is waiting for a reboot. If this key doesn't exist, well,
you know. (Psst. If you don’t know, the answer is without the registry key, no reboot is
required.) So how do we verify that the key exists on a remote computer? Let’s examine
some code to check for a restart.

Looking at a remote computer requires some .NET calls to connect to the remote registry.

$ComputerName = "$env:ComputerName"
$connectToRegistry = [Microsoft.Win32.RegistryKey]::0penRemoteBaseKey("Local
Machine", $ComputerName.computername)

In this example, we are connecting to the local computer again, but the name
can be changed to a remote computer. Once we have done this, we can view the

connectToRegistry variable and view its members, as shown in Figure 5-4.

$connectToRegistry | Get-Member

& Administrator: Windows PowerShell [= = 5]
PS C:\Reports> SconnectToRegistry | Get-Member

TypeName: Microsoft.wWin32.Registrykey
Name MemberType Definition
Close Method void Close()
CreateObjRef Method System.Runtime.Remoting.ObjRef CreateObjRef(type requestedT...
CreateSubKey Method Microsoft.Win32.RegistryKey CreateSubKey(string subkey), Mi...
DeleteSubKey Method void DeleteSubKey(string subkey), void De‘leteSubKey(s:rmg
DeleteSubKeyTree Method void DeleteSubKeyTree(string subkey), void DeleteSubKeyTree...
Deletevalue Method void Deletevalue(string name), void De'lete\ra'lue(str'mg name. ..
Dispose Method void Dispose(), void IDisposable.Dispose()
Equals Method bool Equals(System.Object obj)
Flush Method void Flush()
GetAccessControl Method System, Security. AccessControl.RegistrySecurity GetAccessCon...
GetHashCode Method int GetHashCode()
GetLifetimeService Method System.Object GetLifetimeService()
GetSubKeyNames Method string[] GetSubKeyNames ()
GetType Method type GetType()
Getvalue Method System.Object GetValue(string name), System.Object Getvalue...
GetValueKind Method Microsoft.Win32.RegistryvValueKind Ge‘t\-‘a'luel(md(str‘mg name)
GetvValueNames Method string[] Getva1ueumes(§v
InitializeLifetimeService Method System.Object InitializeLifetimeService()
OpenSubKey Method Microsoft.Win32.RegistryKey OpenSubKey(string name, bool wr...
SetAccessControl Method void SetAccessControl(System.Security.AccessControl.Registr...
Setvalue Method void SetValue(string name, System.Object value), void SetVa...
ToString Method string ToString()
Handle Property Microsoft.Win32.5afeHandles.SafeRegistryHandle Handle {get;}
Name Property string Name {get;}
SubKeyCount Property int SubKeyCount {get;}
ValueCount Property  int ValueCount {get;}
View Property Microsoft.Win32.RegistryView View {get;}
PS C:\Reports> _ V.

Figure 5-4. Members of the Remote Registry
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This shows you some of the methods that are available. You can also look up the
RegistryKey Class page on MSDN (https://msdn.microsoft.com/en-us/library/
microsoft.win32.registrykey.aspx) to see some the methods. The method that we are
interested in is the OpenSubKey method. Now connect to the registry that we care about.

$fullRegPath = $connectToRegistry.OpenSubKey( "Software\Microsoft\Windows\
CurrentVersion\Component Based Servicing" )

Again, we can look at the member of this variable by piping the variable to the
Get-Member cmdlet.

$fullRegPath | Get-Member

Because we are still looking at the remote registry, the methods are the same as
before. However, we are going to focus on finding sub key names.

Once we are connected and have the registry path that we care about, we list the
subkeys that are under the key.

$subKeyNames = $fullRegPath.GetSubKeyNames ()

Perfect. We now have a list of registry key names that we can examine if there is a
pending reboot.

if ($subKeyNames -contains 'RebootPending') {Write-Host "$ComputerName Needs
reboot"}

There are other things that we can do with networking protocols. Let’s close our
connection to the remote computer.

$fullRegPath.Close()
$connectToRegistry.Close()

There are several locations in the registry that need to be checked to find pending

restarts. You can use the preceding logic to query and find information in the registry for
different types of restarts the computer may be waiting on.
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Table 5-1 shows three other locations in the registry that hold information about
computer pending restarts.

Table 5-1. Checking for Computer Restarts

Component-based services HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\ Component Based Servicing\

Windows Update HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\ WindowsUpdate\Auto Update\

Computer renames HKLM\SYSTEM\CurrentControlSet\Control\
ComputerName\ ComputerName\ComputerName

Pending file rename HKLM\SYSTEM\CurrentControlSet\Control\Session

Manager\ PendingFileRenameOperations

Summary

Hotfixes can be found by using the Get-HotFix cmdlet or by using WMI/CIM calls to a
computer. You can see when updates were applied to a computer. The determination of
pending reboots may show if something was installed, but the computer wasn’t restarted
after the install. And the system uptime shows when a computer was last rebooted.
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CHAPTER 6

Manage Running Processes
on a Target System

So far in our journey to troubleshoot systems using PowerShell, we have gathered
information from

e  The Windows event log

e  Server information

e Installed application listings

¢  Windows Update information

The information that can be pulled from these sources is large and can quickly be
scaled to allow collection from any number of systems. In this chapter, we are going to
collect information about processes running on a specified target computer.

What can be captured about processes? Aren’t they just objects representing the
applications running on a computer?

Processes represent the applications and services actively running on a Windows
computer. Some processes can be paused and restarted, all processes can be terminated,
and new processes can be started. When this might be useful depends on the situation
and what needs to be done.

Working with Processes

Scenario: Suppose there is a server running your company’s largest business application
and that application is having issues being accessed by the QA administrator for feature
testing. The application uses a web browser to access its features, but when the browser is
opened, it just disappears. No errors are shown, but nothing is working.

There are a number of ways to look at processes on a computer to see just what they
are doing and how many resources they are consuming. Resource overconsumption can
also cause things to behave strangely on a Windows system; examining the application’s
processes can lead you down the right path during the troubleshooting process.

Because we are focusing on PowerShell for troubleshooting, we assume that you
have seen the processes tab of the Windows Task Manager before, but it is shown in
Figure 6-1.
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Figure 6-1. Windows Server 2012R2 Task Manager

The same information shown there can be returned in the PowerShell console as

well. The command to return these results is Get-Process.

Running this cmdlet returns current processes on the local system. On the current
system, for example, the process output is shown in Figure 6-2.
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PS C:\Reports» Get-Process

Handles NPM(K)

Administrator: Windows PowerShell

WS(K) WM(M)
7356 81
9264 61
3744 47
3396 42

20560 186

20504 625
5728 34
8688 48

22164 89

40216 131

67900 377

4 o

24224 142

68708 1191

68336 585
6980 41

13360 117

83764 662

130928 880
6764 34
420 63
476 63

86784 756
7912 32
1024 4
9616 75

13540 58

10308 46
7516 34

18096 72

31300 135

11248 83

17724 1138

10712 52

44972 169
4684 21
5324 52

13132 639

284 3
6528 86

21020 128
8060 48
5888 39

41536 580

47680 576

52880 609
3840 45
5716 56
5392 50
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ProcessName
AtBroker
conhost
csrss

csrss

csrss

dfsrs

dfssve
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dwm

explorer

Idle

LogonUI

Isass
Microsoft.ActiveDirectory.WebServices
msdtc

osk
powershell
powershell_ise
rdpclip
rundl132
rund]132
ServerManager
services

smss

spoolsv
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
svchost
System
taskhostex
Taskmgr

vds

V5S5vC
WaAppAgent
WindowsAzureGuestAgent
WindowsAzureTelemetryService
wininit
winlogon
winlogon

Figure 6-2. Windows Server 2012R2 Process from Get-Process cmdlet

There is a good amount of information shown by default. The properties shown for
each process by default are:

Handles: The number of handles open by the process

NPM(K): The amount of non-pageable memory (in KB) used by

the process

PM(K): The amount of pageable memory (in KB) used by the process

WS(K): The size (in KB) of the working set consumed by the process

VM(M): The amount of virtual memory (in MB) consumed by

the process

CPU(s): The amount of CPU time (in seconds) consumed by

the process
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e Id: The numeric identifier of a Windows process
e  ProcessName: The name of the running executable

While the Get-Process cmdlet shows this information by default for all processes
running on a system, you can manipulate the results in a few ways to drill down to the
process in which you are interested.

Filtering by Process ID or Name

Suppose you are working to find out information about a specific process—PowerShell,
for example. You can get to PowerShell by running the following one-liner:

Get-Process | where Name -eq powershell

This shows only the processes with the name “powershell”.

Note For older versions of PowerShell (prior to version 3), you have to use the legacy
version of the Where-Object cmdlet, as shown here:

Get-Process | Where-Object {$_.name -eq "powershell"}

The $_is a generic variable used in PowerShell before the release of version 3. In the
example, it is used to represent the object that was used before the pipe symbol. For
versions 3 and greater, this variable works without any problems.

That same command can also look like this:
Get-Process | Where-Object {$PSItem.name -eq "powershell"}

The $PSItem was introduced in PowerShell version 3 to make your code easier to read.
In both examples, the $_is the same things as $PSItem, as long as you are running
PowerShell version 3 or later.

Most of the time, you will know the name of the application that you are looking for
rather than the process ID, and that is perfectly fine. If you need to work with a specific
instance of a process because more than one instance is running, you can dig into the
details of the processes. You can compare items, for example, when each process started
(if you know one started after the other), or maybe the same executable run from different
locations on the computer.

Figure 6-3 shows an example of many apps running from different locations, and
how you need to choose the correct ID for the process that you want to work with.
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& Administrator: Windows PowerShell [ [o [
i

PS C:\Reports> Get-Process |

P where Name -eq GettingSSIDs |

3 Select-Object Name,

> 1D,

> MainWindowTitle,

> StartTime,

P Path |

E5 Format-Table -AutoSize

Y

Name Id MainWindowTitle StartTime Path

GettingS5I0s 532 Finding SSID Information 1/3/2016 7:33:3
Getting55IDs 1476 Finding SSID Information 1/3/2016 7:30:2
GettingSSIDs 1760 Finding S5ID Information 1/3/2016 7:30:4
GettingSSIDs 4076 Finding SSID Information 1/3/2016 7:33:2

C:\UAT\GettingSSIDs. exe
C:\Reports'\GettingS5IDs. exe
C:\Custom App\GettingSSIDs.exe
C:\DEV\Getting55IDs. exe

PS5 C:\Reports>

Figure 6-3. Getting processes and showing specific properties

Here you begin with name-based filtering to narrow down the processes to a certain set
ofitems, and then use the process id (PID) to dig in further to get down to a specific instance.

You can then get the process ID from the previous query with PowerShell. In this
case, the ids are 532, 1476, 1760, and 4076. When you run this again for the following
process id

Get-Process | where ID -eq 4076
or in an even shorter syntax, such as
- get-process -id 4076

you see some of the information tied to that specific process id.

Sorting and Selecting Information Needed

Once information has been returned to the console, you can manipulate it to show the
details that are relevant to you. Sometimes information displayed by default is not quite
what you need. PowerShell is not holding out on you; there is more to the story and it can
be accessed in a few ways.
Listing all of a process’s available properties involves using the Select-0Object cmdlet.
Pulling in the information about a specific process and piping it to Select-0Object
does this:

Get-Process -ID 4076 | Select-Object -Property *
Because we used a process id (4076), the details of that process are pulled out
and sent to Select-0bject. Once there, the wildcard (*) is used to tell select to return

everything. Because there are now more than five properties listed, the results are
returned as a list rather than a table. This is shown in Figure 6-4.
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(%] Administrator: Windows PowerShell (== ]
PS C:\Reports> Get-Process | where ID -eq 4076 | Select-Object * A
—NounName : Process

Name : GettingSSIDs

Handles 1 246

W 1 726433792

WS : 908410388

M : 85860352

NPM : 39344

Path : C:\DEV\\GettingSSIDs. exe

Company :

CPU : 1.90625

Fileversion : 1.0.0.1

ProductVersion :1,0,0,1

Description : .

Product : GettingSSIDs

1d : 4076

PriorityClass : Normal

HandleCount 1 246

WorkingSet : 90841088

PagedMemory5ize : 85860352 .

Figure 6-4. The process details for Process ID 4076

Notice that the output runs off the screen; this is because there are more properties
displayed than fit in the confines of the console. This can be modified by filtering the
records returned to show only the items specifically needed. As a rule of thumb, working
from a large dataset to a smaller dataset works best because this shows you what is
available and allows you to filter the result set.

Recall the earlier scenario where the business application was unable to be used
when testing but no errors appeared. Now that the Get-Process cmdlet has been used,
we can use it to see if there are any issues with the browser used to run the testing.

Get-Process -name iexplore

This returns all instances of the iexplore.exe process, which runs Internet Explorer.
As shown in Figure 6-5, there are five Internet Explorer processes running. Some
applications do not behave as expected when an excessive number of processes are
running; this may or may not be enough to cause errors on your server, but as an
example, it works quite well.

%] Select Administrator: Windows PowerShell (= [=
Handles NPM(K)  PM(K) WS(K) WI(M)  CPU(s) Id ProcessName =
388 29 12424 35328 244 0.28 1688 iexplore
440 33 16280 34520 242 0.27 1732 iexplore
386 29 12080 32004 228 0.20 2740 jexplore
676 71 13068 35032 213 0.50 3208 iexplore
382 29 11592 27892 224 0.19 4916 jexplore
PS5 C:\Reports> _

Figure 6-5. Internet Explorer processes running on the local machine
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Working with Returned Data

Returning data about processes is useful at the command line if you know what you

are looking for (e.g., information about the PowerShell.exe process) or you are trying to
determine how to get to the property or properties that you seek. It may be more useful to
create regularly executed reports containing process information to provide a snapshot of
what is happening on a system or group of systems.

The process to create a report is similar to that of previous items; the details change
based on the information available.

As an example, we can get the processes running at the time the PowerShell script or
commands are executed, and then create a report for that data. Since processes change
frequently, a timed execution of a PowerShell script to gather the point in time data is
recommended.

Get-Process | Select-Object -Property Id, Name, WS, CPU

This returns the id, name, WorkingSet (WS), and CPU for all the processes currently
running on the local computer. From here, we can format the data and output an HTML
report to make things a bit easier to read.

Get-Process |
Select-Object -Property Id, Name, WS, CPU |
ConvertTo-Html -Title "Proccess on $($env:COMPUTERNAME)" |
Out-File C:\Reports\Processes.html

In this code, we are converting our process data to HTML with a page title called
“Processes on Computername” (computername as called out in the code snippet would be
the name of your computer). This is functional but not very attractive; using more advanced
formatting cleans up the output even further. The following code accomplishes this.

$header = @"

<style>

BODY{background-color:white;}

TABLE{border-width: 1px;border-style: solid;border-color: black;border-
collapse: collapse;}

TH{border-width: 1px;padding: Opx;border-style: solid;border-color: black;}
TD{border-width: 1px;padding-left: Opx;padding-right: 15px;border-style:
solid;border-color: black;}

</style>

"@

$serv = Get-Service |
Select-Object -Property ServiceName, DisplayName, Status |
Get-Random -Count 7 |
ConvertTo-Html -Fragment
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ConvertTo-Html -Head $header -body "<H2>Seven Random Services</H2>$serv"
Out-File -FilePath "c:\reports\myfile.html"

& C:\Reports\SevenRandomServices.html

Delivering the Goods: A Quick Sidestep to Sending Email

Reporting is a handy way to review information generated by PowerShell, but if you had
to chase the files down every day, it would be quite tedious. Fortunately, PowerShell
provides cmdlets for sending email. This way, anyone who needs to see the reports can
get the details on the same schedule.

You need access to an SMTP server to send mail, whereas most servers (including
Gmail) require logging in to send mail. An SMTP relay can be used to handle relaying
from your internal network to the email server (or service) that your organization uses.

The following is a simple way to send email:

Send-MailMessage -To "User@your.company.suffix" °
-From "reports@your.company.suffix" °
-Subject 'Report of Processes' °
-Body "$(Get-Content C:\Reports\SevenRandomServices.html)
-BodyAsHtml °
-SmtpServer smtp.your.company.suffix

You have to modify the values in this example to match your local environments.

Note In the preceding example, there is a backtick character at the end of each line,
which tells PowerShell that the script line is not over, just starting on the next line. This
makes it cleaner to show long lines of code in a more readable format.

So far in this chapter, we have shown you how to gather information from your local
computer, and how to produce an HTML report based on that data and send it in an
email to anyone interested. This is great if you plan to collect data about this machine, but
the real power in getting information comes from remote computers and servers in your
environment.

Collecting Information from a Remote Computer or
Computers

The Get-Process cmdlet supports the -ComputerName parameter, which allows you to
execute the cmndlet and gather information from a specified computer. To work with data
for multiple computers, you can provide a comma-separated list or a list of system names
in a text file.
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For input files, the text file should contain one item per line with no header
information. You could also pull in a CSV or XML file if needed, but a plain text file keeps
this simple. That is what we used in this example:

$inputFile = Get-Content -Path "C:\JustComputerNames.txt"
$reportData = @{}
Foreach ($computer in $inputFile) {
$reportData += Get-Process -ComputerName $computer
}

$reportData |
Select-Object -Property MachineName, Id, Name, WS, CPU |
ConvertTo-Html -Title "Proccesses on Computer List" |
Out-File C:\Reports\Processes.html

Send-MailMessage -To "User@your.company.suffix" °
-From "reports@your.company.suffix" °
-Subject 'Report of Processes' °
-Body "List of Processes on the computer list.
-BodyAsHtml ~
-Attachments 'C:\Reports\Processes.html' °
-SmtpServer smtp.your.company.suffix

Now we have a script that gets process information from specified computers and
emails it to the administrator as an HTML file attachment. This is great to get started.
It helps you understand execution and how things in PowerShell are run. But it can be
further amplified using the scheduled task application in Windows. This way, the script
is executed on a schedule; for example, every day at 3:00AM, the email and report file are
waiting for the recipient when they arrive to work.

Other Ways to Improve the Script

The following are ways to improve the script.

e  Verify that the list of computers in the text file actually exists.
Too many times, the source files get moved or modified and so
the script stops working. A simple Try-Catch to verify the file
was found works, as long as the Catch block does more than
just output data to the screen, which isn’t helpful when run as a
scheduled task.

e  You should never assume that the list of computers in the text file
are accurate. Wrapping the Get-Process cmdlet inside a Try-
Catch block assures that the computer is available. If it isn’t, the
Catch block should be notifying you about the failure.
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e Adding formatting to the HTML code would be nice. This version
of the HTML code is dry and not easy to read. Perhaps adding a
section for each computer in the report or formatting every other
line with color would make it easier to read.

e  Saving the file each day with the same name destroys historical
data. You may want to incorporate the date the file was saved into
the name of the file.

Starting and Stopping Processes

Looking at process information for a system (or group of systems) is great, but it doesn’t
really get you much, other than a point-in-time look at what things are running on a
system when the command is executed. If you run Get-Process on your computer and
see that Word.exe is running, then run the same command again after closing Word; it
will show that Word.exe is no longer running.

If, however, you find that there is a process causing a computer to perform poorly or
is using up all available memory, PowerShell can help.

Suppose that Word.exe is causing a computer to perform at less than optimal levels,
or at first glance, it seems that when using Word, things get slow and the computer
becomes almost unusable.

The Get-Process cmdlet in PowerShell shows the processes that are running and
how much of the available resources each process is consuming. Generally, the problem
process isn’t going to be Word.exe, but any process will work for this example.

If Word is running away with all of the memory in the system and it needs to be
stopped, PowerShell has a way to allow you (as the administrator) to stop most processes
that you can see.

Heading back to the example with Word.exe, you can run something like this:

Get-Process | where name -EQ word

Notice that the command did not return any values. This is because the name of the
process isn’t Word, but Winword.exe. Appending the preceding statement to account for
this will get the process that we were looking for, as follows:

Get-Process | where name -match word

Using the match operator, the cmdlet found the Winword.exe process. For this
session, it produced the following information:

Handles NPM(K) PM(K) WS(K) VvM(M) CPU(s) Id ProcessName

1099 52 77424 87332 33473 2.98 3032 WINWORD
1403 73 141196 188288 33596 18.69 7744 WINWORD

We can see that the first process is currently using 77424K of private memory and the
second process is using 141196K of private memory.
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If we wanted to end this process because it was causing unnecessary performance
problems, we could simply return to the previous line of code and pipe that to another
cmdlet called Stop-Process.

Let’s pipe to the Stop-Process cmdlet to the end of the line.

Get-Process | where name -match word | Stop-Process

This stops both Winword.exe processes from running and forcibly closes both Word
applications. However, be careful when closing applications this way; it may cause data
loss within that application.

In addition to ending processes, you can also start them within PowerShell. In the last
example, we ended the Winword.exe process. Here we start an instance of Microsoft Word.

Going back one more time to our earlier scenario with the non-working line of
business application, we were at the point where we found five instances of Internet
Explorer running. Using a command similar to the one just discussed, we can end all of
the potentially problematic instances of IE by executing the following:

Get-Process | where Name -EQ iexplore | Stop-Process

Once these processes are stopped, starting a completely new instance without any
overhead may help with troubleshooting.

Use the Start-Process cmmdlet and then the name of the executable to run, as
follows:

Start-Process winword

This launches an instance of Word. It works as long as the name of the executable
you want to start lives in the App Paths registry key. If the registry subkey for Winword
does not exist there, then the Winword executable must be in the environmental variable
for “path”. If you want to start a process that is not listed in the App Paths registry keys or
in the path environmental variable, you have to give the full path to the executable.

When Start-Process and Stop-Process Are Useful

Most times, opening and closing the application using the native GUI (graphical user
interface) tools is just fine. After all, app programmers ask if you want to save your
progress or they do other checks when you close an application. However, there are
some instances on your local machine when you may want to start or end processes from
PowerShell. For example, when an application becomes unresponsive or the GUI freezes
up, you may find that closing an application through PowerShell is the only way to end
SOme Processes.

Remember to pay close attention to the processes you are stopping from PowerShell
because stopping the wrong one may produce unintended consequences.
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Select First, Then Again, and Then Stop

This is much like the adage “measure twice, cut once” to ensure that you are going
to get exactly what you expect. If you run a command and immediately pipe it to
another cmdlet that takes action, the results may not be what you expect. In this case,
and in almost any case where the last cmdlet does something to the input, getting the
information a few times to ensure that the results are what you need never hurt anyone.
Using the Invoke-Command cmdlet with -ComputerName and -ScriptBlock parameters
is a way to run these cmdlets on a remote computer. This connects to the remote computer
and then executes the scriptblock provided. This method is useful when the cmdlets you
need to execute do not directly support the ~-ComputerName parameter.
The following is an example of this:

Invoke-Command -ComputerName serverOl -ScriptBlock { Get-Process | where
name -match word }

This may produce errors if the remote system is not configured to allow remote
PowerShell connections. If the remote computer has been enabled to allow PowerShell
remoting, you should receive a similar set of results of running Get-Process on the local
machine.

Similar to the Windows Task Manager, looking at processes using PowerShell
helps review what is using resources on a system. When working with remote systems,
PowerShell is very fast to return information.

(Get-WmiObject -Class Win32_Process -ComputerName server0Ol |
where Name -match PowerShell.exe).GetOwner() |
Select-Object Domain, User | Format-List

Note Use the Force. Sometimes you need to use the “force” switch to ensure a process
stops when requested. According to the help for Stop-Process, using “force” stops the
specified processes without prompting for confirmation. By default, Stop-Process prompts
for confirmation before stopping any process that is not owned by the current user. To find
the owner of a process, use the Get-WmiObject cmdlet to get the Win32_Process class
object that represents the process, and then use the GetOwner method of the object.

Using WMI or CIM to Work with Processes

Windows Management Instrumentation (WMI) and its more recent counterpart, Common
Information Model (CIM), are tools that help systems administrators interact with local and
remote computers in more detail. Where processes are concerned, they can produce more
properties about items and provide a better picture of what is going on with a particular
system. This is not true in all cases, but it does prove helpful much of the time, so it makes
sense to discuss them here. Because CIM is the more recent of the two, it is covered in this
section; however, the same classes used by WMI are available when using CIM.
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Note Remember that WMI cmdlets are required for PowerShell v2 and earlier, and CIM
cmdlets are available in newer versions of PowerShell.

Because WMI is the senior statesman, it gets first billing. Using WMI to access
information about system processes provides information not shown by the process
cmdlets. For example, WMI can use DCOM to tell you which files are open. The following
code points out a file open in Notepad.exe:

Get-WmiObject -Class Win32_Process -Filter "Name='Notepad.exe'" |
Select-Object -ExpandProperty CommandLine

There are other properties related to processes, including (but not limited to)
the following:

e  WorkingSet

e  Processld

e  ProcessName
e Installdate

Some of the properties, such as InstallDate, may not have a value if the application is
included with the Windows operating system. To see the complete list of properties and
methods, you can pipe the Get-Member command.

Using the CIM cmdlets

The properties available with WMI and DCOM are also available when using the
Common Information Model. Using the CIM cmdlets, PowerShell uses the WS-
Management service to provide information.

As in the preceding example, CIM can return process information about Notepad.

Get-CimInstance -ClassName Win32_Process -Filter "Name='Notepad.exe'"

The difference between these methods is how they access a system. In PowerShell 3.0
and higher, the CIM cmdlets allow the use of WSMan; in previous versions of PowerShell,
however, DCOM and WMI are required. This allows backward compatibility between
versions of PowerShell so that computers that are not upgraded are still accessible.

Without specifying which process you wish to review, running Get-CimInstance
-ClassName Win32_Process generates the list of currently running processes. Because it
can be executed to pull information from remote computers, it can help research what is
running on remote servers or workstations if problems arise.

If the computers you need to work with are running Windows prior to Windows 10,
they are running PowerShell 4.0 or earlier. If the PowerShell version is 2.0 or older, WMI
cmdlets are required. Newer versions of PowerShell can work with the older cmdlets to
ensure that you can write scripts that support older versions of PowerShell.
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Using PowerShell instead of GUI-based tools to investigate processes can help
extract the information provided to other formats. For example, reports can be created
and files can be generated with existing process information. This allows you to compare
the processes running on a machine several times per day, or you can even compare the
processes that are running on several different computers.

Examining the differences between two systems with similar configurations using
process usage data can provide insight into how the system is being used. Although it
isn’t a perfect solution (because two users might use applications differently), it is a good
starting point to examine the running processes on a computer.

Summary

In this chapter, processes were the focus of discussion. We covered how PowerShell can
interact with processes to verify what computers are running, starting, and stopping.
While there are GUI-based tools for these tasks, sometimes it is useful to get a handle on
them quickly from the command line.

In the next chapter, we dive into Windows services, which work in a similar way
to processes when using PowerShell, but have different issues and actions associated
with them.
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CHAPTER 7

Review and Manage Services
with PowerShell

Services in Microsoft Windows accomplish a great many things behind the scenes.
In this chapter, we are going to look at how services can be managed with Microsoft
PowerShell. The following is from Microsoft’s “Introduction to Window Service
Applications” page: “Microsoft Windows services, formerly known as NT services, enable
you to create long-running executable applications that run in their own Windows sessions.
These services can be automatically started when the computer boots, can be paused and
restarted, and do not show any user interface. These features make services ideal for use on
a server or whenever you need long-running functionality that does not interfere with other
users who are working on the same computer. You can also run services in the security
context of a specific user account that is different from the logged-on user or the default
computer account”” (https://msdn.microsoft.com/en-us/library/d56de412.aspx).

Tools like PowerShell that are included in the Windows platform help IT
departments reduce costs in managing their environments. Maintaining skills in these
areas can help an organization leverage technology without incurring extra costs in
keeping an IT environment working efficiently.

Working with services across your environment using the familiar PowerShell
interface improves your response time and helps keep your users and systems
functioning efficiently.

Access to Services with PowerShell

Like many other resources that we have looked at so far, accessing services can be done
locally or remotely from a single PowerShell window. Services need to run under an
account, which can be a local user, a domain user, or the local computer account.
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Note In versions of Windows Server prior to 2008 R2, a user account with a non-expiring
password was the most practical choice for service logon. Since then though, Microsoft
introduced Managed Service Accounts (MSAs), which configures an Active Directory service
account and links it to a single computer. The password is complex and automatically
managed by Active Directory, which means that services on this computer do not need to be
managed by the administrator. Information about MSAs is at http://blogs.technet.com/
b/askds/archive/2009/09/10/managed-service-accounts-understanding-
implementing-best-practices-and-troubleshooting.aspx.

In Windows Server 2012 R2, the MSA concept was further improved to allow service
accounts to be managed across multiple computers using Group Managed Service
Accounts. More information is at http://blogs.technet.com/b/askpfeplat/
archive/2012/12/17/windows-server-2012-group-managed-service-accounts.aspx.

Managed Service Accounts are important because they save repetitive administrative
work when dealing with services because Windows is able to update service passwords
automatically. The credentials that the services use are independent of the credentials
that you use to access the server and manage services.

Gathering Service Information

Because services on a Windows server can perform so many helpful (and at

times frustrating) actions, being able to get information about services during the
troubleshooting process can keep the troubleshooting process moving and provide good
data about what might be wrong. Let’s look at what PowerShell can do with services.

Actions on Services

Similar to the actions available from the services snap-in on a Windows machine, you can
use PowerShell to take the following actions on Windows services:

e  Start (bring a service online)

e  Stop (take a service off line)

e  Restart (stop and start a service)

e  Change the startup type of a service

Working with services is a required skill set for Windows Server administration.
You should be able to manage services without using GUI-based tools and to work
on multiple servers at once. PowerShell reduces the overhead for managing services,
saves time across an environment, and simplifies the automation of management for
environments of all shapes and sizes.
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PowerShell is fairly straightforward when it comes to services; there are cmdlets
available for manipulating them. As we noted in the previous section, getting information
about services also has a cmdlet to use.

Bringing the information to other actions using the pipeline allows discovery and
actions in one step.

Let’s start by looking at the help for the Get-Service cmdlet shown in Figure 7-1.

%) Administrator: Windows PowerShell [=[o |

PS C:\Reports> Get-Help Get-Service

E
Get-Service

SYNOPSIS i
Gets the services on a local or remote computer.

SYNTAX
Get-Service [[-Name] <String[]>] [-ComputerName <String[]=] [-DependentServices] [-Exclude
«<String[]>] [-Include <String[]>] [-RegquiredServices] [<CommonParameterss]

Get-Service [-ComputerName <String[]>] [-DependentServices] [-Exclude <String[]>] [-Include
<5tring[]>] [-RequiredServices] -DisplayName <String[]> [<CommonParameters>]

Get-Service ;-Coer.puterName <5tring[]>] [-DependentServices] [-Exclude <String[]>] [-Include
<String[l>] [-InputObject <ServiceController[]>] [-RequiredServices] [<CommonParametersx]

DESCRIPTION . : 2
The Get-Service cmdlet gets objects that represent the services on a local computer or on a

remote computer, including running and stopped services.

You can direct Get-Service to get only particular services by specifying the service name or
display name of the services, or you can pipe service objects to Get-Service.

Figure 7-1. Get-Help Get-Service

Asyou can see, you can run against the local computer and remote computers, and
get dependent services for each service. For example, to determine if the spooler service
is running on a print server and to restart the service to ensure smooth sailing of all
printed documents, you could use this:

Get-Service | where Name -Match 'spooler' | Restart-Service

If the service you have chosen to restart requires dependent services to restart as
well, if you use the -Force switch, PowerShell will wait for the dependent items to restart
as well and then perform the action on the selected service. If the service is in use and
needs elevation the shell will error and alert you that more access is required. In the case
of the print spooler, the service restarts without any fanfare and no additional output.

When examining the memberships of the Get-Service cmdlet, you can see there are
a few important items as seen in Figure 7-2.
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& Administrator: Windows PowerShell [= =]
A
PS C:\Reports> Get-Service | Get-Member
TypeName: System.ServiceProcess.ServiceController
Name Member Type Definition
Name AljasProperty Name = ServiceName
RequiredServices AliasProperty RequiredServices = ServicesDependedOn
Disposed Event System, EventHandler Disposed(System.Object, System.Event...
Close Method void Close()
Continue Method void Continue()
CreateObjRef Method System.Runtime.Remoting.ObjRef CreateObjRef(type request...
Dispose Method void Dispose(), void IDisposable.Dispose()
Equals Method bool Equals(System.Object obj)
ExecuteCommand Method void ExecuteCommand(int command)
GetHashCode Method int GetHashCode()
GetLifetimeService Method System.Object GetLifetimeService()
GetType Method type GetType()
InitializelLifetimeService Method System.Object InitializelLifetimeService()
Pause Method void Pause(
Refresh Method void Refresh()
Start Method void StartO. void Start(string[] args)
Stop Method void Stop()
WaitForStatus Method void WaitForStatus(System. ServiceProcess,ServiceControll...
CanPauseAndContinue Property bool Cnn?auseAnd(ont\nue {get;
CanShutdown Property bool CanShutdown {get;}
CanStop Property bool CanStop {!:et,?
Container Property System.ComponentModel. IContainer Container {get;}
DependentServices Property System. ServiceProcess.ServiceController[] DependentServi...
DisplayName Property string DisplayName {get set;
MachineName Property string MachineName get;set:
ServiceHandle Property System.Runtime. InteropServices. SafeHandle ServiceHandle ...
ServiceName Property string ServiceName {get;set;
ServicesDependedOn Property System, ServiceProcess. Serwce(cntrc]‘ler[] ServicesDepend. ..
ServiceType Property System, ServiceProcess. ServiceType Ser\nce‘l’ e {get;}
Site Property System, COmpanentMode‘l ISite Site {get;set
Status Property System. ServiceProcess. Serwce(ontro'l'lersutus Status {get;}
ToString ScriptMethod System.Object ToString();
PS C:\Reports> _ v

Figure 7-2. Get-Service | Get-Member

Some of the important properties from Get-Service include CanShutdown, CanStop,
DependentServices, and Status. Two of the important methods are Start and Stop.

This means that you can check for dependent services and stop and start services
simply by using the Get-Service cmdlet, as shown in Figure 7-3.

(%] Administrator: Windows PowerShell

PS5 C:\Reports> EGet-Servjce -Name Spooler).Stop()
PS C:\Reports> (Get-Service -Name Spooler -ComputerName Server0l).Stop()
PS C:\Reports> _

Figure 7-3. Stopping services using Get-Service

When run on a local computer, the service restarted and there was no other output.

Some services do not need to be restarted. Suppose that you want to stop the
Microsoft SQL Server service to ensure that there is no access to the databases while you
perform maintenance on a server. In this instance, the service should stay stopped until
restarted deliberately or until the next system restart. PowerShell can do this easily.
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Figure 7-4 shows the Get-Service cmdlet where the service name matches SQL.

& Administrator: Windows PowerShell =E |

~

PS C:\Reports> Get-Service | where Name -Match sql

Status Name DisplayName

Running MS5SQLFDLauncher 5QL Full-text Filter Daemon Launche...
Running MSSQLSERVER SQL Server (MSSQLSERVER)

Stoppe: SQLBrowser SQL Server Browser

Running SQLCloudAdapter SQL Server Cloud Adapter
Stopped SQLSERVERAGENT SQL Server Agent (MSSQLSERVER)
Running SQLWriter SQL Server V55 Writer

P5 C:\Reports> _

Figure 7-4. Find SQL services

Note In Figure 7-4, we use the default SQL Server instance on the server.

Once we know the name and the status of the service, we can interact with it:
Get-Service -Name MSSQLSERVER | Stop-Service

SQL Server has several services that perform work in a SQL environment. For
example, the SQL Server Agent service makes backups of databases (among other things).
These services depend on SQL Server. If you restart SQL Server and the agent service is
running, you may receive a warning that there are dependent services running. If you
include the -Force parameter, PowerShell stops any dependent services along with the
parent service.

Stopping a service when other services depend on it causes PowerShell to pause.
You see an error if you stop a service that has dependency, unless you use the -Force switch.

Once you know that the service has stopped, you can perform the needed
maintenance on the server and then use similar commands to get SQL Server up and
running again:

Get-Service -Name MSSQLSERVER | Start-Service

Any dependent services required by SQL Server are also started. It is a good idea to
check on them to ensure that they are in the necessary state for your needs.

Start, stop, and restart are the most useful actions when working with services, but
there are a few other cmdlets for managing services:

e New-Service
e Set-Service
e Resume-Service

e  Suspend-Service
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New-Service registers a new service in the registry and the service database on a
Windows system. When used, there must be an executable file to run while the service
is running. If you have an executable that is best run as a service, this is the way to add it
to the registry and the service database. When you are done using the service, it can be
deleted from the registry so that it does not consume resources. Unfortunately, there is no
native PowerShell cmdlet to remove a service, so you need to use an alternative, like this:

Sc.exe delete ServiceName
Or this:

(Get-WmiObject -Class Win32_Service -Filter "Name = 'ServiceName'").Delete()

Note SC is a command-line program used for communicating with the Service Control
Manager and services. It is part of the installed applications, so it is probably already on your
computers.

The Set-Service cmdlet allows some properties of a service to be modified.
Asyou can see in Figure 7-5, you can change the description, display name, start up
type, and status.

&3 Administrator: Windows PowerShell (= [o I

PS C:\Reports> Get-Help Set-Service

E
Set-Service

SYNOPSIS ) )
Starts, stops, and suspends a service, and changes its properties.

SYNTAX
Set-Service [-Name] <String> [-ComputerName <Str'ing:]>] [-Description <String>] [-DisplayName
«<5tring>] [-PassThru] [-StartupType <ServiceStartMode-] [-Status <String>] [<CommonParameterss]

Set-Service [-ComputerName <String[]»] [-Description <String=] [-DisplayName <String>]
[-InputObject cSerwcc(ontr‘oTlerx? [-PassThru] [-5tartupType <ServiceStartMode>] [-Status
<S5tring>] [<CommonParameterss]

DESCRIPTION
The Set-Service cmdlet changes the properties of a local or remote service, including the
status, description, display name, and start mode. You can use this cmdlet to start, stop, or
suspend (pause) a service. To identify the service, enter its service name or submit a service
object, or pipe a service name or service object to Set-Service.

Figure 7-5. Get-Help Set-Service

As seen in Figure 7-6, we set the service using the Set-Service cmdlet, but the
Get-Service cmdlet was unable to query the description; we had to use WMI to find the
description.
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& Administrator: Windows PowerShell (= [= 5]

PS C:\Reports» Set-Service -Name Spooler -Description "I Changed the description!” g i
PS C:\Reports> Get-Service -Name Spooler | Format-List -Property Name, DisplayName, Description

Name : Spooler
DisplayName : Print Spooler

PS C:\Reports> Get-WmiObject -Class Win32_Service -Filter "Name = "Spooler’'” | Format-List -Property
Name, DisplayName, Description

Name : Spooler
DisplayName : Print Spooler
Description : I Changed the description!

Figure 7-6. Example Set-Service

The Suspend-Service cmdlet pauses a running service, which typically continues
to service existing connections but does not accept new connections. Resume-Service
removes the pause status of a service to allow new connections from clients. This is
different from the Restart-Service cmdlet because Suspend-Service does not stop and
start the service.

Suspend-Service -Name spooler | Start-Sleep -Seconds 30 | Resume-Service

The previous example pauses the spooler service, waits for 30 seconds, and resumes
the service.

Enter WMI

Services have a number of cmdlets to return information and manage their state, but
WMI and CIM can extend this functionality even further. When a service needs to interact
with other systems on a network, for example, things dealing with mail or other widely
used items, the account used by the service should be able to interact with the domain,
either by being a user account in the domain or by being a Managed Service Account
(the preferred option). Since there is not a great way to modify the account or its password
with the service cmdlets, many administrators dig into the services management console
to change the account, but there is no need. Windows Management Instrumentation
(WMI) can help with this for sure.

Let’s change the user account information for the famed spooler service.

$spoolerService = Get-WmiObject -Class Win32_Service -ComputerName Server01l °
-Filter "Name = 'spooler'"

This sets the spoolerService variable with the spooler service object. Doing this
simplifies manipulation because the object is stored in memory and we don’t have
to continually query the computer for the same information. Now that the variable is
created, we can view all the available methods on the object that are associated with the
Win32_Service WMI object. This returns all the properties and methods available for the
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object stored in the spoolerService variable, as noted in Figure 7-7. There are quite a
few options available so we won't list them all, but the method we are interested in for the
logon account is the Change method.

& Administrator: Windows PowerShell |;,£-

PS C: \Reports) Sspon'lerServlce = Get-WmiObject -Class Win32_Service -ComputerName ServerDl -Filter

Name = "spooler’”

PS5 C:\Reports> SspoolerService | Get-Member |
TypeName: System.Manag t.Manag Object#root\cimv2\Win32_Service

Name Member Type Definition

PSComputerName AliasProperty PSComputerName = __SERVER

Change Method System.Management.ManagementBaseObject Change(System.S5trin...

ChangeStartMode Method System.Management.ManagementBaseObject ChangeStartMode(Sys...

Delete Method System. Management ManagementBaseObject Delete()

GetSecurityDescriptor  Method System.M tBaseQObject GetSecurityDescript...

InterrogateService Method System. Munagement Manngementsaseob)eet InterrogateService()

PauseService Method System.M tBaseObject PauseService()

ResumeService . Method System. Management Manngement&aseob;lect ResumeService()

SetSecurityDescriptor Method System.M tBaseObject SetSecurityDescript...

StartService Method System,.M t. tBaseQbject StartService()

StopService Method System. Management Manngementsnseobjeet StopService()

UserControlService Method System.M tBaseObject UserControlService(...

AcceptPause Property boo'l AcceptPnuse {get set; 3

AcceptStop Property bool AcceptStop {get;set; }

Caption Property string Caption {get; set,}

CheckPoint Property uint32 CheckPoint {get;set;}

CreationClassName Property string CreationClassName {get;set;}

Description Property string Description {get;set;}

DesktopInteract Property bool Desktoprntera:t {get set;}

DisplayName Property str'mg DisplayName {get;set;}

ErrorControl Property string ErrorControl ?get‘set }

ExitCode Property uint32 ExitCode {get;set;}

InstallDate Property string InstallDate {get set;}

Name Property string Name {get;set;}

PathName Property string PathName {get;set; }

ProcessId Property uint32 ProcessId ?get iset;}

ServiceSpecificExitCode Property uint32 Ser'wceSpemﬁcEthode {get;set;}

ServiceType Property string ServiceType {get;set;}

Started Property bool Started {get iset;}

StartMode Property string StartMo {get;set;l

StartName Property string StartName {get;set;

State Property string State {get;set;}

Status ) Property string Status ?get‘_!et }

SystemCreationClassName Property string SystemCreationClassName {get;set;}

SystemName Property string System\ {get;set;} =2

LR R N1 N | GEL; SEL; |

Figure 7-7. WMI object Win32_Service members

Note If you list all of the methods for this WMI object, you see other items that can stop,
start, and otherwise act on service objects, much like other cmdlets discussed in this chapter.

Now that we know the method needed to reset the logon information, we can jump
right in. These properties are handled in order, which means that we need to pass a null
value to the properties that we do not want to change. To find out which parameters are
available for modification, run this command:

$spoolerService | Get-Member -Name Change | Format-List
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This highlights the Change method and shows its properties in a list. Doing this
makes the entirety of parameters somewhat easier to read, as shown in Figure 7-8.

& Administrator: Windows PowerShell =E |

PS C:\Reports> SspoolerService = Get-wmiObject -Class Win32_Service -Filter "Name = ‘spooler'” o
PS5 C:\Reports> SspoolerService | Get-Member -Name Change | Format-List

TypeName : System.Management.ManagementObject#root cimv2\Win32_Service

Name : Change

MemberType : Method

Definition : System.M t.Mar BaseObject Change(System.String DisplayName,

System, Str\ng PathName, System.Byte ServiceType, System.Byte Errortontro‘l
System.String StartMode, System.Boolean DesktopInteract, System.String Startl‘la.‘ne
System, String StartPassword System.String LoadOrderGroup, System.String[]
LoadOrderGroupDependencies, System.String[] ServiceDependencies)

Figure 7-8. Change method of Win32_Service

Asyou can see, there are a number of parameters ahead of the StartName and
StartPassword fields. Regarding the Change method of the Win32_Service class, according
to MSDN at https://msdn.microsoft.com/en-us/library/windows/desktop/
aa384901.aspx, the StartName is defined as the “account name the service runs under”
and the StartPassword is the “password to the account name specified by the StartName
parameter” Since the Change method is expecting that it may need to act on all of these
parameters, we have to pass a $null value for each field that we don’t want to change.

In Figure 7-9, the command only updates the StartName and StartPassword for the
service, leaving all other parameters unchanged.

(%] Administrator: Windows PowerShell

PS C:\Reports> Saccount = ".‘SvcAccount'
PS C:\Reports»> Spassword = 'P@S5wOrd’
PS‘I%:;Reg?rts:- $spoolerService.Change(Snull, $null, Snull, Snull, $null, Snull, Saccount, Spassword, $null,§
null,5nu 2

Figure 7-9. Changing username and password for a service

As seen in Figure 7-8, the following are the other fields you can change using the
Change method:

e  System.String DisplayName

System.String PathName

e  System.Byte ServiceType

e  System.Byte ErrorControl

e  System.String StartMode

e  System.Boolean DesktopInteract

e  System.String StartName
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e  System.String StartPassword

e  System.String LoadOrderGroup

e  System.String[] LoadOrderGroupDependencies
e  System.String[] ServiceDependencies

Once the parameters have been changed, the service needs to be restarted to update
them. Even when you make changes using the GUI, the same restart is required when
modifying the account for a service.

What Else Can Be Done to Services?

Earlier, when we were looking at SQL Server, we noted that it has dependencies.
Dependencies are other services that the primary service requires to be running for its
own operation. Dependent services are restarted (or stopped) as needed when the service
that depends on them is restarted (or stopped). Because they are required by a parent
service, this happens automatically for the most part. If for some reason these do not act
as expected, they need to be managed independently to ensure the proper operation of
the parent service.

Why Services Have Dependencies

Some services rely on other services to perform functions used in their operation. The
SQL Server Agent service performs backup tasks and other management services within
SQL software. Think of this situation much the same way as functions that exist inside a
PowerShell module. SQL Server Agent is dependent on SQL Server.

PowerShell functions are typically at their best when they do one thing. Not only
does this produce code that is less prone to errors, but it also helps with readability.
Grouping related functions into a module allows them to be loaded into memory,
working together. Services behave in a similar way: the SQL Server Agent handles a
subset of functions within SQL Server, allowing the busier SQL Server service to focus on
database engine tasks. This helps isolate tasks in memory and it improves performance
and functionality.

Reporting on Services or Providing More Presentable
Information

Like other things PowerShell provides, reporting is more about formatting and output
files than it is about PowerShell specifically. Because PowerShell can send data to a
number of file formats and output files, it is very versatile in reporting the information
collected. On top of that, the ability to send the results via email to a manager or
colleagues is extremely helpful.

Since we worked with an HTML file in Chapter 6, this time, we will push the output
to a comma-separated values (CSV) file. Although there is less flash with this file type,
its ease of import and use in other applications makes it quite useful.
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Scenario: Your manager has asked for a list of services running on a handful of
servers because performance problems across applications are being reported. Your
manager wants to ensure that no extraneous services running on the servers and that the
required services are running. Because this data collection is ongoing and the data will be
compared over a number of weeks, your manager asks that the data is presented in a way
that can be imported into a database for easy comparison and number crunching.

Because PowerShell can act against multiple remote servers, the Get-Service
cmdlet allows you to query more than one computer using a single line of code.

Get-Service -ComputerName serverOl, server02, server03

This line of code provides a list of the services on each of the servers. When the data
is returned, the service grouping from server01 is shown first, with server02 and server03
following respectively. Since you were asked only for running services, there is some
additional work to do. Let’s use Invoke-Command.

Get-service —computername serverol. Server02, server03 | where status -eq running

The data is returned in the order the remote systems are specified; but this time, only
running services are returned.

That’s great. You have the running services for the three servers listed. Now you can
get them out to a file.

Get-Service -ComputerName serverOl. Server02, server03 |
where Status -EQ Running |
Export-Csv -Path "c:\reports\services-list.csv" -NoTypeInformation

However, this data does not pipe into a flat CSV file easily. You need to do advanced
formatting on some of the fields to put the output to a CSV file. By examining which fields
have multiple values returned using the Get-Member cmdlet, you see that three fields
are returning more than one value for a single property. You can select all the properties
and use advanced formatting to make the data look better in the CSV file by running this
command:

Get-Service -ComputerName serverOl. Server02, server03 |
where Status -EQ Running |
Select-Object -Property Name,
@{Name = 'RequiredServices' ; Expression = { $ .RequiredServices -join ';'}},
CanPauseAndContinue,
CanShutdown,
CanStop,
DisplayName,
@{Name="DependentServices';Expression = { $_.DependentServices -join *;'}},
MachineName,
ServiceName,
@{Name="ServicesDependedOn' ;Expression = { $_.ServicesDependedOn -join ';'}},
ServiceHandle,
Status,
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ServiceType,

Site,

Container |
Export-Csv -Path "c:\reports\services-list.csv" -NoTypeInformation

Simply piping the collected data to an Export-Csv and providing a path to park the
file will get the data out. The addition of the -NoTypeInformation switch omits the type
information from the CSV file.

So we have pulled information about running services from three servers and
created a CSV file of it. The last thing to do is build a way to email the file to those who
have requested it.

Note PowerShell could push this information into a SQL database directly, but that is
beyond the scope of this book. For more information on working with SQL Server, please visit
https://msdn.microsoft.com/en-us/library/hh245198.aspx

The Send-MailMessage cmdlet will be used to email the results of this data collection
to those who need it. Grouping everything in this scenario into a script looks something
like this:

$services = Get-Service -ComputerName server0Oi, server02, server0O3 |
where Status -EQ Running
$services |
Select-Object -Property Name,
@{Name = 'RequiredServices' ; Expression = { $_.RequiredServices -join ';'}},
CanPauseAndContinue,
CanShutdown,
CanStop,
DisplayName,
@{Name = 'DependentServices';Expression = { $_.DependentServices -join ';'}},
MachineName,
ServiceName,
@{Name = 'ServicesDependedOn';Expression = { $ .ServicesDependedOn -join ';'}},
ServiceHandle,
Status,
ServiceType,
Site,
Container |
Export-Csv -Path "c:\reports\services-list.csv" -NoTypeInformation
Send-MailMessage -To boss@your.company.suffix °
-Cc you@your.company.suffix °
-SmtpServer smtp.company.com "
-From reports@your.company.suffix °
-Subject 'Services Listing from Servers' °
-Body 'List of services running on Server0i, Server02, and Server03
-Attachments "c:\reports\services-list.csv"

100


https://msdn.microsoft.com/en-us/library/hh245198.aspx

CHAPTER 7 © REVIEW AND MANAGE SERVICES WITH POWERSHELL

Summary

This chapter worked with Windows services by using PowerShell to determine the
information available and the actions needed to improve the manageability of Microsoft
Windows. While the behavior of services is similar to that of processes, PowerShell can
speed up the time needed to perform actions and reduce management overhead. Coming
up in the next chapter, we wrap up the book and provide some additional resources to
help you learn more and enhance your use of PowerShell.
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CHAPTER 8

Continuing to Learn
As PowerShell Evolves

So far in this book, we have shown you how to
e  Work with event logs
e  Gather detailed information from a server
e Discover installed applications
e  Get Windows updates
e  Manage running processes
e  Work with services

There’s a lot of good information here to glean information from a computer both
locally and remotely. In this chapter, we'll talk about putting them together and ways to
build this knowledge into more robust scripting.

Building Modules

PowerShell coding starts simple, usually with only a few lines of PowerShell. That
evolves into a script when you start adding more features to ultimately achieve the goal
for the script. As you write more scripts, and continue learning and using PowerShell,
you will inevitably want to reuse parts of your scripts in other scripts, and therefore you
create functions. A function is just a block of code that does one thing, such as running a
formula, gathering information, or performing a repetitive task.

As you gain more and more functions that all work together with a common purpose,
you put those into a module. Microsoft describes a module as “a set of related Windows
PowerShell functionalities that can be dynamic or persist on disk. Modules that persist on
disk are referenced, loaded, and persisted as script modules, binary modules, or manifest
modules. Unlike snap-ins, the members of these modules can include cmdlets, providers,
functions, variables, aliases, and much more.” (https://technet.microsoft.com/en-us/
library/dd878324.aspx).
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A quick example of a module is preparing food. How is food an example?
Easy, let’s say that you're hungry. The following are some example names of functions
that you could use in your food module:

e Set-Stove, where you can pass it variables such as temperature,
burners, oven, and so forth

e Set-Ingredient, where you pass it variables that include the
ingredients that you need for a specific recipe

e  Get-Dish, where you pass variables about the items that you need
to make the food in

e  ConvertTo-Baking, where you determine how to bake food
e  Get-CookingDirection, where you describe how to cook the food

All of these functions have a common theme: cooking. Likewise, you could have a
module for driving a car, and those functions would all be associated with ... (drumroll
please) driving a car. There may be some overlap in the background functions, such as
report writing and diagnostics, but for the most part, each module has a specific purpose
and the parts that make up the module are all devoted to making the best module they can.

So, we are going to build a quick simple module called HelloWorld. It’s going to be a
very simple module that consists of only two functions.

Function Write-Hello {

param ($Name)

Write-Output "Hello '$Name'"
}

Function Write-Goodbye {
param ($Name)
Write-Output "Goodbye ‘$Name'"

}

Notice how simple this is? It’s nothing to get excited about—just an example of two
functions. Now we are going to save this inside a PSM1 file (PowerShell Module file). But
the next question is: Where to save the PSM1 file?

We need to find a location for PowerShell modules, which are listed as an
environmental variable for our PowerShell session. Simply type $env:PSModulePath and
it lists all the locations where you can have PowerShell modules. However, we can do a
little better than that and split that long string into shorter lines by typing this:

$env:PSModulePath -split ';'
We can also add a location to our PowerShell module path by typing this:

$env:PSModulePath = $env:PSModulePath + ";\\Server\Share\Modules"
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So, why don’t we create a new folder and save our module there.

New-Item -Path c:\MyModules -ItemType Directory
$env:PSModulePath = $env:PSModulePath + ";c:\MyModules"

Because we created a new folder that is not already in our PSModulePath, the known
path that PowerShell uses for storing modules, we recommend adding this to your
PowerShell profile so that the path is always added to your PowerShell session. Another
method is to add these items to a system-level environment variable to allow persistence
across sessions.

Now we can save our two functions inside a PSM1 file inside the new folder.
However, we need to save our PSM1 file inside a folder with the same name as our PSM1,
at the root of the C: \MyModules folder. For our example, you need to create a folder at
C:\MyModules\HelloWorld and then save the PSM1 file as C: \MyModules\HelloWorld\
HelloWorld.psm1.

Now that we have updated our PowerShell profile file to add that folder to our
PSModulePath environmental variable and saved our PSM1 file, let’s close and open the
PowerShell session. Now, if you are running PowerShell version 3 or later, the module will
automatically load when you start your PowerShell session.

As seen in Figure 8-1, we can simply run those without having to load the module
each time.

&4 Administrator: Windows PowerShell 1;.'1-

PS C:\Reports> Write-Hello -Name Bob =
Hello 'Bob'

PS C:\Reports> Write-Hello -Name Tom

Hello 'Tom'

PS C:\Reports>

< " »

Figure 8-1. Example of running commands in new module

There are a lot of other parts and pieces to a module that we haven’t discussed, but
this is the start to a world of building modules. We can simply add features to the module.

Desired State Configuration

Have you ever had a server that was configured just the way you always wanted it, only to
deploy it into production and have its nice configuration marred by actual usage? Maybe
that is a bit extreme, but sometimes machines wander away from their original setup.

Or maybe another administrator decides to alter the current configuration. Desired State
Configuration to the rescue!

Note This discussion of PowerShell Desired State Configuration is an overview
containing just enough to rile your interest in the topic.
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What Is Desired State Configuration (DSC)?

Desired State Configuration is a declarative file that instructs PowerShell to ensure that
a system is configured with the roles and features or configuration options set forth in
the file. The file does not tell PowerShell how to get there; it simply says, “This is the
configuration that I want. Go.” And PowerShell does the rest.

A configuration file is compiled into a MOF (Management Object Format) when it is
run. The MOF can then be deployed to target nodes for use in one of two ways: push or pull.

Push happens when a DSC configuration uses the push method; targets are
configured to take the settings pushed down to them at scheduled intervals. Think of
this much like patches being pushed out by a corporate administrator because they will
correct a problem as soon as they are deployed. Sure, the push can be scheduled, but it
can also have interesting consequences regarding the usability of the systems. It should
be used and tested carefully.

Pull happens when a DSC configuration uses the pull method; targets get an agent
installed that periodically checks in with a central location (pull server) for configurations
to apply. Because the files are usually left there, the clients can pull the files and be
configured according to all of the MOF files that they are aware of.

Configurations are applied each time the targets check in (or each time the MOFs
are pushed out). There is no need to instruct file 12 to be applied. If the configuration
provided by file 12 does not need to be corrected, the action logs back to the central
server that nothing was needed at this time. When changes are made by DSC, these are
logged as well.

Auditing Only

In addition to push/pull, DSC has two modes of action for working on target systems.
Audit mode checks a configuration against the target and reports changes that it made.
This is similar (in a simple way) to the -whatif switch used when executing some
PowerShell commands.

Applying Configurations: Make It So

When not using Audit mode, DSC applies items in the MOF files to all the targets assigned
to take them. If you have an IIS server enrolled with a pull server, any MOFs containing IIS
configuration items are applied to this target. There are ways to ensure that only certain
configurations apply to certain targets, but that is beyond the scope of this chapter.
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What Does a DSC Configuration Look Like?

The syntax for creating a DSC configuration looks much like the syntax for a function
in PowerShell:

configuration troubleshootingiis {
param($ComputerName)
node $ComputerName {
windowsfeature iis {
ensure = "Present"
name = "web-server"
}
}
}

Essentially, you are able to pass the $computer value to the configuration. This will
then enact the settings within the configuration on that node. In this case, it ensures that
IIS is present on this node.

Calling the configuration (just as you might call a function) creates the consumable
MOF file for use with DSC:

Troubleshootingiis -ComputerName MyServero0i

The last piece of the puzzle is running the configuration and applying the MOF file.
To do that, you call the Start-DscConfiguration and pass the MOF file created. Specifying
the -wait and -verbose switches show you what is happening during the process.

What Are Some Practical Applications of DSC?

Because DSC is declarative and does not supply any details of how something is to be
accomplished, the configurations simply state that a feature needs to be configured. In
the preceding example, DSC simply knows IIS should be present. Why is this important?
Because it allows PowerShell to figure out the method to complete a task, saving
administrators from extra work.

Starting or Stopping Services

If there is a server in your environment that runs a particular service that does not always
start as expected, DSC ensures that the service is started (or stopped) every time the
agent checks in. This keeps the service in a consistent state—either started or stopped as
declared by DSC.
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Installing Necessary Roles or Features

When spinning up a new server to be used for a particular workload, the desired
roles/features can be configured by DSC without additional configuration by the
administrator. This way, the configuration for all of your web servers is the same.
Once the machine is built and able to check in with the DSC server, the web server
configuration can be configured automatically. This takes some additional front-end
work to set up the DSC MOF files, but it can save time if there are many servers being
deployed with the same workload.

Fixing Configuration Drift: Wrongly
Installed Applications

Many times, a server ends up with its configuration different from the way it started
life—as a valued worker in an environment. This could be due to application changes,
updates, or countless other things. DSC can correct these things as well. Suppose one

of the administrators on a given team always installs Chrome on every machine that

he manages. Yet, it might not be a supported application or it may be unnecessary on a
server system. PowerShell and DSC can ensure that Chrome is not present on a particular
server. As long as the machine can get to the DSC server and it gets a MOF that specifies
that Chrome not be present, the application will be removed from the server.

Ensuring That Files or Folders Exist

Sometimes it makes sense for a particular tool to be installed on a system. This may be
simply to ensure that the tools are there if needed or to get an administrator’s system up
and running with the latest tools. The Sysinternals tools are a great example. Because
the tools do not need to install to function, they can be downloaded to a central file
server. DSC can ensure that the downloaded files exist on all administrative workstations.
Just apply a MOF that ensures the presence of the Sysinternals folder. Since any items
removed from the folder are replaced when the workstation checks in, the worry of
ensuring that the tools exist is eliminated.

All of these relate to troubleshooting, but how are they applied? DSC can help
with all of the things mentioned earlier. Now let’s pick an example relating to IIS being
installed on a server destined to host the next great web application.

Working with DSC to Ensure IIS Is Installed

Suppose that your environment has a few IIS web sites running on a server and you need
to add a bit more horsepower. You allow the workload to be divided up between the
existing server and a new server that will be deployed. A co-worker has been tasked with
getting IIS installed and he claims that the box is ready to tackle any workload.
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Just to be on the good side of the fence, you want to ensure that IIS is indeed installed
and running. Fortunately, DSC cannot only help perform the check, but it can correct the
issue and configure IIS if it needs a bit of work.

First is testing the existing configuration on the new server to see if IIS is ready. For
the purposes of example, let’s call it Server02.

Earlier we created a MOF called troubleshootingiis, which creates a file that will
become a configuration to check for here. The following command

Test-dscconfiguration -cimsession Server02

checks Server02 to see if it meets the desired configuration; in this case, a configured
1IS instance. If the feature is in fact ready to go, the command returns $true. If not, the
command returns $false.

If the previous command returns $false and IIS has not been installed, or you want
to check the state and correct it all at once, you can get PowerShell and DSC to rectify this
by using something similar to the following:

If ( -not (Test-DscConfiguration -CimSession Server02)) {
Start-DscConfiguration -CimSession Servero02
}

This applies the current configuration, troubleshootingiis, to the specified server.

Note Leaving -cimsession off of either of these commands will run the
dscconfiguration cmdlets on the local computer.

What happens if you decide that the new configuration is not what you really
intended? Fortunately, PowerShell has a way to recover from over-eager configurations.
Simply using Restore-DscConfiguration -CimSession Servero02 rolls the configuration
back to the previous state.

Desired State Configuration can do a lot of things beyond enabling IIS, and the
overall usage is not a huge undertaking, but getting much beyond that is a topic for
another day.

PowerShell Remoting

Using PowerShell to troubleshoot and remediate issues on Windows computers would
be less than optimal if there were no good way to access systems outside of the local
computer. Enter PowerShell Remoting—a built-in feature to help PowerShell interact with
remote systems and execute commands, scripts, and the like to reduce the effort needed
to manage and maintain remote systems.

This section introduces the concept of remoting and provides a high-level overview
of what the feature brings to the toolkit. Because it is built into PowerShell version 2 and
later, it generally works once it has been enabled.
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How Do | Enable Remoting?

Enabling remoting was already briefly mentioned in the book, but for completeness,
we'll cover it here as well. The first thing needed is the WinRM service. You want to set
the startup type of this service to Automatic. On the remote system, you can run winrm
quickconfig to ensure that the WinRM service is listening.

Then you need to run the simple and quite instructive Enable-PSRemoting
to complete the configuration of Windows PowerShell for remoting. In a domain
environment, you can also enable PowerShell remoting using Group Policy.

In untrusted domains, there may be other configuration steps needed to get
remoting up and running. You will want to add the remote computer to the trusted hosts
list on your management workstation. To do this use the following command:

Set-Item WSMan:\localhost\Client\TrustedHosts -value Serveroi

This adds Server01 to the trusted hosts list on the local computer. Once this is done,
remoting is all set and ready to go. Happy remoting.

Now that PowerShell remoting is enabled, what can you do with it?

Remoting brings you all kinds of possibilities for managing systems. While the
-ComputerName parameter lets you do things like gather services (or other items) and
display them in your console for reviewing, using a remote PowerShell session lands you
right on that system at the command line, as if you were logged into the computer.

Let’s get into a remote session by using the command Enter-PSSession, as shown
in Figure 8-2.

co

X Administrator: Windows PowerShell =E |

PS C:\Reports> Enter-PSSession -ComputerName Server(l
[Server0l]: PS C:\Users\Admin\Documents> _

Figure 8-2. Enter-PSSession

A Remote PowerShell Session

Asyou can see, the PowerShell prompt shows the folder that you are currently in, but this
time, it also has the computer name at the left of the prompt: [Server01]. This tells you
that you are on a remote computer. Commands entered while in this session are run on
that remote system and do not affect the local system.

This is a benefit because you can work directly on the remote computer to solve
problems. In addition, you can leave a session running in the background and long-running
PowerShell scripts or commands will continue to run inside the disconnected session.
You can revisit the disconnected session to see how things there are progressing.

The ability to get in and out of remote sessions while tasks are progressing is very
important because it allows other work to get done without requiring you to wait for the
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task in the console window to complete. Once remoting for a while, you can advance to
entering and running commands in multiple sessions sequentially, or in some cases,
simultaneously.

Remoting is a simple way to work with any Windows machine in your environment.
Environments outside of your direct control are also on the table. Machines in public
cloud environments, such as Microsoft Azure or Amazon Web Services (AWS), can be
managed with PowerShell remoting.

While there are other PowerShell remoting features, these are the basics, and should
head you down the right path.

Using Scheduled Jobs in PowerShell

PowerShell background jobs were introduced in PowerShell version 2. PowerShell
scheduled jobs rely on the background jobs, but in PowerShell version 3, the ability to
schedule a background job was added. PowerShell scheduled jobs are a combination of
background jobs and tasks in the Task Scheduler. The jobs are created and managed in
PowerShell and are seen within the Task Scheduler.

Scheduled jobs ensure that certain things start or happen at a specific time.
PowerShell is helpful with troubleshooting, but there may be times when restarting
services or entire servers cannot occur. A scheduled job could be just the thing to restart a
service or end a process as a delayed part of your troubleshooting process/workflow.

Scheduled jobs consist of three components:

e Job options that define the options and execution criteria.
e Job triggers that define when the job will run.
e Thejob itself defines the command that will run.

You have to define the job options, create a job trigger, and then when creating the
job, add the options and trigger to it.

Scheduled Jobs Options

The, New-ScheduledJobOption cmdlet is used to create the job options. As seen in
Figure 8-3, there are several switches and parameters that you can use to customize your
scheduled job.
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(] Administrator: Windows PowerShell (= [= 5

PS C:\Reports> Get-Help New-ScheduledlobOption

E
New-ScheduledlobOption

SYNOPSIS
Creates an object that contains advanced options for a scheduled job.

SYNTAX
New-ScheduledlobOption E ContinuelfGoingOnBattery] .’-Donota‘l‘lowoemandsurt]
-HideInTaskScheduler] IdleDuration <T1me59&n>i [-IdleTimeout <TimeSpan>
-Multip'lelnstancepoh <TaskMultipleInstancePo 1 --Requ\reuetwork]
-RestartOnId'IeResume]c{ -RunElevated] ;-S':arl:IFId'lga StartIfOnBattery] [-StopIfGoing0Offldie]
-WakeToRun] [«<CommonParameters>]

| ¢

Figure 8-3. Syntax for New-ScheduledjobOption

You create an option and add it to a variable.

$jobOption = New-ScheduledJobOption -RequireNetwork -WakeToRun -RunElevated

Scheduled Job Triggers

The job trigger defines when the job will run. As seen in Figure 8-4, there are five
parameter sets used for the job triggers.

(%] Administrator: Windows PowerShell (= [=

PS C:\Reports> Get-Help New-JobTrigger

E
New-JobTrigger

SYNOPSIS . . .
Creates a job trigger for a scheduled job

SYNTAX
New-JobTrigger [-Once] [-RandomDelay <TimeSpan>] [-RepeatIndefinitely] [-RepetitionDuration
4Time5pan>? [-RepetitionInterval <TimeSpan>] -At <DateTime> [<«CommonParametersx]

New-JobTrigger [-Weekly ] [ lay <TimeS ] [-WeeksInterval <Int32>] -At <DateTimes
-DaysOfweek <DayOfweek[]> [-:Comonnarwetersaj

New-JobTrigger [-Daily] [-DaysInterval <Int32>] [-RandomDelay <TimeSpan>] -At <DateTimex
[«CommonParameterss>]

New-JobTrigger [-AtLogOn] [-RandomDelay <TimeSpan>] [-User «<String>] [<CommonParameters>]
[

New-JobTrigger [-AtStartup] [-RandomDelay <Ti P ] [<C arameterss]

Figure 8-4. Syntax for New-JobTrigger

Adding the job triggers to a variable is the next step in creating a scheduled job.

$jobTrigger = New-JobTrigger -Weekly -DaysOfWleek Monday, Tuesday, Wednesday,
Thursday, Friday -At '1:00AM'
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Creating the Scheduled Job

The Register-ScheduledJob cmdlet takes the job options and the job trigger, and adds
them with a script block to create a scheduled job.

Register-ScheduledJob -Trigger $jobTrigger °
-ScheduledJobOption $jobOption °
-ScriptBlock { Get-Service } °
-MaxResultCount 5 °
-Name "ListServices"

This code creates a job called ListServices that runs Monday through Friday that
keeps only the last five results.

Now there is a scheduled job. The next step verifies that the job exists and gets
the results.

Job Verification

To verify that the job exists, you can get a list of scheduled jobs through PowerShell or
through the Task Scheduler. Figure 8-5 shows all the jobs that are scheduled and Figure 8-6
shows the same results.

] Administrator: Windows PowerShell =E |

PS C:\Reports> Get-Scheduledlob
Id Name JobTriggers Command Enabled

1 ListServices 1 Get-Service True

PS5 C:\Reports> _

Figure 8-5. List jobs with PowerShell
In Figure 8-6, the picture was altered to fit the size of the pages and to find the jobs.

You have to drill into the scheduled tasks in this path, Microsoft\Windows\PowerShell\
ScheduledJobs to find all the scheduled jobs that were created with PowerShell.
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(€] Task Scheduler
Eile Action View Help
&= 2(m Hm)
@ Task Scheduler (Local) ~

4 [ @ Task Scheduler Library
4 [ Microsoft

Name Status  Triggers
®Listservices  Ready At 1:00 AM every Monday, Tuesday, Wednesday, Thursday, Frida

4 51 Windows <! u
| .NET Framework |
7 Active Directory Rights Mat General | gge_mlmlandhiuns Settings | History |
1 ApplD =l Name |Liﬂ5!ﬂ'i¢ﬁ

Location:  \Microsoft\Windows\PowerShell\Scheduledlobs

. . o Author:
| Power Efficiency Diagnostis ;
4 7] PowerShell Desaription:
“J Scheduledlobs
—| RAC
- Ras y
< = >

Figure 8-6. Listjobs in Task Scheduler

Now that we know the job exists, we can start the schedule job using either the Task
Scheduler or PowerShell, and of course, the job will run according to the schedule.

Start-Job -DefinitionName ListServices

Getting Scheduled Job Results

Once a PowerShell scheduled job has been created and run, the results of the job are
saved in the regular PowerShell jobs. As seen in Figure 8-7, it will only save the last five
jobs. Even if the job runs again, there will still be only five jobs listed for the job.

& Administrator: Windows PowerShell (== BT
PS C:\Reports> Get-Job ListServices | Format-Table -AutoSize -~
Id Name PSJobTypeName State HasMoreData Location Command

4 ListServices PSScheduledlob Completed True localhost Get-Service

S ListServices PSScheduledlob Completed True localhost Get-Service

8 ListServices PSScheduledlob Completed True localhost Get-Service

11 ListServices PSScheduledlob Completed True localhost Get-Service

14 ListServices PSScheduledlob Completed True localhost Get-Service

15 ListServices PSScheduledlob Completed True localhost Get-Service

PS C:\Reports> _

| <

Figure 8-7. Job results for a scheduled job
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Also, notice in Figure 8-7 that the HasMoreData values of True. We can retrieve the
results of each job by using the Receive-Job cmdlet to get the data from each job. This
next line will retrieve the results from the most recent version of the job:

Receive-Job -Id 15 -Keep

Scheduled jobs are a great tool to do routine and repeatable tasks.

More Learning and Additional Resources

We encourage you to dig into the following resources to enhance and continue to grow
your PowerShell skills:

e  http://www.powershell.org: A community of PowerShell,
for PowerShell, and by Powershell-ers

e http://www.scriptingguys.com: the official blog of the Microsoft
Scripting Guys

e  http://www.powershellmagazine.com: an online publication
covering all things PowerShell

e  http://www.apress.com/catalogsearch/result/?q=powershell
&submit=Go: Apress books covering PowerShell

e https://channel9.msdn.com/Search?term=powershell#ch9Sear
ch&lang-en=en: PowerShell videos on Microsoft’s Channel 9

e https://technet.microsoft.com/en-us/library/
dd878350(v=vs.85).aspx: Technet resources covering
PowerShell Module Installation

There are also any number of user groups and meetups popping up surrounding
PowerShell. These should provide a hands-on experience and opportunity to dive into
Microsoft’s new blue window.

There are many new and exciting avenues for exploration as your adventures in
PowerShell continue, we hope that this text has piqued your interest and that you find
many exciting things to learn in PowerShell.

Summary

Microsoft is moving forward with PowerShell and expects it to reduce the overhead
needed to manage and interact with Windows and other products across their portfolio,
including Microsoft Azure. Being able to manage workstations and servers in your
environment and in the public cloud with the same toolset is huge. This reduces the
overall learning curve for managing resources in use today and new Microsoft resources
as they arrive in the future.

As PowerShell continues to grow, more resources will be available for management
from Microsoft and other vendors. Happy PowerShelling!
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